PowerEdge VRTX 1Gb Switch
Module — R1-2401

CLI Reference Guide

Regulatory Model: E12M



Notes, Cautions, and Warnings

m NOTE: A NOTE indicates important information that helps you make better use of
your computer.

/\ CAUTION: A CAUTION indicates potential damage to hardware or loss of data if
instructions are not followed.indicates either potential damage to hardware, or
loss of data and tells you how to avoid the problem.

A WARNING: A WARNING indicates a potential for property damage, personal
injury, or death.

© Copyright © 2014 Dell Inc. All rights reserved. This product is protected by U.S. and international
copyright and intellectual property laws. Dell and the Dell logo are trademarks of Dell Inc. in the
United States and/or other jurisdictions. All other marks and names mentioned herein may be
trademarks of their respective companies.

April 2014 Rev. A02



Contents

1 Preface......... ... .. ... . . .. ... 33
2 User Interface Commands ............ 47
enable.............c 47
disable ............c.ooi i 47
login. ... .cooiiii e 48
configure ..........ooiiiiiii e 49
exit (Configuration). ......................cooiinat 49
eXit(EXEC) .....coviiiiiiii ittt e e 50
N, .. 51
help oo 51
history......cooviii 52
historysize. ... 53
terminal history..................oooiii 54
terminal historysize......................cociiien, 55
terminal datadump ... 56
terminalwidth. ... 57
terminal prompt................ . 58
debug-mode...............coiiiii 58
showhistory ... 59

show privilege. ... 60



bannerexec ............coiiiiiiiiiii 62
bannerlogin ............ ... .. 64
bannermotd ..................oii 65
exec-banner...............oociiii i 67
login-banner........... ... ... .. 68
motd-banner...............ccoii i 69
showbanner................cooiiiiiii i 70
3 Macro Commands.................. 73
MACIONAME. ... vtie ittt ann i anrneanas 3
11T T 16
macro description ... 19
macroglobal............... ... ... i 80
macro global description............................ 82
show parsermacro .................ooviiiiiiininnn, 83
4 System Management Commands ...... 87
L1 87
traceroute ............ ..ot 90
telnet. ... 93
FESUME . .. e ettt i i asa s aanasannss 97
hostname................coiiiiiiiiii i 97
reload. ... 98
showreload ................coiiiin 100



show cpu utilization...........................0000 102

clearcpucounters...............coiiiiiiiiiiiiien 103
SEIVICe CPU-COUNEEIS. . .....vvvveinininnrnrnenennss 103
SEtSYSteM .......ccviiiiiii i e 104
show systemmode .................. ... ... 105
showcpucounters.................oviviiiiiinnnn 106
showusers...........ooiiiiiiiiii i 107
showsessions..............c.cooiiiiiiiiiiiin 108
showsystem ............ ... i 109
showversion..............coooiiiiiiiiiin 110
showversionmd5..................ccoiiiiin 110
show system tcam utilization........................ m
show systemdefaults .............................. m
showtech-support.....................ccoieinnt 112
show systemsensors. ..................cocvieinenn.. 113
asset-tag. ... e e 114
showsystemid ................ ... ...l 115
5 Clock Commands .................. 117
clockset...........coooviiiiiii 117
clocksource ..............oiiiiiiiiii 118
clocktimezone ...................ccociiiiiiiien 119
clock summer-time ...................ccieeeea, 119
sntp authentication-key............................. 121
sntp authenticate ....................cciiiiat 122

sntptrusted-key ... 123



sntp clientpoll timer.......................ccveet 124

sntp broadcast clientenable........................ 125
sntp anycast clientenable.......................... 125
sntpclientenable ......................... s 126
sntp client enable (Interface) ....................... 127
sntp unicast clientenable .......................... 128
sntp unicastclientpoll...........................0s 129
SIEP SEIVEr. ... ittt ittt 129
sntp source-interface .................cociiiiinne 131
sntp source-interface-ipv6.......................... 132
SIpport. ... ... e 133
showelock ... 133
show sntp configuration............................ 135
showsntpstatus ..............coviiiiiiiiiinnnn 136

6 Configuration & Image File Commands 139

1 1 139
1 143
delete .......coovviiiiii i e 143
ir 144
1111 145
-] 1T T - 146
bootsystem ..............c.ciiiiiiiiiiiiiieaa 147
show running-config............................... 148
show startup-config ...........................ll 149

showhootvar ..............ccviiiiiiiiii i 150



7 Auto-Update and Auto-Configuration .. 153

boot host auto-config............................... 153
boot host auto-update .............................. 154
boothestdhep............. ...l 154
boot host auto-save ..................cooiiiiiiin 155
showboot...............ooiiiiiiii 156
show ip dhep tftp-server.....................cel 158
8 Management ACL Commands......... 161
management access-list............................ 161
permit (Management). ................cccoiviininnn 162
deny (Management) ...............cocviiiinininnnnns 164
management access-class.......................... 165
show management access-list ...................... 166
show management access-class .................... 166
9 SNMP Commands.................. 169
STIMP-SEIVEr SBIVET . ... ...eeueeenranennannanenns 169
snmp-server community ..................cooeinen... 169
snmp-server community-group ...................... m
snmp-server source-interface ....................... 173
snmp-server source-interface-ipv6................... 174
SIMP-SEIVEI VIBW . . ... iietieiieieaeaenaeenenns 175
showsnmpviews.............. ..ot 1717

SIMP-SEIVEr GIOUP . ... .eieeieeaeaeaneananeenennns 178



showsnmpgroups. ............ooiviiiiiiiiiinnnns 180

SNMP-SEIVEI USET . .......oiuieinnnernnennnernnannns 181
showsnmpusers...............ooviiiiiiiinnnnns 183
snmp-serverfilter......................oiii 185
show snmpfilters......................oooiinnt 186
snmp-serverhost...............coiiiiiiiiiininns 187
snmp-server enginelD local......................... 189
snmp-server enginelDremote ...................... 191
showsnmpenginelD.........................ceees 192
snmp-server enabletraps........................... 192
snmp-server trap authentication..................... 193
snmp-servercontact....................ooiieian 194
snmp-server location .....................00in 195
SAMP-SEIVerset ............oiiiiiiiniiinninnnnnss 195
snmp trap link-status. .....................cc00ee 196
showsnmp ... 197
10 RSA and Certificate Commands . ... .. 201
cryptokey generatedsa........................... 202
cryptokeygeneratersa ...................oiiiintnn 203
cryptokeyimport............... ..., 204
showeryptokey. ... 206
crypto certificate generate ......................... 207
crypto certificaterequest........................... 209
crypto certificate import........................... 21

show crypto certificate. ............................ 215



11 Web Server Commands ............. 217

iphttpserver ... 217
iphttpport . ... . 217
ip http timeout-policy ...................... ... ... 218
ip http secure-server ............... ..o 219
iphttpsecure-port ........... ... ... 220
ip https certificate ................. ... ... ...l 220
showiphttp............ 221
showiphttps...........ciiii 222
SSIVersion ..........ooviiiiiiiiiii 223
showsslversion...................oooiiiiiin 223

12 Telnet, Secure Shell and Secure Login Commands
225

iptelnetserver .............. ... . il 225
ipsshserver........... ... i, 226
ipsshport....... ... ... 227
ipssh password-auth. .................... .. ... 227
ipsshpubkey-auth............................ ... .. 228
crypto key pubkey-chainssh........................ 230
USEI-KBY ..ot e 231
key-string ..........ccoiiiiiiiiiii e e s 232
showipssh ............ 234
show crypto key pubkey-chainssh................... 235



line ... e 237
SPee . ... 237
autobaud ... 238
exec-timeout. ...t 239
showline............ooiiiii i 240

14 Authentication, Authorization and Accounting 243

aaa authentication login............................ 243
aaa authenticationenable.......................... 244
login authentication .........................o0ue 246
enable authentication.............................. 247
ip http authentication .............................. 249
show authentication methods....................... 250
PaSSWORL. . ..ottt 251
enablepassword ......................coeee 252
service password-recovery...............cocvevenns 253
USEINAME .....eiinteiinrnnnernnennneranennseranes 255
showusersaccounts .................coivininnnns 256
aaaaccountinglogin .......................ol 257
aaaaccountingdotx ................cooiiiiiinnn, 259
showaccounting ..................cooiiiiiinnn 261
passwords min-length ............................. 262
passwords strength-check enable................... 263
passwords strength minimum character-classes...... 264

passwords strength max-limit repeated-characters ... 264



passwords aging. .. ..........coiciiiiiiii i 265

passwords history ... 266
passwords history hold-time ........................ 267
passwords lockout. ... 268
aaa login-historyfile ...................... .. .. .. 269
setusername active.............coevevuininiieinians 270
setlineactive ..............cocviiiiiiiiiiiiin 210
set enable-password active......................... n
show passwords configuration...................... 272
show users login-history. ........................... 2713
15 RADIUS Commands. ................ 275
radius-serverhost..................coiiiiiien 275
radius-serverkey .............cooiiiiiiiiiiiiie e 217
radius-serverretransmit..................coiiuien 278
radius-server host source-interface.................. 278
radius-server host source-interface-ipv6 ............. 219
radius-servertimeout. .................cooiiiiiien 280
radius-serverdeadtime .....................coiuinn 281
show radius-servers .................cooiiiiiiinnt 282
show radius-serverskey............................ 283
16 TACACS+ Commands ............... 285
tacacs-serverhost .................coiviiiiiinnn 285
tacacs-serverkey.............cooiiiiiiiiiiiiinens, 286

tacacs-servertimeout ....................0iueiinnnn 287



12

tacacs-server host source-interface.................. 288

tacacs-server host source-interface-ipv6. ............ 289
showtacacs ............oviviiiiiiiiiiiiiiiies 290
showtacacskey ................... it 291
17 SYSLOG Commands. ............... 293
logging on.........cooviiiiiiii i 293
logginghost .............ccoiiiiiiiiiiiiiiiiiians 294
loggingconsole ...............cooiiiiiiiiiiiiinn, 295
logging buffered................. ... ..ol 296
clearlogging..............coiiiiiiiiii i 297
loggingfile ... 297
clearloggingfile ................... ...l 298
aaalogging............ccoiiiiiiii e 299
file-systemlogging ................c.ooiiiiiiiat. 300
managementlogging....................coeieiat 301
showlogging ...t 301
show loggingfile.....................cooiiiiiitt, 303
show syslog-servers................ccovivinvnnnnnn. 304

18 Remote Network Monitoring (RMON) Commands

307

show rmon statistics......................coevent 307
rmon collectionstats .............................. 309
show rmon collectionstats ......................... 310
showrmonhistory...................coooiiit 3n



monalarm. ... e e, 314

showrmonalarm-table............................. 316
showrmonalarm ....................oc 317
Mmonevent.............ooiiiiiiiiiiii i 319
showrmonevents................cooviiiiiiiinnnns 320
showrmonlog........... ... ... ...l 321
rmon table-size ...l 322
19 802.1X Commands.................. 325
aaa authenticationdotIx..........................0 325
clear dotix statistics ...............coviiiiinnn 326
dotixauth-not-req ..............cooviiiiiiiniinn, 327
dot1x authentication ........................c00iee 328
dotIxguest-vlan...............coiiiiiiiiiiinnen 328
dotix guest-vlanenable ............................ 329
dotix guest-vlantimeout............................ 331
dotixhostmode ................coviviiiiiiiiiinn 332
dotlxmax-hosts ..............ccooviviiiiiiinn 334
dotIXmMaX-req .......ocovveieiniiiiiiinneianans 335
dotlx port-control....................coiiiiiiil 336
dot1x radius-attributes filter-id ...................... 338
dotix radius-attributesvlan ......................... 338
dot1x re-authenticate.........................o0eee n
dot1x reauthentication ............................. 342
dot1x system-auth-control .......................... 342
dot1x timeout quiet-period .......................... 343

13



14

dot1x timeout reauth-period ........................ 344

dot1x timeout server-timeout. ....................... 345
dot1x timeout supp-timeout......................... 346
dot1x timeout tx-period. ...................c0iean 347
dot1x traps authentication failure ................... 348
dot1x traps authentication success.................. 349
dotlx violation-mode .......................o0el 350
showdotIX .......coviiii 351
show dotlx statistics ...................cocvvvnnns 355
showdotIxusers.............oviviiiiiiiininnns 356

20 Ethernet Configuration Commands. ... 359

interface. ... 359
interffacerange................ci i i i 360
shutdown. ... 360
description ................. i 362
Speed .. .. e 363
duplex. ... ..o e 364
negotiation ...............c il 365
floweontrol ...t 366
MAIX . s 367
back-pressure. ... 368
portjumbo-frame................. ..., 368
clearcounters.............cooiviiiiiiiiiiiiiea 369
setinterfaceactive ....................oiiienn 370
show interfaces configuration ...................... 370



show interfacesstatus ............................. n

show interfaces advertise .......................... 372
show interfaces description......................... 374
show interfaces counters ........................... 3715
show ports jumbo-frame ............................ 378
storm-control broadcastenable ..................... 378
storm-control broadcast level kbps .................. 3719
storm-control include-multicast ..................... 380
show storm-control .......................ccal 381
21 PHY Diagnostics Commands.......... 383
test cable-diagnosticstdr........................... 383
show cable-diagnosticstdr ......................... 384
show cable-diagnostics cable-length ................ 385
22 EEECommands . ................... 387
eee enable(global)................... .. ... ... 387
eee enable (interface) ....................... ... ... 388
eeelldpenable..................cooiiiiiiiin, 388
showeee ............cooviiiiiiiiii i 389
23 Green Ethernet .................... 397
green-ethernet energy-detect (global)................ 397
green-ethernet energy-detect (interface) ............. 397

green-ethernet short-reach (global).................. 398



green-ethernet short-reach (interface)............... 399

green-ethernet short-reachforce.................... 400
green-ethernet short-reach threshold ................ 401
green-ethernet power-meterreset................... 402
show green-ethernet............................... 402
24 Port Channel Commands............ 405
channel-group ... 405
port-channel load-balance ......................... 406
show interfaces port-channel....................... 407
25 Address Table Commands........... 409
bridge multicastfiltering ........................... 409
bridge multicastmode . ............................ 410
bridge multicastaddress ........................... 42
bridge multicast forbidden address.................. M3
bridge multicast ip-address......................... 414
bridge multicast forbidden ip-address ............... 416
bridge multicast sourcegroup ...................... a7
bridge multicast forbidden source group .............. 418
bridge multicastipvémode ......................... 420
bridge multicast ipv6 ip-address .................... 422
bridge multicast ipv6 forbidden ip-address ............ 423
bridge multicast ipv6 sourcegroup .................. 424
bridge multicast ipv6 forbidden source group......... 426

bridge multicast unregistered....................... 427



bridge multicastforward-all ........................ 428

bridge multicast forbidden forward-all ............... 429
mac address-table static ........................... 430
clear mac address-table ........................... 433
mac address-table aging-time ...................... 434
POFESECUNItY. . ..o v et i e an e ranens 434
portsecuritymode .............coiiiiiiiiiiias 436
POt SECUNItY MAX .. .evveie v i ranerarnnanens 437
port security routed secure-address. ................. 438
show mac address-table ........................... 439
show mac address-tablecount...................... an
show bridge multicastmode ........................ 442
show bridge multicast address-table................. 442
show bridge multicast address-table static ........... 446
show bridge multicast filtering . ..................... 443
show bridge multicast unregistered.................. 449
show portssecurity ..............ccvviiiiiiinnn 450
show ports security addresses ...................... 451
26 Port Monitor Commands............. 453
POREMONItOr .. ...t e 453
show portsmonitor. ......................coient 455
27 LLDP Commands .................. 457
lldprun ... ..o 457

lldptransmit ............coiiiiiiiiiiiiiiiiiie 457



18

lldpreceive ............cooviiiiiiiiiiiiiiiiie 458

lldptimer..........cocviiiiiii e 459
Ildp hold-multiplier .....................ccoiinis 460
lldpreinit ..........cooviiiiii 461
lldptx-delay ............ccoviiiiiiiiiiiiiie 461
lldpoptional-tlv ... 462
Ildp optional-tlv802.1 .................cooviiinnns. 463
lldp management-address .......................... 465
Ildp netifications ....................cociiiina 466
Ildp notifications interval........................... 467
lldpmed...........oiiiii 467
lidp med notifications topology-change ............... 468
Ildp med fast-start repeat-count..................... 469
Ildp med network-policy (global).................... 470
Ildp med network-policy (interface) ................. an
clearlldptable .....................ccoiiiiiin, 472
lldpmed location.......................cciviinns 473
lldpchassis-id ...............cooiiiiiiiiiiiin 474
show lldp configuration............................ 475
show lldp med configuration........................ 477
show lldp local tivs-overloading .................... 479
showlldplocal..................c.coiiiint 480
show lldp neighbors ....................cooiinn s 482
show lldp statistics.....................coovienns 487



28 Spanning-Tree Commands ........... 491

SPaNNINg-tree .............ciuiiniiriirnnineiienns 491
spanning-treemode . ................ ..ol 491
spanning-tree forward-time ......................... 492
spanning-tree hello-time............................ 493
Spanning-tree Max-age . ............cooveueneenenns. 494
spanning-tree priority ............. ... ... ... 495
spanning-treedisable .............................. 496
spanning-tree cost .. ............ ... 497
spanning-tree port-priority . ......................... 498
spanning-tree portfast.............................. 498
spanning-tree link-type............................. 499
spanning-tree pathcostmethod...................... 500
spanning-tree bpdu (Global)......................... 501
spanning-tree bpdu (Interface) ...................... 502
spanning-tree guardroot............................ 503
spanning-tree bpduguard . .......................... 504
clear spanning-tree detected-protocols .............. 505
spanning-tree mstpriority. . ......................... 506
spanning-tree mstmax-hops ........................ 507
spanning-tree mst port-priority ...................... 507
spanning-treemstcost .....................o.o.... 508
spanning-tree mst configuration..................... 509
instance (MST) ...t 510
name (MST) ...t eaens 511
revision (MST). ..ot 512

19



20

Show (MST). .. .ot et i s 512

eXit(MST) ..ot s i e e 513
abort (MST) . ...t et e 514
show spanning-tree..................ccoiiininnns 515
show spanning-treebpdu........................... 530
29 VLAN Commands.................. 533
vilandatabase ................cociii e 533
vlan L. 534
showvlan ... 535
interffacevlan...................occii i 537
interffacerangevlan .................. ... oo 537
1T 1 1T 538
switchport protected-port .......................... 539
show interfaces protected-ports .................... 540
switchportcommunity ............................. 541
switchport.............. ... 542
switchportmode .................. ... ..ol 543
switchportaccessvlan ............................ 544
switchport trunk allowedvlan ...................... 545
switchport trunk nativevlan ........................ 546
switchport general allowed vlan .................... 547
switchportgeneralpvid............................ 549
switchport general ingress-filtering disable........... 550
switchport general acceptable-frame-type............ 551
switchport customervlan........................... 552



switchport general forbiddenvlan ................... 553

map protocol protocols-group ....................... 554
switchport general map protocols-group vlan......... 555
show vlan protocols-groups......................... 556
map subnet subnets-group ......................l 557
switchport general map subnets-groupvlan .......... 558
show vlan subnets-groups .......................... 559
show interfaces switchport ......................... 560
private-vlan ... 561
private-vlan association ....................00iua 562
switchport private-vlan mapping .................... 564
switchport private-vlan host-association .............. 565
showvlanprivate-vlan ............................. 566
switchport access multicast-tvvlan.................. 567
switchport customer multicast-tvvlan................ 568
show vlan multicast-tv .......................000e 569
ip internal-usage-vlan.............................. 570
show vlan internalusage ........................... 571
30 Voice VLAN Commands ............. 573
voicevlanstate................coiiiiiiiiii e 573
voicevlanid...............oiiiiiiii i 574
voice vlanoui-table ...........................ell 575
voicevlancosmode.................oiiiiiiien 576
VOICe VIANCOS ... ...t 571
voice vlan aging-timeout. ........................... 578

21



voicevianenable....................ooiiin.. 579

voice VIan SeCUre. ..........cvvviiiiiinn i, 580
showvoicevlan.....................coiiinnn 580
31 IGMP Snooping Commands ......... 583
ip igmp snooping (Global) .......................... 583
ipigmp snoopingvlan ................ ...l 583
ip igmp snooping vlanmrouter ...................... 584
ip igmp snooping vlan mrouter interface ............. 585
ip igmp snooping vlan forbidden mrouter ............ 586
ip igmp snooping vlanstatic ........................ 587
ip igmp snooping vlan multicast-tv .................. 588
ip igmp snooping querier..................c.ciienn. 589
ip igmp snooping querier address ................... 590
ip igmp snooping vlan querier ...................... 591
ip igmp snooping vlan querier address .............. 592
ip igmp snooping vlan querier election................ 592
ip igmp snooping vlan querier version ............... 594
ip igmp snooping vlan immediate-leave.............. 595
show ip igmp snoopinggroups...................... 595
show ip igmp snooping interface.................... 596
show ip igmp snooping mrouter..................... 598
show ip igmp snooping multicast-tv ................. 598
32 IGMP Commands.................. 601

ip igmp last-member-query-count ................... 601



ip igmp last-member-query-interval .................. 602

ipigmp query-interval ................. .ol 603
ip igmp query-max-response-time ................... 604
ipigmprobustness.................coiiiiiiii 605

33 Link Aggregation Control Protocol Commands 607

lacp system-priority ...t 607
lacp port-priority. ... 607
lacptimeout...............cccoiiiiiii 608
showlaep.......coo i 609
show lacp port-channel ............................ 611

34 GARP VLAN Registration Protocol Commands 613

gvrp enable (Global)..........................oolll, 613
gvrp enable (Interface) ..................... ...l 614
GarPtimer........covieieie i 614
gvrp vlan-creation-forbid ...................... ... .. 616
gvrp registration-forbid . . ............... .. ... ... .. 616
cleargvrp statistics .................cocviiiiiiiinn 617
show gvrp configuration............................ 618
show gvrp statistics.....................cooiinnn 619
show gvrp error-statistics. ......................0000 620
35 DHCP Snooping Commands .......... 623
ipdhepsnooping. ... 623



ipdhcp snoopingvlan........................o0e e 624
ip dhep snooping trust. ... 624

ip dhcp snooping information option allowed-untrusted 625

ip dhep snooping verify. ............. ..o 626
ip dhcp snooping database ......................... 627
ip dhcp snooping database update-freq .............. 628
ip dhep snooping binding.....................e s 628
clear ip dhcp snooping database .................... 630
show ip dhep snooping. ...t 630
show ip dhep snooping binding ..................... 631
ip source-guard binding . ............... ... ... ... 632
iparpinspection ...............oiiiiiiii i 633
iparpinspectionvlan....................... ... 634
ip arp inspectiontrust................. ..o 635
ip arp inspectionvalidate. .......................... 636
ip arp inspection listcreate. ........................ 637
IPMAC. . ..o i it it i e 638
ip arp inspection listassign......................... 639
ip arp inspection logging interval.................... 639
show iparpinspection....................coovvnns 640
show ip arpinspectionlist.......................... 641
show ip arp inspection statistics . ................... 642
clear ip arp inspection statistics .................... 643
36 DHCP Relay Commands............. 645

ip dhep relay enable (Global) ....................... 645



ip dhcp relay enable (Interface)...................... 645

ip dhcp relay address (Global)....................... 646
ip dhcp relay address (Interface). .................... 647
showipdheprelay...................cooiiiin 648
ip dhep informationoption ................... ... 650
show ip dhcp information option..................... 651
37 DHCPv6 Commands................. 653
ipvé dhep clientstateless........................... 653
clearipvbdhcpelient ...........................l 654
ipv6 dhcp client information refresh.................. 655
ipvé dhcp client information refresh minimum. ... ..... 656
ipvédhepduid-en...................e 657
showipvbdhep..............cooiii 659
show ipv6 dhep interface ........................... 660
38 IP Addressing Commands............ 663
ipaddress. ... 663
ipaddressdhep. ... 665
renewdhep ... 666
ip default-gateway ................. ... ...l 667
showipinterface .....................coiinn 668
{1 669
arp timeout (Global) .......................... ... 670
arp timeout (Interface).............................. 671

cleararp-cache.................coviiiiiiiiin, 672



showarp ... 672

show arp configuration. ............................ 673
iphelper-address...................ccoiiiiinnns 674
show ip helper-address ............................ 675
show ip dhep clientinterface ....................... 676
39 IPv6 Commands................... 679
clearipvbneighbors ......................... ... 679
ipvbaddress .............. i 679
ipv6 address autoconfig ............................ 680
ipv6 address link-local ............................. 682
ipv6 default-gateway......................coiat 683
ipvéenable .............. .. ... 684
ipvé icmp error-interval ........................ ... 685
ipvénddadattempts .......................ooeas 686
ipvéneighbor ............. .. ..o 689
ipvé unreachables .................... ..ol 691
showipvbinterface...........................al 692
show ipvb neighbors........................coot 701
showipvbroute ...............coiiiiiiiiiiit 703
40 IPv6 Tunnel Commands ............ 707
interfacetunnel .................... ..o 707
tunnel isatap solicitation-interval ................... 707
tunnel isatap robustness ........................... 708

tunnel isataprouter.................coiiiiiiiiene 709



tunnel mode ipv6ip.............ocoiiiiiiiiii e 1o
tunnel source. ........c.oooiiii i e M2

showipvbtunnel..................coiiiiint, n3

41 IP Routing Protocol-Independent Commands 715

Proute ......ovvvini i 75
prouting ........ooiiiii e n1
showiproute..............cooiiiiii ns
showiproutesummary............................. 720
42 ACL Commands ................... 723
ip access-list (IP extended) ......................... 123
permit (IP). ... ..o s 724
deny(IP) ... e 721
ipv6 access-list (IPv6 extended) ..................... 731
permit (IPv6 ). ... ..ot 732
deny(IPv6) ... 735
mac access-list................cooiiiiiiiinn 739
permit(MAC) ... ... 740
deny (MAC). ... ..ot M
service-aclinput. ... 743
service-acl inputblock .........................c0l 744
service-acloutput.....................ccie 746
time-range ............cooiiiiiii it 147
absolute ... 749
PeriodiC. ... ..o e 750



28

showtime-range ................ ...l 751

show access-lists ................ ... L. 752
show interfaces access-lists ....................... 753
clear access-listscounters......................... 753
show interfaces access-lists counters............... 754
.................................................. 755

G0S. . ottt 157
showqos.......oovviiiii e 758
class-map ... 759
showclass-map..............ooiiiiiiiiiinnnt 760
match ... 761
policy-map. .......coiiiii e 762
Class......ov i e 763
showpolicy-map ...................coiiiint, 764
tUSt. ..o 765
S s 167
POlice ..o e 768
service-policy............oooiiiii i 769
qos aggregate-policer........................oout 770
show qos aggregate-policer........................ 172
policeaggregate .............c..coeiiiiiiiiiiiiann 172
WIT-QUEUE COS-MAP . ... ovveveeinrnennennsnnrnennns 173
wrr-queue bandwidth................. ...l 775
priority-queue out num-of-queues ................... 776



traffic-shape ...................co 171

traffic-shapequeue .....................coii 778
rate-limit (Ethernet) .................cciiiiinnntn 779
qoswrr-queue wrtd . ...... ... 780
show qos wrr-quevewrtd. .......................... 781
show qosinterface.....................coviiinnn 781
qos wrr-queue threshold. . .......................... 786
qos map policed-dsep .............. ...l 187
qos map dscp-quUeue ..............ciiiiniiiiieannns 788
qgosmapdscp-dp...........cooiiiiiiiiiii i 788
qostrust(Global)..............cooviiiiiiin 789
qos trust (Interface) ................ccoiiiiiiin, 91
QOS COS ..o vt viintee s s annnesssnnnessnnnnsessnnnnnns 91
qos dscp-mutation .......... ... ... ...l 792
qos map dscp-mutation............................. 793
showqosmap .............cooiiiiiiiiiiiii e 794
cleargos statistics................oooiiiiiiiin 795
qos statistics policer.................cociiiiiin 796
qos statistics aggregate-policer..................... 796
qos statisticsqueues............... ... ... 797
show qos statistics. ................cooviiiiiiinnn 798
44 DNS Client Commands .............. 801
clearhost.............ooiiiiiiii i 801
ipdomainlookup ............... ...l 802
ipdomainname.....................oiiiien 802

29



ipdomainretry................ociiiiiii i 805
ipdomaintimeout ...................cciee 805
iphost.... ..o 806
IPNAME-SBIVEr . ......ivitiiiiirie e 808
showhosts .............cocviiiiiiiii 809
45 MLD Snooping Commands .......... 811
ipv6 mld snooping (Global). ......................... 811
ipvé mld snoopingvlan............................. 81
ipvé mld snooping querier .......................... 812
ipvé mld snooping vlan querier...................... 813
ipvé mld snooping vlan querier election............... 814
ipvé mld snooping vlan querier version. . ............. 815
ipv6 mld snooping vlan mrouter (Global)............... 816
ipvé mld snooping vlan mrouter interface. ............. 817
ipvé mld snooping vlan forbidden mrouter............. 818
ipvé mld snooping vlan static ....................... 819
ipvé mld snooping vlan immediate-leave............. 820
show ipv6 mld snoopinggroups ..................... 821
show ipv6 mld snooping interface................... 822
show ipv6 mld snooping mrouter .................... 824
46 MLD Commands .................. 825
ipv6 mld last-member-query-count .................. 825

ipv6 mld last-member-query-interval. ................ 826



ipvé mld query-interval .......................ees 827

ipvé mld query-max-response-time .................. 828

ipvé mld robustness ..................cociiiii e 829
A Port Features . ... ... ... ... .. 831

31



32



Preface

This guide describes how to use the CLI, and in addition, provides a list of
the CLI commands and their arguments.

The CLI commands described in this document are organized according to
features in separate sections.

This section describes how to use the CLI. It contains the following topics:

User (Privilege) Levels

CLI Command Modes

Starting the CLI

CLI Command Conventions
Port Naming Convention
Entering Commands

[Pv6 Address Conventions

I[P Address and Out-Of-Band Port

User (Privilege) Levels

Users can be created with one of the following user levels:

Level 1 — Users with this level can only run User EXEC mode
commands. Users at this level cannot access the web GUI or commands in
the Privileged EXEC mode.

Level 15 — Users with this level can run all commands.

A system administrator (user with level 15) can create passwords that enables
the user to go from level 1 to level 15.

The passwords for each level are set (by an administrator) using the following
command:

enable password [level privilege-
level]{password]encrypted encrypted-password}
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Using these passwords, you can raise your user level by entering the
command: enable and the password for level 15. The higher level holds only
for the current session.

The disable command returns the user to a lower level.

To create a user and assign it a user level, use the username command. Only
users with command level 15, can create users at this level.

Examples
Create passwords for level 15 (by the administrator):

console#configure

console<conf># enable password level 15
levell5@abc

console<conf>#

Create a user with user level 1:

console#configure

console<conf> username john password johnl1234
privilege 1

console<conf>

Switch between Level 1 to Level 15. The user must know the password:

console#
console# enable

Enter Password: ****** (this is the password for
level 15 - levell5@abc)

console#

If authentication of passwords is performed on RADIUS or TACACS +
servers, the passwords assigned to user level 15 must be configured on the
external server and associated with the $enable15$ user names. See the
Authentication, Authorization and Accounting chapter for details.
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CLI Command Modes

To configure devices, the CLI is divided into various command modes. Each
command mode has its own set of specific commands. Entering a question
mark "?" at the console prompt displays a list of commands available for that
particular command mode.

A specific command, which varies from mode to mode, is used to navigate
from one mode to another. The standard order to access the modes is as
follows: User EXEC mode, Privileged EXEC mode, Global Configuration
mode, and /nterface Configuration modes.

When starting a session, the initial mode for non-privileged users is the User
LEXECmode. Only a limited subset of commands is available in the User
EXEC mode. This level is reserved for tasks that do not change the
configuration.

Privileged users enter the Privileged FXEC mode directly using a password.
This mode provides access to the device Configuration modes.

The modes are described below.

User EXEC Mode

After logging into the device, the user is automatically in User EXEC
command mode unless the user is defined as a privileged user. In general, the
User EXEC commands enable the user to perform basic tests, and display
system information.

The user-level prompt consists of the device "host name" followed by the
angle bracket (>).

console>

The default host name is "console" unless it has been changed using the
hostname command in the Global Configuration mode.

Privileged EXEC Mode

Privileged access is password-protected to prevent unauthorized use, because
many of the privileged commands set operating system parameters: The
password is not displayed on the screen and is case sensitive.

Privileged users enter directly into the Prvileged EXEC mode.
Use disable to return to the User £XEC mode.

Preface | 35



Global Configuration Mode

Global Configuration mode commands apply to features that affect the
system as a whole, rather than just a specific interface.

To enter the Global Configuration mode, enter configure in the Prvileged
EXECmode, and press <Enter>.

The Global Configuration mode prompt is displayed.
console(config)#

Use exit, end or ctil/z to return to the Prvileged FXEC mode.

Interface Configuration Modes

Commands in the following modes perform specific interface operations:

36

Line Interface — Contains commands to configure the management
connections. These include commands such as line speed, timeout
settings, etc. The Global Configuration mode command line is used to
enter the Line Configuration command mode.

VLAN Database — Contains commands to create a VLAN as a whole.
The Global Configuration mode command vlan database is used to enter
the VLAN Database Interface Configuration mode.

Management Access List — Contains commands to define management
access-lists. The Global Configuration mode command management
access-list is used to enter the Management Access List Configuration
mode.

Port Channel — Contains commands to configure port-channels, for
example, assigning ports to a VLAN or port-channel. The Global
Configuration mode command interface port-channel is used to enter the
Port Channel Interface Configuration mode.

SSH Public Key-Chain — Contains commands to manually specify other
device SSH public keys. The Global Configuration mode command crypto
key pubkey-chain ssh is used to enter the SSH Public Key-chain
Configuration mode.

Interface — Contains commands that configure the interface. The Global
Configuration mode command interface is used to enter the Interface
Configuration mode.
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Starting the CLI

The switch can be managed over a connection to the switch console port
through the CMC, or via a Telnet connection. The switch is managed by
entering command keywords and parameters at the prompt. Using the switch
CLI commands is similar to entering commands on a UNIX system.

If access is via a Telnet connection, ensure the device has an IP address
defined, corresponding management access is granted, and the workstation
used to access the device is connected to the device prior to using CLI
commands.

Accessing the CLI from the Console Line

1

3

Start the device and wait until the startup procedure is complete. The
User Exec mode is entered, and the prompt console> is displayed.

Conlfigure the device and enter the necessary commands to complete the
required tasks.

When finished, exit the session with the quit or exit command.

Accessing the CLI from Telnet

1

Enter telnet and the IP address of the device. A User Name prompt is
displayed.

Enter the User Name and Password. You are in the Privileged Exec mode.
Acquire the IP address of the OOB port by:
Through CLI

console(config-oob)#ip address dhcp

console(config-o0b)#02-0ct-2006 05:05:13
%BOOTP_DHCP_CL-W-DHCPIPCANDIDATE: The device is
waiting for IP address verification on interface
oob, IP 10.5.225.41, mask 255.255.255.224, DHCP
server 10.5.224.25

02-0ct-2006 05:05:25 %BOOTP_DHCP_CL-1-
DHCPCONFIGURED: The device has been configured on
interface oob, IP 10.5.225.41, mask
255.255.255.224, DHCP server 10.5.224.25
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console (config-oob)#

Through CMC GUI

a  Connect to chassis GUL

b  Go to I/O Module Overview -> A Gigabit Ethernet -> Setup page.
¢ Update the OOB IP parameters.

Configure the device and enter the necessary commands to complete the
required tasks.

5  When finished, exit the session with the quit or exit command.

Accessing the CLI from CMC

1

From the CMC console, enter

$ connect switch

connect: acquiring remote port.
Connected to remote port.
Escape character is "M\".
console#

2 Configure the device and enter the necessary commands to complete the

required tasks.

3 To return to the CMC, enter ctrl/\.

When another user is required to log onto the system, the login command is
entered in the Privifeged EXEC command mode,. This effectively logs off the

current user and logs on the new user.
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CLI Command Conventions

The following table describes the command syntax conventions.

Conventions

Description

]

In a command line, square brackets indicates an optional
entry.

{} In a command line, curly brackets indicate a selection of
compulsory parameters separated by the / character. One
option must be selected. For example: flowcontrol
{auto|on|off} means that for the flowcontrol command
either auto, on or off must be selected.

Italic font Indicates a parameter.

<Enter> Any individual key on the keyboard. For example click
<Enter>.

Ctil+F4 Any combination keys pressed simultaneously on the
keyboard.

Screen Display Indicates system messages and prompts appearing on the

console.

all

When a parameter is required to define a range of ports or
parameters and all is an option, the default for the command
is all when no parameters are defined. For example, the
command interface range port-channel has the option of
either entering a range of channels, or selecting all. When the
command is entered without a parameter, it automatically
defaults to all.

interface-id

This indicates a port, VLAN or LAG. The syntax for
interface_id is as follows:

{port_type} port-number |{vian} vian-id | { port-channel}
LAG-number
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Port Naming Convention

The following describes the types of ports and port naming conventions of
the ports on the R1-2401 device.

Types of Ports
The following ports are found on the R1-2401 switch:
* 24x 1 Gigabit/s Ethernet Ports. These consist of:

— 8 external ports—Connected to network (visible when the switch is in
the chassis)

— 16 internal ports—Connected to blade servers (not visible when the
switch is in the chassis)

* Single Internal Out-of-Band port

The switch supports an Out-of-Band (OOB) port that is connected to the
management network of the chassis.

Port Naming Convention

There are 5 groups of ports, numbered 0-4. Group 0 represents the external
ports and groups 1-4 represents the internal ports that are connected to blade
servers 1-4.

External/Internal Ports
The following naming convention is used for internal and external ports:
gigabitethernet group/port_number or gi group/port_number

The following table maps the hardware network port numbers to the software
interface port numbers and describe how they are referred to in the CLI/GUI

Port Type and Number | Software Port Naming Convention in CLI/WEB
External ports 1-§ gi0/1.... gi0/8

Internal ports 1-4 gil/l.... gil/4

Internal ports 5-8 gi2/1.... gi2/4

Internal ports 9-12 gi3/1.... gi3/4

Internal ports 13-16 gi4/l.... gi4/4

Out-of-Band port oob
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Specifying Multiple Interfaces

Interface Range

Interfaces can be specified on an individual basis or within a range. The
interface range command has the following syntax:

<interface-range> ::=

{ <first-port>[ - <last-port-number] |
<first-port-channel>[ - <last-port-channel-number>] |
<first-tunnel>[ - <last-tunnel-number>] |
<first-vlan>[ - <last-vlan-id>]}

A sample of this command is shown in the example below:

console#configure

console(config-if)#interface range gi0O/1-4

Interface List

A combination of interface types can be specified in the interface range
command in the following format:

<range-list> ::= <interface-range> | <range-list>, <
interface-range>
Up to five ranges can be included.

Range lists can contain either ports and port-channels or VLANS.
Combinations of port/port-channels and VLANSs are not allowed.

The space after the comma is optional.

When a range list is defined, a space after the first entry and before the
comma (,) must be entered.

A sample of this command is shown in the example below:

console#configure

console(config)#interface range gi0/1-4, vlan 1-2
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Entering Commands

A CLI command s a series of keywords and arguments. Keywords identify a
command, and arguments specify configuration parameters. For example, in
the command "show interfaces status gi0/4" show, interfaces and status are
keywords, gi is an argument that specifies the interface type, and 0/5 is an
argument that specifies the port.

To enter commands that require parameters, enter the required parameters
after the command keyword. For example, to set a password for the
administrator, enter:

console(config)# username admin password smith

Help information can be displayed in the following ways:

*  Keyword Lookup — The character ? is entered in place of a command. A
list of all valid commands and corresponding help messages are displayed.

*  Partial Keyword Lookup — A command is incomplete and the character ?
is entered in place of a parameter. The matched parameters for this
command are displayed.

The following describes features that assist in using the CLI:

Terminal Command Buffer

Every time a command is entered in the CLI, it is recorded on an internally
managed Command History buffer. Commands stored in the buffer are
maintained on a First In First Out (FIFO) basis. These commands can be
recalled, reviewed, modified, and reissued. This buffer is not preserved across
device resets. The keys that can be used to access the history buffer are
described in Keyboard Keys.

By default, the history buffer system is enabled, but it can be disabled at any
time. For information about the command syntax to enable or disable the
history buffer, see the history command.

There is a standard default number of commands that are stored in the buffer.
The standard number of 10 commands can be increased to 256. By
configuring 0, the effect is the same as disabling the history buffer system. For
information about the command syntax for configuring the command history
buffer, see the history size command.

To display the history butfer, see show history command.
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Negating the Effect of Commands

For many configuration commands, the prefix keyword "no" can be entered to
cancel the effect of a command or reset the configuration to the default
value. This guide describes the negation effect for all applicable commands.

Command Completion

If the command entered is incomplete, invalid, or has missing or invalid
parameters, an appropriate error message is displayed.

To complete an incomplete command, press the <Tab> button. If the
characters already entered are not enough for the system to identify a single
matching command, press "?" to display the available commands matching
the characters already entered.

Incorrect or incomplete commands are automatically re-entered next to the
cursor. If a parameter must be added, the parameter can be added to the basic
command already displayed next to the cursor. The following example
indicates that the command interface requires a missing parameter.

(config)#interface
%missing mandatory parameter

(config)#interface

Keyboard Shortcuts

The CLI has a range of keyboard shortcuts to assist in entering the CLI
commands.

The following table describes these shortcuts:

Keyboard Key Description

Up-arrow key Recalls commands from the history buffer,
beginning with the most recent command. Repeat
the key sequence to recall successively older
commands.

Down-arrow key Returns the most recent commands from the
history buffer after recalling commands with the up
arrow key. Repeating the key sequence will recall
successively more recent commands.

Preface | 43



Keyboard Key Description

Ctril+A Moves the cursor to the beginning of the command
line.

Ctril+E Moves the cursor to the end of the command line.

Ctrl+Z /End Returns back to the Privileged EXEC mode from
any mode.

Backspace key Moves the cursor back one space.

Up-arrow key Recalls commands from the history buffer,

beginning with the most recent command. Repeat
the key sequence to recall successively older
commands.

IPv6 Address Conventions

The following describes how to write an IPv6z address, which is a link-local
[Pv6 address:

The format is: <ipv6-link-local-address>%<egress-interface>

where:

egress-interface (also known as zone) = vlan<vlan-id> | po <number> |
tunnel <number> | port<number> | 0

If the egress interface is not specified, the default interface is selected.
Specifying egress interface = 0 is equal to not defining an egress interface.

The following combinations are possible:

* ipv6_address%egress-interface—Refers to the IPv6 address on the
interface specified.

* ipv6_address%0—Refers to the IPv6 address on the single interface on
which an IPv6 address is defined.

*  ipv6_address—Refers to the IPv6 address on the single interface on which
an [Pv6 address is defined.
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IP Address and Qut-Of-Band Port

The switch supports an Out-of-Band (OOB) port. This port is used for the

management network.

The IP address assigned to this port cannot be assigned to the in-band ports
at the same time. In addition, the OOB port has a default IP address assigned
toit: 192.168.2.1 /24. This default IP address is used when no other address
was assigned (dynamically or statically). This subnet is a reserved one and
cannot be assigned on the in-band interfaces.
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User Interface Commands

enable

The enable User EXEC mode command enters the Privileged EXEC mode.

Syntax
enable

Parameters
N/A

Default Configuration
The default privilege level is 15.

Command Mode
User EXEC mode

Example

The following example enters privilege level 15.

console# enable
enter passwor(:**x*xkrrkrx
console# Accepted

disable

The disable Privileged EXEC mode command leaves the Privileged EXEC

mode and returns to the User EXEC mode.

Syntax
disable

User Interface Commands

47



Parameters
N/A

Default Configuration
The default privilege level is 15.

Command Mode
Privileged EXEC mode

Example
The following example returns the user to user level 1.

console# disable 1

login
The login User EXEC mode command enables changing the user that is

logged in. When this command is logged in, the user is prompted for a
username/password.

Syntax
login

Parameters
N/A

Default Configuration
N/A

Command Mode
User EXEC mode

Example
The following example enters Privileged EXEC mode and logs in with the
required username ‘bob’.
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console# login
User Name:bob
Password:*****
console#

configure

The configure Privileged EXEC mode command enters the Global
Contfiguration mode.

Syntax
configure | terminal|

Parameters
terminal—Enter the Global Configuration mode with or without the
keyword terminal.

Command Mode
Privileged EXEC mode

Example
The following example enters Global Configuration mode.

console# configure

exit (Configuration)

The exit command exits any mode and brings the user to the next higher
mode in the CLI mode hierarchy.

Syntax
exit

Parameters
N/A

User Interface Commands |
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Default Configuration
N/A

Command Mode
All configuration modes

Examples
The following examples change the configuration mode from Interface
Configuration mode to Privileged EXEC mode.

console(config-if)# exit
console(config)# exit

exit (EXEC)

The exit User EXEC mode command closes an active terminal session by
logging off the device.

Syntax
exit

Parameters
N/A

Default Configuration
N/A

Command Mode
User EXEC mode

Example
The following example closes an active terminal session.

console# exit
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end

The end command ends the current configuration session and returns to the
Privileged EXEC mode.

Syntax
end

Parameters
N/A

Default Configuration
N/A

Command Mode
All configuration modes

Example
The following example ends the Global Configuration mode session and
returns to the Privileged EXEC mode.

console(config)# end

help

The help command displays a brief description of the Help system.

Syntax
help

Parameters
N/A

Default Configuration
N/A
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Command Mode
All configuration modes

Example
The following example describes the Help system.

console# help

Help may be requested at any point in a command by entering
a question mark "?"_ If nothing matches the currently
entered incomplete command, the help list is empty. This
indicates that there is no command matching the input as it
currently appears. If the request is within a command, press
the Backspace key and erase the entered characters to a
point where the request results in a match.

Help is provided when:

1. There is a valid command and a help request is made for
entering a parameter or argument (e.g. "show ?"). All
possible parameters or arguments for the entered command are
then displayed.

2. An abbreviated argument is entered and a help request is
made for arguments matching the input (e.g. "show pr?%).

history

The history Line Configuration Mode command enables saving commands
that have been entered. Use the no form of this command to disable the
command.

Syntax
history

no history

Parameters
N/A

Default Configuration
Enabled.
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Command Mode
Line Configuration Mode

User Guidelines
This command enables saving user-entered commands for a specified line.
You can return to previous lines by using the up or down arrows.

It is effective from the next time that the user logs in via console/telnet/ssh.
The following are related commands:

*  Use the terminal history size User EXEC mode command to enable or
disable this command for the current terminal session.

*  Use the history size Line Configuration Mode command to set the size of
the command history buffer.

Example
The following example enables the command for Telnet.

console(config)# line telnet
console(config-line)# history

history size

The history size Line Configuration Mode command changes the maximum
number of user commands that are saved in the history buffer for a particular
line. Use the no form of this command to reset the command history buffer
size to the default value.

Syntax
history size number-of-commands

no history size

Parameters
number-of-commands—Specifies the number of commands the system
records in its history buffer.
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Default Configuration
The default command history buffer size is 10 commands.

Command Mode
Line Configuration Mode

User Guidelines

This command configures the command history buffer size for a particular
line. It is effective from the next time that the user logs in via
console/telnet/ssh.

Use the terminal history size User EXEC mode command to configure the
command history buffer size for the current terminal session.

The allocated command history buffer is per terminal user, and is taken from
a shared buffer. If there is not enough space available in the shared buffer, the
command history buffer size cannot be increased above the default size.

Example
The following example changes the command history butfer size to 100
entries for Telnet.

console(config)# line telnet
console(config-line)# history size 100

terminal history

The terminal history User EXEC mode command enables the command
history function for the current terminal session, meaning it is not stored in
the Running Configuration file. Use the no form of this command to disable
the command.

Syntax
terminal history

terminal no history
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Default Configuration
The default configuration for all terminal sessions is defined by the history
Line Configuration Mode command.

Command Mode
User EXEC mode

User Guidelines
The command enables the command history for the current session. The
default is determined by the history Line Configuration Mode command.

This command is effective immediately.

Example
The following example disables the command history function for the current
terminal session.

console# terminal no history

terminal history size

The terminal history size User EXEC mode command changes the command
history buffer size for the current terminal session, meaning it is not stored in
the Running Configuration file. Use the no form of this command to reset
the command history buffer size to the default value.

Syntax
terminal history size number-of-commands

terminal no history size

Parameters
number-of-commands—Specifies the number of commands the system
maintains in its history buffer. (Range: 10-207)

Default Configuration
The default configuration for all terminal sessions is defined by the history
size Line Configuration Mode command.
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Command Mode
User EXEC mode

User Guidelines

The terminal history size EXEC command changes the command history
buffer size for the current terminal session. Use the history Line
Contfiguration Mode command to change the default history buffer size.

The maximum number of commands in all buffers is 207.

Example
The following example sets the command history butfer size to 20 commands
for the current terminal session.

console# terminal history size 20

terminal datadump

The terminal datadump User EXEC mode command enables dumping all
the output of a show command without prompting. Use the no form of this
command to disable dumping.

Syntax
terminal datadump

terminal no datadump

Parameters
N/A

Default Configuration
When printing, dumping is disabled and printing is paused every 24 lines.

Command Mode
User EXEC mode
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User Guidelines

By default, a More prompt is displayed when the output contains more than
24 lines. Pressing the Enter key displays the next line; pressing the Spacebar
displays the next screen of output.

The terminal datadump command enables dumping all output immediately
after entering the show command by removing the pause.

The width is not limited, and the width of the line being printed on the
terminal is based on the terminal itself.

This command is relevant only for the current session.

Example
The following example dumps all output immediately after entering a show
command.

console# terminal datadump

terminal width

Use the terminal width User EXEC mode command to determine the width
of the display for the echo input to CLI sessions. Use terminal no width to
return to the default.

The command is per session and will not be saved in the configuration
database.

Syntax
terminal width number-of-characters

terminal no width

Parameters

number-of-characters - Specifies the number of characters to be displayed for
the echo output of the CLI commands and the configuration file,'0' means
endless number of characters on a screen line. (Range: 0, 70-512)

Default Configuration
The default number of characters is 77.
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Command Mode
Privileged EXEC mode

Example
The following example sets the terminal width to 100 characters

console# terminal width 100

terminal prompt

Use the terminal prompt User EXEC mode command to enable the terminal
prompts. Use terminal no prompt command to disable the terminal prompts.

The command is per session and will not be saved in the configuration
database.

Syntax
terminal prompt

terminal no prompt

Parameters
N/A

Default Configuration
The default configuration is prompts enabled.

Command Mode
Privileged EXEC mode

Example
The following example disables the terminal prompts

console# terminal no prompt

debug-mode

The debug-mode Privileged EXEC mode command mode switches to debug
mode.
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Syntax
debug-mode

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example enters Debug mode.

console# debug-mode

show history

The show history User EXEC mode command lists commands entered in the
current session.

Syntax
show history

Parameters
N/A

Default Configuration
N/A

Command Mode
User EXEC mode

User Guidelines
The buffer includes executed and unexecuted commands.
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Commands are listed from the first to the most recent command.

The buffer remains unchanged when entering into and returning from
configuration modes.

Example
The following example displays all the commands entered while in the
current Privileged EXEC mode.

console# show version

SW version 3.131 (date 23-Jul-2005 time 17:34:19)
HW version 1.0.0

console# show clock

15:29:03 Jun 17 2005

console# show history

show version

show clock

show history

3 commands were logged (buffer size is 10)

show privilege
The show privilege User EXEC mode command displays the current privilege
level.

Syntax
show privilege

Parameters
N/A

Default Configuration
N/A

Command Mode
User EXEC mode
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Example

The following example displays the privilege level for the user logged on.

console# show privilege
Current privilege level is 15

do

The do command executes an EXEC-level command from Global
Contfiguration mode or any configuration submode.

Syntax
do command

Parameters

command—-Specifies the EXEC-level command to execute.

Command Mode

All configuration modes

Example

The following example executes the show vlan Privileged EXEC mode
command from Global Configuration mode.

Example

console(config)#do show vlan

Vlan Name
1 1
2 2
10 v0010
11 V0011

Ports

gi0/1-4,Pol,P02
gi0/1
gi0/1

gi0/1,9i0/3

Type Authorizat
ion
other Required

dynamicGvrp Required

permanent Not
Required
permanent Required
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20 20 gi0/1 permanent Required

30 30 gi0/1,gi0/3 permanent Required
31 31 gi0/1 permanent Required
91 91 gi0/1,gi0/4 permanent Required
4093 guest- gi0/1,9i0/3 permanent Guest
vlan
console(config)#

banner exec

Use the banner exec Global Configuration mode command to specify and
enable a message to be displayed after a successful logon. This banner is
applied automatically on all the user interfaces: console, Telnet and SSH and
also on the WEB GUI. Use the no form of this command to delete the
existing EXEC banner.

Syntax
banner exec d message-text d

no banner exec

Parameters

*  d—Delimiting character of user’s choice—a pound sign (#), for example.
You cannot use the delimiting character in the banner message.

* message-text—The message must start in a new line. You can enter multi-
line messages. You can include tokens in the form of $(token) in the
message text. Tokens are replaced with the corresponding configuration
variable (see User Guidelines). The message can contain up to 1000
characters (after every 510 characters, press <Enter> to continue).

Default Configuration
Disabled (no EXEC banner is displayed).

Command Mode
Global Configuration mode
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User Guidelines

Follow this command with one or more blank spaces and a delimiting
character of your choice. Then enter one or more lines of text, terminating
the message with the second occurrence of the delimiting character.

Use tokens in the form of $(token) in the message text to customize the
banner. The tokens are described in the table below:

Token Information Displayed in the Banner

$(hostname) Displays the host name for the device.

$(domain) Displays the domain name for the device.

$(bold) Indicates that the next text is a bold text. Using this
token again indicates the end of the bold text.

$(inverse) Indicates that the next text is an inverse text. Using this
token again indicates the end of the inverse text.

$(contact) Displays the system contact string.

$(location) Displays the system location string.

$(mac-address) Displays the base MAC address of the device.

Use the no banner exec Line Configuration command to disable the Exec

banner on a particular line or lines.

Example

The following example sets an EXEC banner that uses tokens. The percent
sign (%) 1s used as a delimiting character. Note that the $(token) syntax is
replaced by the corresponding configuration variable.

console(config)# banner exec %

Enter TEXT message. End with the character "%".
$(bold)Session activated.$(bold) Enter commands at the prompt.
%

When a user logs on to the system, the following output is
displayed:
Session activated. Enter commands at the prompt.
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banner login

Use the banner login command in Global Configuration mode to specify a
message to be displayed before the username and password login prompts.
This banner is applied automatically on all the user interfaces: Console,
Telnet and SSII and also on the WEB GUI. Use the no form of this command
to delete the existing login banner.

Syntax
banner login d message-text d

no banner login

Parameters

e d—Delimiting character of user’s choice—a pound sign (#), for example.
You cannot use the delimiting character in the banner message.

* message-text—Message text. The message must start on a new line. You
can enter multi-line messages. You can include tokens in the form of
$(token) in the message text. Tokens are replaced with the corresponding
configuration variable (see User Guidelines). The message can contain up
to 1000 characters (after every 510 characters, you must press <Enter> to
continue).

Default Configuration
Disabled (no Login banner is displayed).

Command Mode
Global Configuration mode

User Guidelines

Follow this command with one or more blank spaces and a delimiting
character of your choice. Then enter one or more lines of text, terminating
the message with the second occurrence of the delimiting character.
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Use tokens in the form of $(token) in the message text to customize the
banner. The tokens are described in the table below:

Token Information Displayed in the Banner

$(hostname) Displays the host name for the device.

$(domain) Displays the domain name for the device.

$(bold) Indicates that the next text is a bold text. Using this token again
indicates the end of the bold text.

$(inverse) Indicates that the next text is an inverse text. Using this token again
indicates the end of the inverse text.

$(contact) Displays the system contact string.

$(location) Displays the system location string.

$(mac-address) Displays the base MAC address of the device.

Use the no banner login Line Configuration command to disable the Login

banner on a particular line or lines.

Example

The following example sets a Login banner that uses tokens. The percent sign
(%) 1s used as a delimiting character. Note that the $(token) syntax is
replaced by the corresponding configuration variable.

console(config)# banner login %

Enter TEXT message. End with the character "%".
You have entered $(hostname).$(domain)

%

When the login banner is executed, the user will see the following
banner:

You have entered hostl123.ourdomain.com

banner motd

Use the banner motd command in Global Configuration mode to specify and
enable a message-of-the-day banner. This message is displayed before the
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login banner. Use the no form of this command to delete the existing MOTD
banner.

Syntax
banner motd d message-text d

no banner motd

Parameters

* d—Delimiting character of user’s choice—a pound sign (#), for example.
You cannot use the delimiting character in the banner message.

* message-text—The message must start on a new line. You can enter multi-
line messages. You can include tokens in the form of $(token) in the
message text. Tokens are replaced with the corresponding configuration
variable. Tokens are described in the User Guidelines. The message can
contain up to 2000 characters (after every 510 characters, you must press
<Enter> to continue).

Default Configuration
Disabled (no MOTD banner is displayed).

Command Mode
Global Configuration mode

User Guidelines

Follow this command with one or more blank spaces and a delimiting
character of your choice. Then enter one or more lines of text, terminating
the message with the second occurrence of the delimiting character.

When a user connects to a device, the message-of-the-day (MOTD) banner
appears first, followed by the login banner and prompts. After the user logs in
to the device, the EXEC banner is displayed.

Use tokens in the form of $(token) in the message text to customize the
banner. The tokens are described in the table below:

Token Information displayed in the banner
$(hostname) Displays the host name for the device.
$(domain) Displays the domain name for the device.
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Token Information displayed in the banner

$(bold) Indicates that the next text is a bold text. Using this token again
to indicates the end of the bold text.

$(inverse) Indicates that the next text is an inverse text. Using this token
again indicates the end of the inverse text.

$(contact) Displays the system contact string.

$(location) Displays the system location string.

$(mac-address) Displays the base MAC address of the device.

Use the no banner motd Line Configuration command to disable the MOTD

banner on a particular line or lines.

Example

The following example sets an MOTD banner that uses tokens. The percent
sign (%) 1s used as a delimiting character. Note that the $(token) syntax is
replaced by the corresponding configuration variable.

console(config)# banner motd %

Enter TEXT message. End with the character "%".
$(bold)Upgrade$(bold) to all devices begins at March 12

%

When the login banner is executed, the user will see the following
banner:

Upgrade to all devices begins at March 12

exec-banner

Use the exec-banner command in Line Configuration Mode to enable the
display of exec banners. Use the no form of this command to disable the
display of exec banners.

Syntax
exec-banner

no exec-banner
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Parameters
N/A

Default Configuration
Disabled

Command Mode
Line Configuration Mode

Example

console# configure
console(config)# line console
console(config-line)# exec-banner
console(config-line)# exit
console(config)# line telnet
console(config-line)# exec-banner
console(config-line)# exit
console(config)# line ssh
console(config-line)# exec-banner

login-banner

Use the login-banner command in Line Configuration Mode to enable the
display of login banners. Use the no form of this command to disable the
display of login banners.

Syntax
login-banner

no login-banner

Parameters
N/A

Default Configuration
Enabled
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Command Mode
Line Configuration Mode

Example

console# configure
console(config)# line console
console(config-line)# login-banner
console(config-line)# exit
console(config)# line telnet
console(config-line)# login-banner
console(config-line)# exit
console(config)# line ssh
console(config-line)# login-banner

motd-banner

Use the motd-banner command in Line Configuration Mode to enable the

display of message-of-the-day banners. Use the no form of this command to
disable the display of MOTD banners.

Syntax
motd-banner

no motd-banner

Parameters
N/A

Default Configuration
Enabled

Command Mode
Line Configuration Mode

Example
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console# configure
console(config)# line console
console(config-line)# motd-banner
console(config-line)# exit
console(config)# line telnet
console(config-line)# motd-banner
console(config-line)# exit
console(config)# line ssh
console(config-line)# motd-banner

show banner

Use the show banner commands in User EXEC mode to display the banners
that have been defined.

Syntax
show banner motd

show banner login

show banner exec

Parameters
N/A

Command Mode
User EXEC mode

Examples

console# show banner motd
Banner: MOTD

Line SSH: Enabled

Line Telnet: Enabled
Line Console: Enabled
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10000 giga ports switch

console# show banner login

Banner: Login

Line SSH: Enabled
Line Telnet: Enabled
Line Console: Enabled

console# show banner exec

Banner: EXEC

Line SSH: Enabled
Line Telnet: Enabled
Line Console: Enabled
You have logged on
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Macro Commands

macro name

Use the macro name Global Configuration mode command to define a
macro. If a macro with this name already exists, it overrides the previously-
defined one.

Use the no form of this command to delete the macro definition.

Global macros define a group of CLI commands that can be run at any time

Syntax
macro name /ndcro-ndine

no macro name [macro-name]

Parameters

e macro-name—Name of the macro. Macro names are case sensitive.

Default Configuration
N/A

Command Mode
Global Contfiguration mode

User Guidelines
A macro is a script that contains CLI commands and is assigned a name by
the user. It can contain up to 3000 characters and 200 lines.

Keywords

Macros may contain keywords (parameters). The following describes
keywords:

* A macro can contain up to three keywords.

*  All matching occurrences of the keyword are replaced by the corresponding
value specified in the macro command.
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*  Keyword matching is case-sensitive

*  Applying a macro with keywords does not change the state of the original
macro definition.

User Feedback

The behavior of a macro command requiring user feedback is the same as if
the command is entered from terminal: it sends its prompt to the terminal
and accepts the user reply.

Creating a Macro

Use the following guidelines to create a macro:

*  Use macro name to create the macro with the specified name.

® Enter one macro COIDIHaIld per hIlC.

¢ Use the @ character to end the macro.

*  Use the # character at the beginning of a line to enter a comment in the
macro.

In addition, # is used to identify certain preprocessor commands that
can only be used within a macro. There are two possible preprocessor
commands:

1|

#macro key description - Each macro can be configured with up to 3
keyword/description pairs. The keywords and descriptions are
displayed in the GUI pages when the macro is displayed.

The syntax for this preprocessor command is as follows:

#macro key description $keyword! description! $keyword?
description? $keyword3 description3

A keyword must be prefixed with '$'.

#macro keywords - This instruction enables the device to display the
keywords as part of the CLI help. It accepts up to 3 keywords. The
command creates a CLI help string with the keywords for the macro.
The help string will be displayed if help on the macro is requested
from the macro and macro global commands. The GUI also uses the
keywords specified in the command as the parameter names for the
macro. See Example 2 and 3 below for a description of how this
command is used in the CLI.
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The syntax for this preprocessor command is as follows:
#macro keywords $keywordl $keyword2 $keyword3
where $keywordn is the name of the keyword.

Editing a Macro

Macros cannot be edited. Modify a macro by creating a new macro with the
same name as the existing macro. The newer macro overwrites the existing
macro.

Scope of Macro

[t is important to consider the scope of any user-defined macro. Because of
the potential hazards of applying unintended configurations, do not change
configuration modes within the macro by using commands such as exit, end,
or interface inferface-id. With a few exceptions, there are other ways of
executing macros in the various configuration modes. Macros may be
executed in Privileged Exec mode, Global Configuration mode, and Interface
Configuration mode (when the interface is NOT a VLAN.)

Examples
Example 1—The following example shows how to create a macro that
configures the duplex mode of a port.

console(config)# macro name dup

Enter macro commands one per line. End with the character “@~.
#macro description dup

duplex full

negotiation

0

Example 2—The following example shows how to create a macro with the
parameters: DUPLEX and SPEED. When the macro is run, the values of
DUPLEX and SPEED must be provided by the user. The #macro keywords
command enables the user to receive help for the macro as shown in Example
3.

console(config)# macro name duplex

Enter macro commands one per line. End with the character “@~.
duplex $DUPLEX
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no negotiation

speed $SPEED

#macro keywords $DUPLEX $SPEED
@

Example 3—The following example shows how to display the keywords using
the help character ? (as defined by the macro keywords command above) and
then run the macro on the port. The #macro keywords command entered in
the macro definition enables the user to receive help for the macro, as shown
after the words e.g. below.
console(config)# interface giO/1
console(config-if)# macro apply duplex ?
WORD <1-32> Keyword to replace with value e.g. $DUPLEX, $SPEED
<cr>
console(config-if)# macro apply duplex $DUPLEX ?
WORD<1-32> First parameter value
<cr>
console(config-if)# macro apply duplex $DUPLEX full $SPEED ?
WORD<1-32> Second parameter value
console(config-if)# macro apply duplex $DUPLEX full $SPEED 100

macro

Use the macro apply/trace Interface Configuration command to either:

*  Apply a macro to an interface without displaying the actions being

performed
*  Apply a macro to the interface while displaying the actions being
performed
Syntax

macro {apply | trace} macro-name | parameter-namel valuel | parameter-
nameZ value| | parameter-name3 value)
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Parameters
* apply—Apply a macro to the specific interface.
* trace—Apply and trace a macro to the specific interface.
*  macro-name—Name of the macro.

*  parameter-name value—For each parameter defined in the macro, specify
its nmame and value. You can enter up to three parameter-value pairs.
Parameter keyword matching is case sensitive. All matching occurrences of
the parameter name in the macro are replaced with the corresponding
value.

Default Configuration
The command has no default setting.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The macro apply command hides the commands of the macro from the user
while it is being run. The macro trace command displays the commands
along with any errors which are generated by them as they are executed. This
is used to debug the macro and find syntax or configuration errors.

When you run a macro, if a line in it fails because of a syntax or configuration
error, the macro continues to apply the remaining commands to the interface.

If you apply a macro that contains parameters in its commands, the
command fails if you do not provide the values for the parameters. You can
use the macro apply macro-name with a '?' to display the help string for the
macro keywords (if you have defined these with the #macro keywords
preprocessor command).

Parameter (keyword) matching is case sensitive. All matching occurrences of
the parameter are replaced with the provided value. Any full match of a
keyword, even if it is part of a large string, is considered a match and replaced
by the corresponding value.

When you apply a macro to an interface, the switch automatically generates a
macro description command with the macro name. As a result, the macro
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name is appended to the macro history of the interface. The show parser
macro command displays the macro history of an interface.

A macro applied to an interface range behaves the same way as a macro
applied to a single interface. When a macro is applied to an interface range, it
is applied sequentially to each interface within the range. If a macro
command fails on one interface, it is nonetheless attempted to be applied and
may fail or succeed on the remaining interfaces.

Examples.

Example 1 - The following is an example of a macro being applied to an
interface with the trace option.
console(config)# interface gi0/2
console(config-if)# macro trace dup $DUPLEX full $SPEED 100
Applying command.. “duplex full”
Applying command.. “speed 100~
console(config-if)#

Example 2 - The following is an example of a macro being applied without
the trace option.

console(config)# interface gi0/2
console(config-if)# macro apply dup $DUPLEX full $SPEED 100
console(config-if)#

Example 3 - The following is an example of an incorrect macro being applied.
console(config)# interface giO/1

console(config-if)# macro trace dup

Applying command..."duplex full*

Applying command..."speed auto®

% bad parameter value

console(config-if)#
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macro description

Use the macro description Interface Configuration mode command to
append a description, for example, a macro name, to the macro history of an
interface. Use the no form of this command to clear the macro history of an
interface. When the macro is applied to an interface, the switch
automatically generates a macro description command with the macro name.
As a result, the name of the macro is appended to the macro history of the
interface.

Syntax
macro description text

no macro description

Parameters

* text—Description text. The text can contain up to 160 characters. The
text must be double quoted if it contains multiple words.

Default Configuration
The command has no default setting.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
When multiple macros are applied on a single interface, the description text
is a concatenation of texts from a number of previously-applied macros.

To verify the settings created by this command, run the show parser macro
command.

Example

console(config)# interface gi0/2
console(config-if)# macro apply dup
console(config-if)# exit
console(config)# interface gi0/3
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console(config-if)# macro apply duplex $DUPLEX full $SPEED 100
console(config-if)# macro description dup

console(config-if)# macro description duplex
console(config-if)# end

console(config)# exit

console# show parser macro description

Global Macro(s):

Interface Macro Description(s)
gi0/2 dup
gi0/3 duplex | dup | duplex

console# configure

console(config)# interface gi0/2
console(config-if)# no macro description
console(config-if)# end

console(config)# exit

console# show parser macro description
Global Macro(s):

Interface Macro Description(s)

gi0/3 duplex | dup | duplex

macro global

Use the macro global Global Configuration command to apply a macro to a
switch (with or without the trace option).

Syntax

macro global {apply | trace} macro-name | parameter-namel valuel
| parameter-nameZ value| [parameter -name3 value|

Parameters

* apply—Apply a macro to the switch.
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* trace—Apply and trace a macro to the switch.
*  macro-name—>Specify the name of the macro.

*  parameter-name value—Specify the parameter values required for the
switch. You can enter up to three parameter-value pairs. Parameter
keyword matching is case sensitive. All matching occurrences of the
parameters are replaced with the corresponding value.

Default Configuration
The command has no default setting.

Command Mode
Global Configuration mode

User Guidelines

If a command fails because of a syntax error or a configuration error when you
apply a macro, the macro continues to apply the remaining commands to the
switch.

Keyword matching is case sensitive. All matching occurrences of the keyword
are replaced with the corresponding value. Any full match of a keyword, even
if it is part of a large string, is considered a match and replaced by the
corresponding value.

If you apply a macro that contains keywords in its commands, the command
fails if you do not specify the proper values for the keywords when you apply
the macro. You can use this command with a 7' to display the help string for
the macro keywords. You define the keywords in the help string using the
preprocessor command #macro keywords when you define a macro.

When you apply a macro in Global Configuration mode, the switch
automatically generates a global macro description command with the macro
name. As a result, the macro name is appended to the global macro history.
Use show parser macro to display the global macro history.

Example.

The following is an example of a macro being defined and then applied to the
switch with the trace option.

console(config)# macro name console-timeout
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Enter macro commands one per line. End with the character “@°.
line console
exec-timeout $timeout-interval

0

console(config)# macro global trace console-timeout $timeout-
interval 100

Applying command.. “line console’
Applying command.. “exec-timeout 100~

macro global description

Use the macro global description Global Configuration command to enter a
description which is used to indicate which macros have been applied to the
switch. Use the no form of this command to remove the description.

Syntax
macro global description fext

no macro global description

Parameters

*  text—Description text. The text can contain up to 160 characters.

Default Configuration
The command has no default setting.

Command Mode
Global Configuration mode

User Guidelines
When multiple global macros are applied to a switch, the global description
text is a concatenation of texts from a number of previously applied macros.

You can verify your settings by entering the show parser macro description
privileged EXEC mode command.
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Examples

console(config)# macro global description "set console timeout
interval™

show parser macro

Use the show parser macro User EXEC mode command to display the
parameters for all configured macros or for one macro on the switch.

Syntax
show parser macro [{brief | description [interface nterface-rd [ detailed] /
name macro-namey|

Parameters
e brief—Display the name of all macros.

* description [interface interface-id)—Display the macro descriptions for
all interfaces or if an interface is specified, display the macro descriptions
for that interface.

* name macro-name—Display information about a single macro identified
by the macro name.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Display description of all macros on present ports.

If the detailed keyword is not used, only present ports are displayed.

Command Mode
User EXEC mode

Examples
Example 1 - This is a partial output example from the show parser macro
command.

console# show parser macro
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Total number of macros = 6

Macro name : company-global

Macro type : default global

# Enable dynamic port error recovery for link state
# failures

Macro name : company-desktop

Macro type : default interface

# macro keywords $AVID

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

Example 2 - This is an example of output from the show parser macro name
command.

console# show parser macro standard-switchl0
Macro name : standard-switchl0

Macro type : customizable

macro description standard-switchl10

# Trust QoS settings on VOIP packets

auto gos voip trust

# Allow port channels to be automatically formed
channel-protocol pagp

Example 3 - This is an example of output from the show parser macro brief
command.

console# show parser macro brief
default global : company-global
default interface: company-desktop
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default interface: company-phone
default interface: company-switch
default interface: company-router
customizable : snmp

Example 4 - This is an example of output from the show parser macro
description command.

console# show parser macro description
Global Macro(s): company-global

Example 5 - This is an example of output from the show parser macro
description interface command.

console# show parser macro description interface gi0/2
Interface Macro Description

Macro Commands
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System Management Commands

ping
Use the ping EXEC mode command to send ICMP echo request packets to
another node on the network.

Syntax
ping [ip] {ipv#-address | hostname} |size packet_size| | count packet_count|
[timeout time_out| [source source-address|

ping ipv6 {ipv6-address | hostname} |size packet size| |count
packet_count| | Hmeout time_out| [source source-address)

Parameters

ip—Use IPv4 to check the network connectivity.
ipv6—Use IPv6 to check the network connectivity.
ipv4-address—IPv4 address to ping.

ipv6-address—Unicast or Multicast IPv6 address to ping. When the IPv6
address is a Link Local address (IPv6Z address), the outgoing interface
name must be specified. See [Pv6 Address Conventions.

hostname—Hostname to ping (Length: 1-160 characters. Maximum label
size for each part of the host name: 58.)

size packet_size—Number of bytes in the packet not including the VLAN
tag. The default is 64 bytes. (IPv4:64-1518, [Pv6: 68-1518)

count packet count—Number of packets to send, from 1 to 65535
packets. The default is 4 packets. If 0 is entered, it pings until stopped
(0-65535).

time time-out—Timeout in milliseconds to wait for each reply, from 50 to
65535 milliseconds. The default is 2000 milliseconds (50-65535).

source source-address—Source address (Unicast IPv4 address or global
Unicast IPv6 address).
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Default Usage
N/A

Command Mode
Privileged EXEC mode

User Guidelines
Press Esc to stop pinging. Following are sample results of the ping command:

* Destination does not respond—If the host does not respond, a “no answer
from host” appears within 10 seconds.

¢ Destination unreachable—The gateway for this destination indicates that
the destination is unreachable.

*  Network or host unreachable—The switch found no corresponding entry
in the route table.

See IPv6 Address Conventions.

When using the ping ipv6 command to check network connectivity of a
directly attached host using its link local address, the egress interface may be
specified in the IPv6Z format. If the egress interface is not specified, the
default interface is selected.

When using the ping ipv6 command with a Multicast address, the
information displayed is taken from all received echo responses.

When the source keyword is configured and the source address is not an
address of the switch, the command is halted with an error message and pings
arc not sent.

Examples
Example 1 - Ping an IP address.

console# ping ip 10.1.1.1

Pinging 10.1.1.1 with 64 bytes of data:

64 bytes from 10.1.1.1: icmp_seq=0. time=11 ms
64 bytes from 10.1.1.1: icmp_seq=1. time=8 ms
64 bytes from 10.1.1.1: icmp_seq=2. time=8 ms
64 bytes from 10.1.1.1: icmp_seq=3. time=7 ms
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----10.1.1.1 PING Statistics----
4 packets transmitted, 4 packets received, 0% packet loss

round-trip (ms) min/avg/max = 7/8/11

Example 2 - Ping a site.

console# ping
Pinging yahoo
64 bytes from
64 bytes from
64 bytes from
64 bytes from

ip yahoo.com

.com [66.218.71.198] with 64 bytes of data:

66.218.71.198:
66.218.71.198:
66.218.71.198:
66.218.71.198:

icmp_seq=0. time=11 ms

icmp_seq=1. time=8 ms
icmp_seq=2. time=8 ms

icmp_seq=3. time=7 ms

----10.1.1.1 PING Statistics----
4 packets transmitted, 4 packets received, 0% packet loss

round-trip (ms) min/avg/max = 7/8/11

Example 3 - Ping an IPv6 address.

console# ping
Pinging 3003:
64 bytes from
64 bytes from
64 bytes from
64 bytes from

ipv6 3003::11

:11 with 64 bytes of data:

3003::11:
3003::11:
3003::11:
3003::11:

icmp_seq=1.
icmp_seq=2.
icmp_seq=3.
icmp_seq=4.

time=0 ms
time=50 ms
time=0 ms
time=0 ms

----3003::11 PING Statistics----
4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/12/50

console# ping
Pinging FFO2:
64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from

ipv6 FF02::1

:1 with 64 bytes of data:

FF02::1: icmp_seqg=1. time=0 ms
FFO2::1: icmp_seqg=1. time=70 ms
FF02::1: icmp_seq=2. time=0 ms
FF02::1: icmp_seg=1. time=1050 ms
FFO2::1: icmp_seq=2. time=70 ms
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64 bytes from FF02::
64 bytes from FF02::
64 bytes from FF02::
64 bytes from FF02::
64 bytes from FF02::
64 bytes from FF02:: icmp_seq=4. time=70 ms
64 bytes from FF02::1: icmp_sq=4. time=1050 ms
---- FF02::1 PING Statistics----

4 packets transmitted, 12 packets received

icmp_seq=2. time=1050 ms
icmp_seq=3. time=0 ms
icmp_seq=3. time=70 ms
icmp_seq=4. time=0 ms
icmp_seq=3. time=1050 ms

L N e e

traceroute

To display the routes that packets will take when traveling to their
destination, use the traceroute EXEC mode command.

Syntax
traceroute ip {ipv#-address | hostname} [size packet size] [t max-ttl]
[count packet count/ [timeout time_out] [source ip-address] [tos tos]

traceroute ipv6 {ipv6-address | hostname} [size packet size] [tt] max-ttl]
[count packet count/ [timeout time_out] [source ip-address] [tos tos]

Parameters
* ip—Use IPv4 to discover the route.
* ipv6—Use IPv6 to discover the route.
* ipv4-address—IPv4 address of the destination host.
* ipv6-address—IPv6 address of the destination host.

* hostname—Hostname of the destination host. (Length: 1-160 characters.
Maximum label size for each part of the host name: 58.)

* size packet_size—Number of bytes in the packet not including the VLAN
tag. The default is 64 bytes. (IPv4:64-1518, IPv6: 68-1518)

o ttl max-tt/—The largest TTL value that can be used. The default is 30.
The traceroute command terminates when the destination is reached or
when this value is reached. (Range: 1-255)
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*  count packet_count—The number of probes to be sent at each T'TL level.
The default count is 3. (Range: 1-10)

* timeout &#me_out—The number of seconds to wait for a response to a
probe packet. The default is 3 seconds. (Range: 1-60)

* source /p-address—One of the interface addresses of the device to use as a
source address for the probes. The device selects the optimal source
address by default. (Range: Valid IP address)

* tos tos—The Type-Of-Service byte in the IP Header of the packet. (Range:
0-255)

Default Usage
N/A

Command Mode
Privileged EXEC mode

User Guidelines
The traceroute command works by taking advantage of the error messages
generated by routers when a datagram exceeds its time-to-live (T'TL) value.

The traceroute command starts by sending probe datagrams with a T'TL
value of one. This causes the first router to discard the probe datagram and
send back an error message. The traceroute command sends several probes at
each TTL level and displays the round-trip time for each.

The traceroute command sends out one probe at a time. Each outgoing
packet can result in one or two error messages. A "time exceeded” error
message indicates that an intermediate router has seen and discarded the
probe. A "destination unreachable" error message indicates that the
destination node has received the probe and discarded it because it could not
deliver the packet. If the timer goes off before a response comes in, the
traceroute command prints an asterisk (*).

The traceroute command terminates when the destination responds, when
the maximum TTL is exceeded, or when the user interrupts the trace with
Esc.

The traceroute command is not relevant to IPv6 link local addresses.
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Example

console# traceroute ip umaxpl.physics.lsa.umich.edu

Type Esc to abort.

Tracing the route to umaxpl.physics.lsa.umich.edu (141.211.101.64)
1 i2-gateway.stanford.edu (192.68.191.83) 0 msec 0 msec O msec

2 STAN.POS.calren2.NET (171.64.1.213) 0 msec 0 msec 0 msec

3 SUNV--STAN.POS.calren2.net (198.32.249.73) 1 msec 1 msec 1 msec

4 Abilene--QSV.POS.calren2_net (198.32.249.162) 1 msec 1 msec 1
msec

5 kscyng-snvang.abilene.ucaid.edu (198.32.8.103) 33 msec 35 msec
35 msec

6 iplsng-kscyng.abilene.ucaid.edu (198.32.8.80) 47 msec 45 msec
45 msec

7 s0-0-2-0x1.aal.mich.net (192.122.183.9) 56 msec 53 msec 54 msec

8 atml-0x24.michnet8._mich.net (198.108.23.82) 56 msec 56 msec 57
msec

9***
10 A-ARB3-LSA-NG.c-SEB.umnet.umich.edu(141.211.5.22)58 msec 58msec
58 msec

11 umaxpl.physics.lsa.umich.edu (141.211.101.64) 62 msec 63 msec
63 msec

Trace completed
The following table describes the significant fields shown in the display:

Field Description

1 Indicates the sequence number of the router in the
path to the host.

12-gateway.stanford.edu Host name of this router.
192.68.191.83 IP address of this router.
I msec 1 msec 1 msec Round-trip time for each of the probes that are sent.

92 | System Management Commands



The following are characters that can appear in the traceroute command

output:

Field Description

* The probe timed out.

? Unknown packet type.

A Administratively unreachable. Usually, this output indicates that an

access list is blocking traffic.

F Fragmentation required and DF is set.
H Host unreachable.

N Network unreachable.

P Protocol unreachable.

(0] Source quench.

R Fragment reassembly time exceeded

S Source route failed.

U Port unreachable.
telnet

The telnet EXEC mode command logs on to a host that supports Telnet.

Syntax
telnet {ip-address | hostname} |port| | keyword...]

Parameters

ip-address—Specifies the destination host [P address (IPv4 or IPv6).

hostname—Specifies the destination host name. (Length: 1-160
characters. Maximum label size for each part of the host name: 58.)

port—Specifies the decimal TCP port number or one of the keywords
listed in the Ports table in the User Guidelines.

keyword—Specifies the one or more keywords listed in the Keywords table
in the User Guidelines.
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Default Configuration
The default port is the Telnet port (23) on the host.

Command Mode
Privileged EXEC mode

User Guidelines

Telnet software supports special Telnet commands in the form of Telnet
sequences that map generic terminal control functions to operating system-
specific functions. To enter a Telnet sequence, press the escape sequence keys
(Ctrl-shift-6) followed by a Telnet command character.

Special Telnet Sequences

Telnet Sequence Purpose
Ctrl-shift-6-b Break

Ctrl-shift-6-c Interrupt Process (IP)
Ctrl-shift-6-h Erase Character (EC)
Ctrl-shift-6-0 Abort Output (AO)
Ctrl-shift-6-t Are You There? (AYT)
Ctrl-shift-6-u Erase Line (EL)

At any time during an active Telnet session, available Telnet commands can
be listed by pressing the ?/help keys at the system prompt.

A sample of this list follows.

console# ?/help
[Special telnet escape help]
~ B sends telnet BREAK

M C sends telnet IP
M H sends telnet EC
~ 0 sends telnet AO
M T sends telnet AYT
~oU sends telnet EL
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?/help suspends the session (return to system command
prompt)

Several concurrent Telnet sessions can be opened, enabling switching
between the sessions. To open a subsequent session, the current connection
has to be suspended by pressing the escape sequence keys (Ctrl-shift-6) and x
to return to the system command prompt. Then open a new connection with
the telnet EXEC mode command.

This command lists concurrent Telnet connections to remote hosts that were
opened by the current Telnet session to the local device. It does not list Telnet
connections to remote hosts that were opened by other Telnet sessions.

Keywords Table

Options Description

/echo Enables local echo.

/quiet Prevents onscreen display of all messages from the software.
/source-interface Specifies the source interface.

/stream Turns on stream processing, which enables a raw TCP stream

with no Telnet control sequences. A stream connection does
not process Telnet options and can be appropriate for
connections to ports running UNIX-to-UNIX Copy Program
(UUCP) and other non-Telnet protocols.

Citrl-shift-6 x Returns to the System Command Prompt.
Ports Table

Keyword Description Port Number
BGP Border Gateway Protocol 179

chargen Character generator 19

cmd Remote commands 514

daytime Daytime 13

discard Discard 9

domain Domain Name Service 53

echo Echo 7
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Keyword Description Port Number
exec Exec 512
finger Finger 79
ftp File Transfer Protocol 21
ftp-data FTP data connections 20
gopher Gopher 70
hostname NIC hostname server 101
ident Ident Protocol 113
irc Internet Relay Chat 194
klogin Kerberos login 543
kshell Kerberos shell 544
login Login 513
Ipd Printer service 515
nntp Network News Transport Protocol 119
pim-auto-rp  |PIM Auto-RP 496
pop2 Post Office Protocol v2 109
pop3 Post Office Protocol v3 110
smtp Simple Mail Transport Protocol 25
sunrpc Sun Remote Procedure Call 111
syslog Syslog 514
tacacs TAC Access Control System 49
talk Talk 517
telnet Telnet 23
time Time 37
uucp Unix-to-Unix Copy Program 540
whois Nickname 143
wWWW World Wide Web 80
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Example
The following example displays logging in to IP address 176.213.10.50 via
Telnet.

console# telnet 176.213.10.50

resume

The resume EXEC mode command enables switching to another open Telnet
session.

Syntax
resume [connection)

Parameters
connection

Specities the connection number. (Range: 1-4 connections.)

Default Configuration
The default connection number is that of the most recent connection.

Command Mode
Privileged EXEC mode

Example
The following command switches to open Telnet session number 1.

console# resume 1

hostname

The hostname Global Configuration mode command specifies or modifies
the device host name. Use the no form of the command to remove the
existing host name.

Syntax
hostname name
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no hostname

Parameters

Name—Specifies the device host name. (Length: 1-160 characters.
Maximum label size for each part of the host name: 58). The hostname must
start with a letter, end with a letter or digit, and have as interior characters
only letters, digits, and hyphens.

Default Configuration
No host name is defined.

Command Mode
Global Configuration mode

Example
The following example specifies the device host name as ‘enterprise’.

console(config)# hostname enterprise
enterprise(config)#

reload

The reload Privileged EXEC mode command reloads the operating system at
a user-specified time.

Syntax
reload [in [hhh:mm | mmm] | at hh:mm [day month]] | cancel]

Parameters

* in hhh:mm | mmm - Schedules a reload of the software to take effect in
the specified minutes or hours and minutes. The reload must take place
within approximately 24 days.

* at hh:mm - Schedules a reload of the software to take place at the specified
time (using a 24-hour clock). If you specify the month and day, the reload
is scheduled to take place at the specified time and date. If you do not
specify the month and day, the reload takes place at the specified time on
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the current day (if the specified time is later than the current time) or on
the next day (if the specified time is earlier than the current time).
Specifying 00:00 schedules the reload for midnight. The reload must take
place within 24 days.

* day - Number of the day in the range from 1 to 31.
* month - Month of the year.

e cancel - Cancels a scheduled reload.

Default Usage
N/A

Command Mode
Privileged EXEC mode

User Guidelines

The at keyword can be used only if the system clock has been set on the
device. To schedule reloads across several devices to occur simultaneously,
synchronize the time on each device with SNTP.

When you specify the reload time using the at keyword, if you specify the
month and day, the reload takes place at the specified time and date. If you do
not specify the month and day, the reload takes place at the specified time on
the current day (if the specified time is later than the current time), or on the
next day (if the specified time is earlier than the current time). Specifying
00:00 schedules the reload for midnight. The reload must take place within 24
days.

To display information about a scheduled reload, use the show reload
command.

Examples
Example 1: The following example reloads the operating system.

console# reload

This command will reset the whole system and disconnect your
current session. Do you want to continue? (y/n) [Y]
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Example 2: The following example reloads the operating system in 10
minutes.

console# reload in 10
This command will reset the whole system and disconnect your

current session. Reload is scheduled for 11:57:08 UTC Fri
Apr 21 2012 (in 10 minutes). Do you want to continue? (y/n)

[v]

Example 3: The following example reloads the operating system at 13:00.

console# reload at 13:00

This command will reset the whole system and disconnect your
current session. Reload is scheduled for 13:00:00 UTC Fri
Apr 21 2012 (in 1 hour and 3 minutes). Do you want to
continue? (y/n) [Y]

Example 4: The following example cancels a reload.

console# reload cancel
Reload cancelled.

show reload

The show reload Privileged EXEC mode command displays whether there is a
pending reload for status of the device.

Syntax
show reload

Parameters
N/A

Default Usage
N/A
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Command Mode
Privileged EXEC mode

User Guidelines
You can use this command to display a pending software reload. To cancel a
pending reload, use this command with the cancel parameter.

Example
The following example displays that reboot is scheduled for 00:00 on
Saturday, April-20.

console# show reload

Reload scheduled for 00:00:00 UTC Sat April 20 (in 3 hours
and 12 minutes)

service cpu-utilization

The service cpu-utilization Global Configuration mode command enables
measuring CPU utilization. Use the no form of this command to restore the
default configuration.

Syntax
service cpu-utilization

no service cpu-utilization

Parameters
N/A

Default Configuration
Measuring CPU utilization is enabled.

Command Mode
Global Configuration mode
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User Guidelines
Use the service cpu utilization command to measure information on CPU
utilization.

Example
The following example enables measuring CPU utilization.

console(config)# service cpu-utilization

show cpu utilization

The show cpu utilization Privileged EXEC mode command displays
information about CPU utilization.

Syntax
show cpu utilization

Parameters
N/A

Default Usage
N/A

Command Mode
Privileged EXEC mode

User Guidelines
Use the show cpu-utilization command to enable measuring CPU
utilization.

Example
The following example displays CPU utilization information.

console# show cpu utilization
CPU utilization service is on.
CPU utilization
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clear cpu counters

The clear cpu counters EXEC mode command clears traffic counters to and

from the CPU.

Syntax
clear cpu counters

Parameters
N/A

Default Usage
N/A

Command Mode
User EXEC mode

Example
The following example clears the CPU traffic counters.

console# clear cpu counters

service cpu-counters

The service cpu-counters Global Configuration mode command enables
traffic counting to and from the CPU. To disable counting, use the no form of
this command.

Syntax
service cpu-counters

no service cpu-counters
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Parameters
N/A

Default Usage
N/A

Command Mode
Global Configuration mode

User Guidelines
Use the show cpu counters command to display the CPU traffic counters.

Example
The following example enables counting CPU traffic.

console(config)# service cpu-counters

set system

The set system Privileged EXEC mode command puts the device into various
modes depending on the parameters entered.

Syntax
set system mode {/ayer-2-plus-IPv4-static-routing | layer-Z-only}

Parameters

*  layer-Z-plus-IPv4-static-routing—Specifies that the device functions as a
IPv4 router

* layer-2-only—Specifies that the device functions as a switch layer 2 only.

Default Configuration
The default configuration is switch mode (Layer 2), with 4 QoS queues.

Command Mode
Privileged EXEC mode
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User Guidelines
The system mode appears in the configuration file header to specify the
system mode. It appears even if it specifies the default system mode.

Changing the system mode:

*  Manually setting the system mode: If this command is entered manually,
the Startup Contfiguration file is deleted and the device is rebooted. It is
highly recommended to back up the Startup Configuration file before
exccuting this command since the device will be configured in the new
system mode with an empty configuration.

* Contfiguration download: If the system mode is contained in a
configuration file that is downloaded to the device, but the system mode
in the downloaded file matches the current system mode, this information
is ignored. Otherwise the following cases might occur:

1. If this file is copied manually onto the device (using copy tftp, for
example), the operation is aborted, and a message is displayed indicating
that the system mode must be changed manually.

2. 1f this file is downloaded during the automatic configuration process,
the Startup Contfiguration file is deleted and the device reboots
automatically in the new system mode and the device is configured with
an empty configuration.

Example
The following example configures the device to function as a ipv4 router.

console# set system mode layer-2-plus-I1Pv4-static-routing

Changing the system mode causes the device to automatically
reboot itself after erasing the startup-configuration file.
You must save the running-config file and then reload it
after reboot if you want to restore your current
configuration. Would you like to continue? [n]"

show system mode

The show system mode EXEC mode command displays information on
features control.
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Syntax
show system mode

Parameters
N/A

Default Usage
N/A

Command Mode
EXEC mode

Example
The following example displays system mode information.

console# show system mode
Feature State

Mode: layer-2-only

show cpu counters

The show cpu counters EXEC mode command displays traffic counter
information to and from the CPU.

Syntax
show cpu counters

Parameters
N/A

Default Usage
N/A

Command Mode
User EXEC mode
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User Guidelines

Use the service cpu-counters command to enable traffic counting to and
from the CPU.

Example
The following example displays the CPU traffic counters.

console# show cpu counters
CPU counters are active.
In Octets: 987891

In Unicast Packets: 3589
In Multicast Packets: 29
In Broadcast Packets: 8
Out Octets: 972181

Out Unicast Packets: 3322
Out Multicast Packets: 22
Out Broadcast Packets: 8

show users

The show users EXEC mode command displays information about the active

users.

Syntax
show users

Parameters
N/A

Default Usage
N/A

Command Mode
User EXEC mode
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Example
The following example displays information about the active users.

console# show users

Username Protocol Location
Bob Serial

John SSH 172.16.0.1
Robert HTTP 172.16.0.8
Betty Telnet 172.16.1.7
Sam 172.16.1.6

show sessions

The show sessions EXEC mode command displays open Telnet sessions.

Syntax
show sessions

Parameters
N/A

Default Usage
N/A

Command Mode
User EXEC mode

User Guidelines

The show sessions command displays Telnet sessions to remote hosts opened
by the current Telnet session to the local device. It does not display Telnet
sessions to remote hosts opened by other Telnet sessions to the local device.

108 | System Management Commands



Example

The following example displays open Telnet sessions.

console# show sessions

Connection

Host Address Port

Remote router 172.16.1.1 23
172.16.1.2 172.16.1.2 23

The following table describes significant fields shown above.

Byte

89

Field Description

Connection The connection number.

Host The remote host to which the device is connected through a Telnet
session.

Address The remote host IP address.

Port The Telnet TCP port number.

Byte The number of unread bytes for the user to see on the connection.

show system

The show system EXEC mode command displays system information.

Syntax

show system

Command Mode

User EXEC mode

Example

console# show system

System Description:

System Type:

System Up Time (days,hour:min:sec): 03,02:27:46
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System Contact:

System Name: switch151400
System Location:

System MAC Address: 00:24:ab:15:14:00
System Object ID: 1.1.3.6

Unit Temperature (Celsius) Status

show version

The show version EXEC mode command displays system version
information.

Syntax
show version

Command Mode
User EXEC mode

Example
The following example displays system version information.

console# show version

SW Version 1.1.0.5 ( date 15-Sep-2010 time 10:31:33)
Boot Version 1.1.0.2 ( date 04-Sep-2010 time 21:51:53)
HW Version AO1

show version mdb5

Use the show version md5 EXEC mode command to display external MD5
digest of firmware.

Syntax
show version md5
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Command Mode
User EXEC mode

Example

console# show version md5

Filename Status MD5 Digest

imagel Active 23FA000012857D8855AABC7577AB5562
image2 Not Active 23FA000012857D8855AABEA7451265456
boot 23FA000012857D8855AABC7577AB8999

show system tcam utilization

The show system tcam utilization EXEC mode command displays the
Ternary Content Addressable Memory (TCAM) utilization.

Syntax
show system tcam utilization

Default Usage
unit-id—Specifies the unit number. (Range: 1-0)

Command Mode
User EXEC mode

Example
The following example displays TCAM utilization information.

show system defaults

Use the show system defaults EXEC mode command to display system
defaults.

Syntax
show system defaults [session|
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Parameters

session—Show information for specific session only. Available values are:
management, 802.1x, port, fdb, port-mirroring, spanning-tree, vlan, voice-
vlan, ip-addressing, network-security and qos-acl.

Command Mode
User EXEC mode

Examples
console# show system defaults

show tech-support

Use the show tech-support EXEC mode command to display system and
configuration information that can be provided to the Technical Assistance
Center when reporting a problem.

Syntax
show tech-support [ config | memory |

Parameters
* memory—Displays memory and processor state data.

* config—Displays switch configuration within the CLI commands
supported on the device.

Default Configuration

By default, this command displays the output of technical-support-related
show commands. Use keywords to specify the type of information to be
displayed. If you do not specify any parameters, the system displays all
configuration and memory data.

Command Types
Switch command.

Command Mode
User EXEC mode
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User Guidelines

A CAUTION: Avoid running multiple show tech-support commands on a
switch or multiple switches on the network segment. Doing so may
cause starvation of some time sensitive protocols, such as STP.

The show tech-support command may time out if the configuration file
output takes longer to display than the configured session time out time. If
this happens, enter a set logout timeout value of 0 to disable automatic
disconnection of idle sessions or enter a longer timeout value.

The show tech-support command output is continuous, meaning that it does
not display one screen at a time. To interrupt the output, press Esc.

If the user specifies the memory keyword, the show tech-support command
displays the following output:

*  Flash info (dir if exists, or flash mapping)
*  Output of command show bootvar

* Buffers info (like print os buff)

*  Memory info (like print os mem)

*  Proc info (like print OS tasks)

*  Versions of software components

*  Output of command show cpu utilization

show system sensors

Use the show system sensors EXEC mode command to view the temperature
sensor status

Syntax
show system sensors

Parameters
N/A

Default Usage
N/A
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Command Mode
User EXEC mode

Example
For Standalone systems with a single sensor status

console# show system sensors

Temperature Sensor Type Current Temperature (C) Target
Temperature (C)

Ambient 1 36 70

Component 1 59 95

Component 2 24 90

Component 3 30 105

Component 4 25 105
asset-tag

The asset-tag Global Configuration mode command assigns an asset-tag to a
device. Use the no form of this command to restore the default setting.

Syntax
asset-tag fag

no asset-tag

Parameters

e tag—Specifies the device asset-tag.

Default Configuration
No asset tag is defined.

Command Mode
Global Configuration mode
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Example
The following example assigns the asset-tag 2365491870 to the device.

console(config)# asset-tag 2365491870

show system id

The show system id EXEC mode command displays the system identity
information.

Syntax
show system id

Command Mode
User EXEC mode

Example
The following example displays the system identity information.

console# show system id
Service Tag: 89788978
Serial number: 8936589782
Asset tag: 7843678957
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Clock Commands

clock set

The clock set Privileged EXEC mode command manually sets the system
clock.

Syntax
clock set hh:mm:ss {|day month| | [month day|} year

Parameters

*  hh:mm:ss—Specifies the current time in hours (military format), minutes,
and seconds. (Range: hh: 0-23, mm: 0-59, ss: 0-59)

*  day—Specifies the current day of the month. (Range: 1-31)

*  month—Specifies the current month using the first three letters of the
month name. (Range: Jan-Dec)

*  year—Specifies the current year. (Range: 2000-2037)

Default Configuration
The time of the image creation.

Command Mode
Privileged EXEC mode

User Guidelines
After boot the system clock is set to the time of the image creation.

If an external clock source, or an SNTP time server is not defined, the manual
clock setting is not persistent across boots.

Example
The following example sets the system time to 13:32:00 on March 7th, 2005.

console# clock set 13:32:00 7 Mar 2005
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clock source

The clock source Global Configuration mode command configures an
external time source for the system clock. Use the no form of this command
to disable the external time source.

Syntax
clock source [sntp]

no clock source

Parameters

* sntp—Specifies that an SN'TP server is the external clock source.

Default Configuration
There is no external clock source.

If no parameter is specified, SNTP will be configured as the time source.

Command Mode
Global Configuration mode

User Guidelines
After boot the system clock is set to the time of the image creation.

Example
The following example configures an SNTP server as an external time source
for the system clock.

console(config)# clock source sntp
console(config)# exit

console# show clock

*10:46:48 UTC May 28 2013

Time source is sntp
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clock timezone

Use the clock timezone Global Configuration command to set the time zone

for display purposes. Use the no form of this command to set the time to
Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT),

which is the same.

Syntax
clock timezone zone hours-offset [minutes-offset/

no clock timezone

Parameters

*  zone—The acronym of the time zone. (Range: Up to 4 characters)
*  hours-offset—Hours difference from UTC. (Range: (-12)-(+13))
*  munutes-offset—Minutes difference from UTC. (Range: 0-59)

Default Configuration
Offsets are 0.
Acronym is empty.

Command Mode
Global Configuration mode

User Guidelines
The system internally keeps time in UTC, so this command is used only for
display purposes and when the time is manually set.

Example

console(config)# clock timezone abc +2 minutes 32

clock summer-time

Use one of the formats of the clock summer-time Global Configuration
command to configure the system to automatically switch to summer time
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(Daylight Saving Time). Use the no form of this command to configure the
software not to automatically switch to summer time.

Syntax
clock summer-time zone recurring {usa / eu / {week day month hh:mm
week day month hh:mm}} |offset]

clock summer-time zone date day month year hh:mm date month year
hh:mm | offset]

clock summer-time zone date month day year hh:mm month day year hh:mm

[offset]

no clock summer-time

Parameters

*  zone—The acronym of the time zone to be displayed when summer time
is in effect. (Range: up to 4 characters)

* recurring—Indicates that summer time starts and ends on the
corresponding specified days every year.

¢ date—Indicates that summer time starts on the first date listed in the
command and ends on the second date in the command.

* usa—The summer time rules are the United States rules.

* eu—The summer time rules are the Furopean Union rules.

e week—Week of the month. Can be 1-5, first to last.

* day—Day of the week (first three characters by name, such as Sun).
* date—Date of the month. (Range: 1-31)

* montli—Month (first three characters by name, such as Feb).

*  year—year (no abbreviation). (Range: 2000-2097)

e hh:mm—Time (military format) in hours and minutes. (Range:

hh:mmhh: 0-23, mm: 0-59)

*  offset—Number of minutes to add during summer time (default is 60).
(Range: 1440)

Default Configuration
Summer time is disabled.
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Command Mode
Global Configuration mode

User Guidelines

In both the date and recurring forms of the command, the first part of the
command specifies when summer time begins, and the second part specifies
when it ends. All times are relative to the local time zone. The start time is
relative to standard time. The end time is relative to summer time. If the
starting month is chronologically after the ending month, the system assumes
that you are in the southern hemisphere.

USA rules for Daylight Saving Time:
*  From 2007:
- Start: Second Sunday in March
—  End: First Sunday in November
—  Time: 2 AM local time
*  Before 2007:
- Start: First Sunday in April
-~ End: Last Sunday in October
—  Time: 2 AM local time
EU rules for Daylight Saving Time:
*  Start: Last Sunday in March
* End: Last Sunday in October
*  Time: 1.00 am (01:00) Greenwich Mean Time (GMT)

Example

console(config)# clock summer-time abc date apr 1 2010 09:00 aug
2 2010 09:00

sntp authentication-key

The sntp authentication-key Global Configuration mode command defines
an authentication key for Simple Network Time Protocol (SNTP). Use the no
form of this command to remove the authentication key for SNTP.
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Syntax
sntp authentication-key key-number md> key-value

no sntp authentication-key key-number

Parameters
*  key-number—Specifies the key number. (Range: 1-4294967295)

*  key-value—Specifies the key value. (Length: 1-8 characters)

Default Configuration
No authentication key is defined.

Command Mode
Global Configuration mode

Examples
The following example defines the authentication key for SNTP.

console(config)# sntp authentication-key 8 md5 ClkKey
console(config)# sntp trusted-key 8
console(config)# sntp authenticate

sntp authenticate

The sntp authenticate Global Configuration mode command enables
authentication for received SNTP traffic from servers. Use the no form of this
command to disable the feature.

Syntax
sntp authenticate

no sntp authenticate

Parameters
N/A
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Default Configuration
Authentication is disabled.

Command Mode
Global Configuration mode

User Guidelines
The command is relevant for both Unicast and Broadcast.

Examples
The following example enables authentication for received SN'TP traffic and
sets the key and encryption key.

console(config)# sntp authenticate
console(config)# sntp authentication-key 8 md5 ClkKey
console(config)# sntp trusted-key 8

sntp trusted-key

The sntp trusted-key Global Configuration mode command authenticates
the identity of the system with which SNTP synchronizes. Use the no form of
this command to disable system identity authentication.

Syntax
sntp trusted-key key-number

no sntp trusted-key key-number

Parameters

*  key-number—Specifies the key number of the authentication key to be
trusted. (Range: 1-4294967295).

Default Configuration
No keys are trusted.

Command Mode
Global Configuration mode
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User Guidelines
The command is relevant for both received unicast and broadcast.

Examples
The following example authenticates key §.

console(config)# sntp trusted-key 8
console(config)# sntp authentication-key 8 md5 ClkKey
console(config)# sntp trusted-key 8
console(config)# sntp authenticate

sntp client poll timer

The sntp client poll timer Global Configuration mode command sets the
polling time for the SN'TP client. Use the no form of this command to restore
the default configuration.

Syntax
sntp client poll timer seconds

no sntp client poll timer

Parameters

*  seconds—Specifies the polling interval in seconds. (Range: 60-86400).

Default Configuration
The default polling interval is 1024 seconds.

Command Mode
Global Configuration mode

Example
The following example sets the polling time for the SNTP client to 120
seconds.

console(config)# sntp client poll timer 120
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sntp broadcast client enable

The sntp broadcast client enable Global Configuration mode command
enables SNTP Broadcast clients. Use the no form of this command to disable
SNTP Broadcast clients.

Syntax
sntp broadcast client enable

no sntp broadcast client enable

Parameters
N/A

Default Configuration
The SNTP Broadcast client is disabled.

Command Mode
Global Configuration mode

User Guidelines
Use the sntp broadcast client enable Interface Configuration mode
command to enable the SNTP Broadcast client on a specific interface.

After entering this command, you must enter the clock source sntp
command for the command to be run. If this command is not run, the switch
will not synchronize with Broadcast servers.

Example
The following example enables SNTP Broadcast clients.

console(config)# sntp broadcast client enable

sntp anycast client enable

The sntp anycast client enable Global Configuration mode command
enables the SNTP Anycast client. Use the no form of this command to
disable the SNTP Anycast client.
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Syntax
sntp anycast client enable

Parameters
N/A

Default Configuration
The SNTP anycast client is disabled.

Command Mode
Global Configuration mode

User Guidelines
Use this command to enable the SNTP Anycast client.

Example
The following example enables SNTP Anycast clients.

console(config)# sntp anycast client enable

sntp client enable

The sntp client enable Global Configuration mode command enables the
SNTP Broadcast and Anycast client. Use the no form of this command to
disable the SNTP Broadcast and Anycast client.

Syntax
sntp client enable mnterface-id

no sntp client enable interface-id

Parameters

* inferface-rd—Specifies an interface ID, which can be one of the following
types: Ethernet port, Port-channel or VLAN.

Default Configuration
The SNTP client is disabled on an interface.
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Command Mode
Global Configuration mode

Interface Configuration mode

User Guidelines
Use the sntp client enable command to enable SNTP Broadcast and Anycast
clients.

Example
The following example enables the SNTP Broadcast and Anycast clients on
VLAN 100:

console(config)# sntp client enable vlan 100

sntp client enable (Interface)

To enable the SNTP Broadcast and Anycast client on an interface, use the
sntp client enable Interface Configuration command. Use the no form of this
command to disable the SNTP client.

Syntax
sntp client enable

no sntp client enable

Parameters
N/A

Default Configuration
The SNTP client is disabled on an interface.

Command Mode
Interface Configuration mode

User Guidelines
This command enables the SNTP Broadcast and Anycast client on an
interface. Use the no form of this command to disable the SNTP client.
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Example
The following example enables the SNTP broadcast and anycast client on an
interface.

console(config)# interface vlan 100
console(config-if)# sntp client enable
console(config-if)# exit

sntp unicast client enable

The sntp unicast client enable Global Configuration mode command
enables the device to use Simple Network Time Protocol (SNTP)-predefined
Unicast clients. Use the no form of this command to disable the SN'TP
Unicast clients.

Syntax
sntp unicast client enable

no sntp unicast client enable

Parameters
N/A

Default Configuration
The SNTP unicast client is disabled.

Command Mode
Global Configuration mode

User Guidelines
Use the sntp server Global Configuration mode command to define SNTP
servers.

Example
The following example enables the device to use SNTP Unicast clients.

console(config)# sntp unicast client enable
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sntp unicast client poll

The sntp unicast client poll Global Configuration mode command enables
polling for the SN'TP predefined Unicast clients. Use the no form of this
command to disable the polling for the SNTP client.

Syntax
sntp unicast client poll

no sntp unicast client poll

Parameters
N/A

Default Configuration
Polling is disabled.

Command Mode
Global Configuration mode

User Guidelines
Polling time is configured with the sntp client poll timer Global
Configuration mode command.

Example
The following example enables polling for SNTP predefined unicast clients.

console(config)# sntp unicast client poll

sntp server

The sntp server Global Configuration mode command configures the device
to use the SN'TP to request and accept Network Time Protocol (NTP) traffic
from a specified server (meaning to accept system time from an SNTP

server). Use the no form of this command to remove a server from the list of
SNTP servers.
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Syntax
sntp server {zp-address | hostname} [poll] [key keyid|

no sntp server |ip-address | hostname)

Parameters

* ip-address—Specifies the server IP address. This can be an IPv4, IPv6 or
[Pv6z address.

*  hostname—Specifies the server hostname. Only translation to [Pv4
addresses is supported. (Length: 1-158 characters. Maximum label length
for each part of the hostname: 63 characters)

*  poll—Enables polling.

*  key keyid—Specities the Authentication key to use when sending packets
to this peer. (Range:1-4294967295)

Default Configuration
No servers are defined.

Command Mode
Global Configuration mode

User Guidelines
Use the sntp server {ip-address | hostname} [poll] [key keyid| command to
define a SNTP server. The switch supports up to 8 SNTP servers.

Use the no sntp server ip-address | hostname command to remove one SNTP
server.

Use the no sntp server to remove all SNTP servers.

Example
The following example configures the device to accept SNTP traffic from the
server on 192.1.1.1 with polling.

console(config)# sntp server 192.1.1.1 poll
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sntp source-interface

Use the sntp source-interface Global Configuration mode command to
specify the source interface whose IPv4 address will be used as the source [Pv4
address for communication with IPv4 SN'TP servers. Use the no form of this
command to restore the default configuration.

Syntax
sntp source-interface interface-id

no sntp source-interface

Parameters

* interface-id—Specifies the source interface.

Default Configuration
The source IPv4 address is the IPv4 address defined on the outgoing interface
and belonging to next hop IPv4 subnet.

Command Mode
Global Configuration mode

User Guidelines
If the source interface is the outgoing interface, the interface IP address
belonging to next hop IPv4 subnet is applied.

If the source interface is not the outgoing interface, the minimal IPv4 address
defined on the interface is applied.

If there is no available IPv4 source address, a SYSLOG message is issued when
attempting to communicate with an IPv4 SNTP server.

Example
The following example configures the VLAN 10 as the source interface.

console(config)# sntp source-interface vlan 10
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sntp source-interface-ipv6

Use the sntp source-interface-ipv6 Global Configuration mode command to
specify the source interface whose IPv6 address will be used ad the Source
IPv6 address for communication with IPv6 SNTP servers. Use the no form of
this command to restore the default configuration.

Syntax
sntp source-interface-ipv6 interface-id

no sntp source-interface-ipv6

Parameters

* Interface-rd—Specifies the source interface.

Default Configuration
The IPv6 source address is the IPv6 address defined of the outgoing interface
and selected in accordance with REFC6724.

Command Mode
Global Configuration mode

User Guidelines

The outgoing interface is selected based on the SNTP server's IP address. If
the source interface is the outgoing interface, the IPv6 address defined on the
interfaces and selected in accordance with RFC 6724.

If the source interface is not the outgoing interface, the minimal IPv4 address
defined on the interface and with the scope of the destination IPv6 address is
applied.

If there is no available IPv6 source address, a SYSLOG message is issued when
attempting to communicate with an IPv6 SNTP server.

Example
The following example configures the VLAN 10 as the source interface.

console(config)# sntp source-interface-ipv6 vlan 10
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sntp port

The sntp port Global Configuration mode command specifies a SNTP User
Datagram Protocol (UDP) port. Use the no form of this command to use the
SNTP server default port.

Syntax
sntp port port-number

no sntp port

Parameters

*  port-number—Specifies the UDP port number used by an SNTP server.
(Range 1-65535).

Default Configuration
The default port number is 123.

Command Mode
Global Configuration mode

Example
The following example specifies that port 321 of the SNTP server is the UDP
port.

console(config)# sntp port 321

show clock

The show clock EXEC mode command displays the time and date from the
system clock.

Syntax
show clock [detail |
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Parameters

* detail—Displays the time zone and summer time configuration.

Command Mode
User EXEC mode

User Guidelines
Before the time, there is displayed either a star (*), period (.), or blank:

* star (*)—The clock is invalid.
* period (.)—The clock was set manually.
*  blank—The clock was set by SNTP.

Examples
Example 1 - The following example displays the system time and date.

console# show clock
15:29:03 PDT(UTC-7) Jun 17 2002
Time source is SNTP

Example 2 - The following example displays the system time and date along
with the time zone and summer time configuration.

console# show clock detail
15:22:55 SUN Apr 23 2012

Time source is sntp

Time zone (DHCPv4 on VLAN1):

Acronym is RAIN

Offset is UTC+2

Time zone (Static):

Offset is UTC+0

Summertime (DHCPv4 on VLAN1):

Acronym is SUN

Recurring every year.
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Begins at first Sunday of Apr at 02:00.
Ends at first Tuesday of Sep at 02:00.
Offset is 60 minutes.

Summertime (Static):

Acronym is GMT

Recurring every year.

Begins at first Sunday of Mar at 10:00.
Ends at first Sunday of Sep at 10:00.
Offset is 60 minutes.

DHCP timezone: Enabled

show sntp configuration

The show sntp configuration Privileged EXEC mode command displays the
SNTP configuration on the device.

Syntax
show sntp configuration

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Examples
The following example displays the device’s current SNTP configuration.

console# show sntp configuration
SNTP port : 123

Polling interval: 1024 seconds

MD5 Authentication Keys
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2 John123
3  Alice456
Authentication is not required for synchronization.
No trusted keys
Unicast Clients: enabled
Unicast Clients Polling: enabled
Server: 1.1.1.121
Polling: disabled
Encryption Key: disabled
Server: dns_serverl.comapany.com
Polling: enabled
Encryption Key: disabled
Broadcast Clients: enabled for IPv4 and IPv6
Anycast Clients: disabled
No Broadcast Interfaces
Source IPv4 interface: vlan 1
Source IPv6 interface: vlan 10

show sntp status
The show sntp status Privileged EXEC mode command displays the SNTP

servers status.

Syntax
show sntp status

Parameters
N/A

Default Configuration
N/A
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Command Mode
Privileged EXEC mode

Example
The following example displays the SNTP servers status:

console# show sntp status

Clock is synchronized, stratum 4, reference is 176.1.1.8, unicast
Reference time is afe2525e.70597b34 (00:10:22.438 PDT Jul 5 1993)

Unicast servers:
Server: 176.1.1.8
Source: DHCPv4 on VLAN 1
Status: Up
Last response: 19:58:22.289 PDT Feb 19 2005
Stratum Level: 1
Offset: 7.33mSec
Delay: 117.79mSec
Server: dns_server.comapany.com
Source: static
Status: Unknown
Last response: 12:17.17.987 PDT Feb 19 2005
Stratum Level: 1
Offset: 8.98mSec
Delay: 189.19mSec
Anycast servers:
Server: 176.1.11.8
Interface: VLAN 112
Status: Up
Last response: 9:53:21.789 PDT Feb 19 2005
Stratum Level: 10
Offset: 9.98mSec
Delay: 289.19mSec
Broadcast servers:
Server: 3001:1::12
Interface: VLAN 101
Last response: 9:53:21.789 PDT Feb 19 2005
Stratum Level: 255
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Configuration & Image File
Commands

copy

The copy Privileged EXEC mode command copies a source file to a
destination file.

Syntax
copy source-url destination-url

Parameters

source-url—Specifies the source file URL or source file reserved keyword
to be copied. (Length: 1-160 characters)

destination-url—Specifies the destination file URL or destination file
reserved keyword. (Length: 1-160 characters).

The following URL options are supported:

running-config—Currently running configuration file.
startup-config, flash://startup-config—Startup configuration file.

image, flash://image—Image file. If specified as the source file, it is the
active image file. If specified as the destination file, it is the non-active
image file.

boot—DBoot file.

tftp://—Source or destination URL for a TFTP network server. The syntax
for this alias is tftp://host/[directory]/filename. The host can be either an
IP address or a host name.

null:—Null destination for copies or files. A remote file can be copied to
null to determine its size. For instance copy running-conf null returns the
size of the running configuration file.

xmodem:—Source for the file from a serial connection that uses the
Xmodem protocol
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Default Configuration
Sensitive data is excluded if no method was specified

Command Mode
Privileged EXEC mode

User Guidelines
The location of the file system dictates the format of the source or
destination URL.

The entire copying process may take several minutes and differs from
protocol to protocol and from network to network.

IPv6z Address Format

If the IPv6 address is a Link Local address (IPv6z address), the outgoing
interface name must be specified. The format of an IPv6z address is: {ipv6-
link-local-addressy%{ intertace-id}. The subparameters are:

*  ipv6-link-local-address—Specities the IPv6 Link Local address.

* interface-id—{ <port-type>| | <port-number>}|{port-channel |
po}[]<port-channel-number> | {tunnel | tu}| | <tunnel-number> |
vlan| | <vlan-id>

If the egress interface is not specified, the default interface is selected. The
following combinations are possible:

* ipv6_addresseinterface _id- Refers to the IPv6 address on the interface
specified.

*  1pv0_address%0 - Refers to the IPv6 address on the single interface on
which an IPv6 address is defined.

*  ipv0O_address - Refers to the IPv6 address on the single interface on which
an [Pv6 address is defined.

Invalid Combinations of Source and Destination
The following are invalid combinations of source and destination files:
¢ The source file and destination file are the same file.

* xmodem: is the destination file. The source file can be copied to image,
boot and null: only.

* tftp:// is the source file and destination file on the same copy.
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*.prv files cannot be copied.

The following table describes the characters displayed by the system when
copy Is being run:

Character Description

!

For network transfers, indicates that the copy process is taking place.
Each exclamation point indicates successful transfer of ten packets
(512 bytes cach).

For network transfers, indicates that the copy process timed out.

Various Copy Options Guidelines

Copying an Image File from a Server to Flash Memory

Use the copy source-ur/ flash://image command to copy an image file
from a server to flash memory. When the administrator copies an image
file from the server to a device, the image file is saved to the "inactive"
image. To use this image, the administrator must switch the inactive
image to the active image and reboot. The device will then use this new
image.

Copying a Boot File from a Server to Flash Memory

Use the copy source-url boot command to copy a boot file from a server to
flash memory. Copying a Configuration File from a Server to the Running
Configuration File

Use the copy source-ur/ running-config command to load a
configuration file from a network server to the running configuration
file of the device. The commands in the loaded configuration file are
added to those in the running configuration file as if the commands
were typed in the command-line interface (CLI). The resulting
configuration file is a combination of the previous running configuration
and the loaded configuration files, with the loaded configuration file
taking precedence.

Copying a Configuration File from a Server to the Startup Configuration

Use the copy source-url starttup-config command to copy a
configuration file from a network server to the device startup
configuration file. The startup configuration file is replaced by the
copied configuration file.
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* Storing the Running Contig or Startup Config on a Server

Use the copy running-config destination-url command to copy the
current configuration file to a network server using TFTP.

Use the copy startup-config destination-ur/ command to copy the
startup configuration file to a network server.

* Saving the Running Configuration to the Startup Configuration

Use the copy running-config startup-config command to copy the
running configuration to the startup configuration file.

Examples
Example 1 - The following example copies system image filel from the TF'TP
server 172.16.101.101 to the non-active image file.

console# copy tftp://172.16.101.101/Filel image
Accessing file "filel® on 172.16.101.101...

Loading filel from 172.16.101.101:
rrprpnpnpnnnnRnpERRRRRRRRRRRRRRREERERRRRRRRRERNRRERRLNLNRLRI

Copy took 0:01:11 [hh:mm:ss]

Example 2 - Copying an Image from a Server to Flash Memory

The following example copies a system image named filel from the TFTP
server with an IP address of 172.16.101.101 to a non-active image file.

console# copy tftp://172.16.101.101/Filel flash://image
Accessing file "filel® on 172.16.101.101...

Loading filel from 172.16.101.101:
AN naey

Copy took 0:01:11 [hh:mm:ss]
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write

Use the write Privileged EXEC mode command to save the running
configuration to the startup configuration file.

Syntax
write [memory]|

Parameters
This command has no arguments or keywords.

Command Mode
Privileged EXEC mode

Examples
The following example shows how to overwrite the startup-config file with
the running-config file with the write command.

console# write

Overwrite file [startup-config] ?[Yes/press any key for no]....15-
Sep-2010 11:27

148 %COPY-1-FILECPY: Files Copy - source URL running-config
destination URL flash://startup-config

15-Sep-2010 11:27:50 %COPY-N-TRAP: The copy operation was
completed successfully

Copy succeeded

delete

The delete Privileged EXEC mode command deletes a file from a flash
memory device.

Syntax
delete ur/
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Parameters

*  url—Specifies the location URL or reserved keyword of the file to be
deleted. (Length: 1-160 characters)

Command Mode
Privileged EXEC mode

User Guidelines
The following keywords and URL prefixes are supported

* flash://—URL of the FLASH file.
*  startup-config—Startup configuration file.
*  WORD—Name of file (e.g. backup-contfig).

*.sys, *.prv, image-1 and image-2 files cannot be deleted.

Example
The following example deletes the file called ‘backup-config’ from the flash
memory.

console# delete flash://backup-config
Delete flash:backup-config? [confirm]

dir
The dir Privileged EXEC mode command displays the list of files on the flash
file system.

Syntax
dir

Parameters
This command has no arguments or keywords.

Command Mode
Privileged EXEC mode
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Example

Example 1. The following example displays the list of files on a flash file
system with static images. The Flash size column for all files except dynamic
image specifies the maximum allowed size. The Data size column for
dynamic images specifies the real size in the FLASIH occupied by the file.

console# dir
Directory of flash:
File Name Permission Flash Size Data Size Modified

image-1 rw 10485760 10485760 01-Jan-2010 06:10:

image-2 rw 10485760 10485760 01-Jan-2010 05:43:54
dhcpsn.prv - 262144 - 01-Jan-2010 05:25:07
syslogl.sys r- 524288 - 01-Jan-2010 05:57:00
syslog2.sys r- 524288 - 01-Jan-2010 05:57:00
directry_prv  -- 262144 - 01-Jan-2010 05:25:07
startup-config rw 786432 1081 01-Jan-2010 10:05:34

Total size of flash: 66322432 bytes
Free size of flash: 42205184 bytes

more
The more Privileged EXEC mode command displays a file.

Syntax
more ur/

Parameters

* url—Specifies the location URL or reserved keyword of the source file to
be displayed. (Length: 1-160 characters).

Default Configuration
This command has no arguments or keywords.
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Command Mode
Privileged EXEC mode

User Guidelines
The following keywords and URL prefixes are supported

* flash://—URL of the FLASH file.
* startup-config—Startup configuration file.
*  WORD—Name of file (e.g. backup-contfig).

Files are displayed in ASCII format, except for the images, which are
displayed in a hexadecimal format.

*.prv files cannot be displayed.

Example
The following example displays the running configuration file contents.

console# more running-config
no spanning-tree

interface range gi0/1-4
speed 1000

exit

no lldp run

line console

exec-timeout 0

rename

The rename Privileged EXEC mode command renames a file.

Syntax
rename LII‘] I]C’H/-UI‘]

Parameters
*  url—Specities the file location URL. (Length: 1-160 characters)
* new-url—Specifies the file’s new URL. (Length: 1-160 characters)
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Default Configuration
This command has no arguments or keywords.

Command Mode
Privileged EXEC mode

User Guidelines
The following keywords and URL prefixes are supported

e flash://—URL of the FLASH file.
*  startup-config—Startup configuration file.
*  WORD—Name of file (e.g. backup-contfig).

*.sys and *.prv files cannot be renamed.

Example
The following example renames the configuration backup file.

console# rename backup-config m-config.bak

boot system

The boot system Privileged EXEC mode command specifies the active
system image file that will be loaded by the device at startup.

Syntax
boot system {image-1 | image-2}

Parameters

* image-1—Specifies that image-1 is loaded as the system image during the
next device startup.

* image-2—Specifies that image-2 is loaded as the system image during the
next device startup.

Default Configuration
This command has no default configuration.
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Command Mode
Privileged EXEC mode

User Guidelines
Use the show bootvar command to display the active image.

Example

The following example specifies that image-1 is the active system image file
loaded by the device at startup. The results of this command is displayed in
show bootvar.

console# boot system image-1

show running-config

Use the show running-config privileged EXEC command to display the
contents of the currently running configuration file.

show running-config

Parameters
This command has no arguments or keywords.

Command Mode
Privileged EXEC mode

Example
The following example displays the running configuration file contents.

console# show running-config
config-file-header

AA307-02

v1.2.5.76 / R750_NIK_1_2_584_002
CLI v1.0

no spanning-tree

interface range gi0/gi0/1-4
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speed 1000

exit

no Ildp run

interface vlan 1

ip address 1.1.1.1 255.0.0.0
exit

line console

exec-timeout 0

exit

console#

show startup-config

Use the show startup-config Privileged EXEC mode command to display the
Startup Configuration file contents.

Syntax
show startup-config

Parameters
This command has no arguments or keywords.

Command Mode
Privileged EXEC mode

Example
The following example displays the startup configuration file contents.

console# show startup-config
config-Ffile-header

AA307-02

v1.2.5.76 / R750_NIK_1_2_584 002
CLI v1.0

no spanning-tree

interface range gi0/1-4
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speed 1000

exit

no lldp run

interface vlan 1

ip address 1.1.1.1 255.0.0.0
exit

line console

exec-timeout 0

exit

console#

show hootvar

Use the show bootvar EXEC mode command to display the active system
image file that was loaded by the device at startup, and to display the system
image file that will be loaded after rebooting the switch.

Syntax
show bootvar

show bootvar [unit unst-rd|

Parameters
This command has no arguments or keywords.

Command Mode
User EXEC mode

Example

The following example displays the active system image file that was loaded
by the device at startup and the system image file that will be loaded after
rebooting the switch:

console# show bootvar
Image Filename Version Date Status
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1 image-1 1.1.0.73 19-Jun-2011 18:10:49 Not active*
2 image-2 1.1.0.73 19-Jun-2011 18:10:49 Active

"+ designates that the image was selected for the next boot
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Auto-Update and Auto-
Configuration

boot host auto-config

Use the boot host auto-config Global Configuration mode command to
enable auto configuration via DHCP. Use the no form of this command to
disable DHCP auto configuration.

Syntax
boot host auto-config

no boot host auto-config

Parameters
N/A

Default Configuration
Enabled by default with the auto option.

Command Mode
Global Contfiguration mode

User Guidelines
The TFTP protocol is used to download/upload a configuration file.

Example
Example. The following example enables auto configuration via DHCP:

console# boot host auto-config

Auto-Update and Auto-Configuration |

153



boot host auto-update

Use the boot host auto-update Global Configuration mode command to
enable the support of auto update via DHCP. Use the no form of this
command to disable DHCP auto configuration.

Syntax
boot host auto-update

no boot host auto-update

Parameters
N/A

Default Configuration
Enabled by default with the auto option.

Command Mode
Global Configuration mode

User Guidelines
The TFTP protocol is used to download/upload an image file.

Example
Example—The following example enables auto update via DHCP:

console# boot host auto-update

boot host dhcp

Use the boot host dhep Global Configuration mode command to force
downloading a configuration file at the next system startup. Use the no form
of this command to restore the host configuration file to the default.

Syntax
boot host dhcp

no boot host dhep
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Parameters
N/A

Default Configuration
Disabled.

Command Mode
Global Configuration mode

User Guidelines

Configuring boot host dhep does not take effect until the next reboot.

Example

console# boot host dhcp

boot host auto-save

Use the boot host auto-save Global Configuration mode command to
automatically save the Running configuration file in the Startup

configuration file after download. Use the no form of this command to restore

default behavior.

Syntax
boot host auto-save

no boot host auto-save

Parameters
N/A

Default Configuration
Disable

Command Mode
Global Configuration mode

Auto-Update and Auto-Configuration
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Examples

console# boot host auto-save

show hoot

Use the show boot Privilege EXEC mode command to show the status of the
IP DHCP Auto Config process.

Syntax
show boot

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Examples

console# show boot

Auto Config

Config Download via DHCP: enabled

Next Boot Config Download via DHCP: force

Configuration file auto-save: enabled

Auto Config State: Finished successfully

Server IP address: 1.2.20.2

Configuration filename: /config/configfilel.cfg
Auto Update
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Image Download via DHCP: enabled

console# show boot

Auto Config

Config Download via DHCP: enabled

Next Boot Config Download via DHCP: force

Configuration file auto-save: enabled

Auto Config State: Opening <hostname>-config file
Auto Update

Image Download via DHCP: enabled

console# show boot

Auto Config

Config Download via DHCP: enabled

Next Boot Config Download via DHCP: force

Configuration file auto-save: enabled

Auto Config State: Downloading configuration file
Auto Update

Image Download via DHCP: enabled

console# show boot

Auto Config

Config Download via DHCP: enabled

Next Boot Config Download via DHCP: force

Configuration file auto-save: enabled

Auto Config State: Searching device hostname in indirect file
Auto Update
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Image Download via DHCP: enabled

console# show boot
Auto Config
Config Download via DHCP: enabled
Next Boot Config Download via DHCP: force
Configuration file auto-save: enabled
Auto Update
Image Download via DHCP: enabled
Auto Update State: Downloaded indirect image file
Indirect Image filename: /image/indirectimage.txt

show ip dhcp titp-server

Use the show ip dhcp tftp-server EXEC mode command to display
information about the backup server.

Syntax
show ip dhcp tftp-server

Parameters
N/A

Default Configuration
N/A

Command Mode
User EXEC mode

User Guidelines
The backup server can be a TF'TP server.
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Example

show ip dhcp tftp-server
tftp server address

active 1.1.1.1 from sname
file path on tftp server

active conf/conf-file from option 67

Auto-Update and Auto-Configuration
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Management ACL Commands

management access-list

The management access-list Global Configuration mode command
configures a management access list (ACL) and enters the Management
Access-list Configuration mode. Use the no form of this command to delete
an ACL.

Syntax
management access-list name

no management access-list name

Parameters
name—Specifies the ACL name. (Length: 1-32 characters)

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines

Use this command to configure a management access list. This command
enters the Management Access-list Configuration mode, where the denied or
permitted access conditions are defined with the deny and permit
commands.

If no match criteria are defined, the default value is deny.

When re-entering the access-list context, the new rules are entered at the end
of the access list.

Use the management access-class command to select the active access list.

The active management list cannot be updated or removed.
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For IPv6 management traffic that is tunneled in IPv4 packets, the
management ACL is applied first on the external IPv4 header (rules with the
service field are ignored), and then again on the inner IPv6 header.

Example

Example 1 - The following example creates a management access list called
mlist, configures management gi0/1 and gi0/2, and makes the new access list
the active list.

console(config)# management access-list mlist
console(config-macl)# switchpermit gi0/1
console(config-macl)# switchpermit gi0/2
console(config-macl)# switchexit
console(config)# management access-class mlist

Example 2 - The following example creates a management access list called
‘mlist’, configures all interfaces to be management interfaces except gi/1
and gi0/2, and makes the new access list the active list.

console(config)# management access-list mlist
console(config-macl)# switchdeny gi0/1
console(config-macl)# switchdeny gi0/2
console(config-macl)# switchpermit
console(config-macl)# switchexit
console(config)# management access-class mlist

permit (Management)

The permit Management Access-list Configuration mode command sets
permit rules (ACEs) for the management access list (ACL).

Syntax
permit /interface-id] [service service/

permit ip-source {ipv#-address | ipv6-address/ ipvo-prefix-length} [mask
{mask [ prefix-length}] [interface-id] [service service]
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Parameters

interface-id — Specify an interface ID. The interface ID can be one of the
following types: Ethernet port, Port-channel or VLAN

service service — Specifies the service type. Possible values are: Telnet,
SSH, HTTP, HT'TPS and SNMP.

ipv4-address — Specities the source [Pv4 address.

ipv6-address/ipvo-prefix-length — Specifies the source IPv6 address and
source IPv6 address prefix length. The prefix length must be preceded by a
forward slash (/). The parameter is optional.

mask mask— Specifies the source IPv4 address network mask. This
parameter is relevant only to [Pv4 addresses.

mask prefix-length — Specifies the number of bits that comprise the
source IPv4 address prefix. The prefix length must be preceded by a
forward slash (/). This parameter is relevant only to IPv4 addresses. (Range:
0-32)

Default Configuration

No rules are configured.

Command Mode
Management Access-list Configuration mode

User Guidelines
Rules with Ethernet, VLAN, and port-channel parameters are valid only if an
IP address is defined on the appropriate interface.

Example
The following example permits all ports in the ACL called mlist

console(config)# management access-list mlist

console(config-macl)# switchpermit
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deny (Management)

The deny Management Access-list Configuration mode command sets
permit rules (ACEs) for the management access list (ACL).

Syntax
deny /interface-id] [service service/

deny ip-source {ipv4-address | ipv6-address/ipv6-prefix-length} [mask {mask
| prefix-length}/ [interface-id] [service service/

Parameters

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port, Port-channel or VLAN

* service service—Specifies the service type. Possible values are: Telnet,
SSH, HTTP, HTTPS and SNMP.

* ipv4-address—Specifies the source IPv4 address.

* ipv6-address/ipvO-prefix-length—Specifies the source IPv6 address and
source IPv6 address prefix length. The prefix length must be preceded by a
forward slash (/). The parameter is optional.

* mask mask—Specifies the source IPv4 address network mask. The
parameter is relevant only to IPv4 addresses.

* mask prefix-length—Specifies the number of bits that comprise the source
IPv4 address prefix. The prefix length must be preceded by a forward slash
(/). The parameter is relevant only to IPv4 addresses. (Range: 0-32)

Default Configuration
No rules are configured.

Command Mode
Management Access-list Configuration mode

User Guidelines
Rules with ethernet, VLAN, and port-channel parameters are valid only if an
IP address is defined on the appropriate interface.
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Example
The following example denies all ports in the ACL called mlist.

console(config)# management access-list mlist
console(config-macl)# switchdeny

management access-class

The management access-class Global Configuration mode command restricts
management connections by defining the active management access list
(ACL). To disable management connection restrictions, use the no form of
this command.

Syntax
management access-class {console-only | name}

no management access-class

Parameters

*  console-only—Specifies that the device can be managed only from the
console.

* name—Specifies the ACL name to be used. (Length: 1-32 characters)

Default Configuration
The default configuration is no management connection restrictions.

Command Mode
Global Contfiguration mode

Example
The following example defines an access list called mlist as the active
management access list.

console(config)# management access-class mlist
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show management access-list

The show management access-list Privileged EXEC mode command displays
management access lists (ACLs).

Syntax
show management access-list [name]

Parameters
name—Specifies the name of a management access list to be displayed.
(Length: 1-32 characters)

Default Configuration
All management ACLs are displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays the mlist management ACL.

console# show management access-list mlist
ml

deny service telnet

permit gi0/1 service telnet

I (Note: all other access implicitly denied)
console(config-macl)#

show management access-class

The show management access-class Privileged EXEC mode command
displays information about the active management access list (ACLs).

Syntax
show management access-class
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Command Mode
Privileged EXEC mode

Example
The following example displays the active management ACL information.

console# show management access-class
Management access-class is enabled, using access list mlist
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SNMP Commands

snmp-server server

Use the snmp-server server Global Configuration mode command to enable
the device to be configured by the SNMP protocol. Use the no form of this
command to disable this function.

Syntax
SHII]P-SCIVCI Server

NO SNIMP-SErver server

Parameters
N/A

Default Configuration
Enabled

Command Mode
Global Configuration mode

Example

console(config)# snmp-server server

snmp-server community

Use the snmp-server community Global Configuration mode command to
set the community access string (password) that permits access to SNMP
commands (v] and v2). This is used for SNMP commands, such as GETs and
SETs.

This command configures both SNMP v1 and v2.

Use the no form of this command to remove the specified community string.
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Syntax
snmp-server community community-string [ro | rw [ su/ |ip-address | ipvo-
address| /mask mask | prefix prefix-length/ fiew view-name] [type {router

oob}]

no snmp-server community community-string [ip-address/ [type {router |

oob}|

Parameters

170

community-string—Define the password that permits access to the SNMP
protocol. (Range: 1-20 characters).

ro—Specifies read-only access (default)
w—Specifies read-write access
su—Specifies SNMP administrator access

view view-name—Specifies the name of a view configured using the
command snmp-server view (no specific order of the command
configurations is imposed on the user). The view defines the objects
available to the community. It is not relevant for su, which has access to
the whole MIB. If unspecified, all the objects, except the community-table
and SNMPv3 user and access tables , are available. (Range: 1-30
characters)

ip-address—Management station IP address. The default is all IP
addresses. This can be an IPv4 address, IPv6 or IPv6z address. See IPv6
Address Conventions.

mask—Specifies the mask of the IPv4 address. This is not a network mask,
but rather a mask that defines which bits of the packet’s source address are
compared to the configured IP address. If unspecified, it defaults to
255.255.255.255. The command returns an error if the mask is specified
without an IPv4 address.

prefix-length—Specifies the number of bits that comprise the [Pv4
address prefix. If unspecified, it defaults to 32. The command returns an
error if the prefix-length is specified without an IPv4 address.

type router—Indicates whether the IP address is on the out-of-band or in-
band network.
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Default Configuration
No community is defined

Command Mode
Global Configuration mode

User Guidelines

The logical key of the command is the pair (community, ip-address). If ip-
address is omitted, the key is (community, All-IPs). This means that there
cannot be two commands with the same community, ip address pair.

The view-name is used to restrict the access rights of a community string.
When a view-name is specified, the software:

*  Generates an internal security-name.

*  Maps the internal security-name for SNMPv] and SNMPv2 security

models to an internal group-name.

*  Maps the internal group-name for SNMPv1 and SNMPv2 security models
to view-name (read-view and notify-view always, and for rw for write-view
also),

Example
Defines a password for administrator access to the management station at [P

address 1.1.1.121 and mask 255.0.0.0.

console(config)# snmp-server community abcd su 1.1.1.121 mask
255.0.0.0

snmp-server community-group

Use snmp-server community-group to configure access rights to a user group.
The group must exist in order to be able to specify the access rights. This
command configures both SNMP v1 and v2.

Syntax
snmp-server community-group community-string group-name [ip-address |
ipvG-address/ /mask mask | prefix prefix-length/ [type {router | oob}]
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Parameters

community-string—Define the password that permits access to the SNMP
protocol. (Range: 1-20 characters).

ip-address—Management station IP address. The default is all IP
addresses. This can be an IPv4 address, IPv6 or IPv6z address. See 1Pv6

Address Conventions.

mask—Specifies the mask of the IPv4 address. This is not a network mask,
but rather a mask that defines which bits of the packet’s source address are
compared to the configured IP address. If unspecified, it defaults to
255.255.255.255. The command returns an error if the mask is specified
without an [Pv4 address.

prefix-length—Specifies the number of bits that comprise the [Pv4
address prefix. If unspecified, it defaults to 32. The command returns an
error if the prefix-length is specified without an IPv4 address.

group-name— This is the name of a group configured using snmp-server
group with vl or v2 (no specific order of the two command configurations
is imposed on the user). The group defines the objects available to the
community. (Range: 1-30 characters)

type router—Indicates whether the IP address is on the out-of-band or in-
band network.

Default Configuration
No community is defined

Command Mode
Global Configuration mode

User Guidelines
The group-nameis used to restrict the access rights of a community string.
When a group-name is specified, the software:
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Generates an internal security-name.

Maps the internal security-name for SNMPv1 and SNMPv2 security
models to the group-name.
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Example

Detines a password fom for the group abed that enables this group to access
the management station 1.1.1.121 with prefix 8.

console(config)# snmp-server community-group tom abcd 1.1.1.122
prefix 8

snmp-server source-interface

To specify the interface from which a Simple Network Management Protocol
(SNMP) trap originates the informs or traps, use the snmp-server source-
interface command in Global Configuration mode. To returned to the
default, use the no form of this command.

Syntax
snmp-server source-interface {traps | informs} mterface-1d

no snmp-server source-interface [traps | informs]

Parameters
* traps—Specifies the SNMP traps interface.
* informs—Specifies the SNMP informs.

* interface-id—Specifies the source interface.

Default Configuration
The source IPv4 address is the IPv4 address defined on the outgoing interface
and belonging to next hop IPv4 subnet.

If no parameters are specified in no snmp-server source-interface, the default
is both traps and informs.

Command Mode
Global Configuration mode

User Guidelines

If the source interface is the outgoing interface, the interface IP address
belonging to next hop IPv4 subnet is applied.
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If the source interface is not the outgoing interface, the minimal IPv4 address
defined on the source interface is applied.

If there is no available IPv4 source address, a SYSLOG message is issued when
attempting to send an SNMP trap or inform.

Use the no snmp-server source-interface traps command to remove the
source interface for SNMP traps.

Use the no snmp-server source-interface informs command to remove the
source interface for SNMP informs.

Use the no snmp-server source-interface command to remove the source
interface for SNMP traps and informs.

Example
The following example configures the VLAN 10 as the source interface for
traps.

console(config)# snmp-server source-interface traps vlan 100

snmp-server source-interface-ipvé

To specify the interface from which a Simple Network Management Protocol
(SNMP) trap originates the informs or traps, use the snmp-server source-
interface command in Global Configuration mode. To returned to the
default, use the no form of this command.

Syntax
snmp-server source-interface-ipv6 {traps | informs} interface-1d

no snmp-server source-interface-ipv6 [traps | informs]

Parameters

* traps—Specifies the SNMP traps interface.

Specities the SNMP traps informs.

¢ informs

* interface-id—Specifies the source interface.
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Default Configuration
The IPv6 source address is the IPv6 address of the outgoing interface and
selected in accordance with RFC6724.

If no parameters are specified in no snmp-server source-interface, the default
is both traps and informs.

Command Mode
Global Contfiguration mode

User Guidelines
If the source interface is the outgoing interface, the IPv6 address defined on
the interfaces is selected in accordance with RFC 6724.

If the source interface is not the outgoing interface, the minimal IPv6 address
defined on the source interface with the scope of the destination IPv6 address
is applied.

If there is no available IPv6 source address, a SYSLOG message is issued when
attempting to send an SNMP trap or inform.

Use the no snmp-server source-interface-ipv6 traps command to remove the
source IPv6 interface for SNMP traps.

Use the no snmp-server source-interface-ipv6 informs command to remove
the source IPv6 interface for SNMP informs.

Use the no snmp-server source-interface-ipv6 command to remove the
source [Pv6 interface for SNMP traps and informs.

Example
The following example configures the VLAN 10 as the source interface.

console(config)# snmp-server source-interface-ipv6 traps vlan
100

snmp-server view

The snmp-server view Global Configuration mode command creates or
updates an SNMP view. Use the no form of this command to remove an
SNMP view.
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Syntax
snmp-server view vew-name oid-tree {included | excluded}

no snmp-server view view-name |ord-tree]

Parameters

* view-name—>Specifies the name for the view that is being created or
updated. (Length: 1-30 characters)

* oid-tree—Specifies the ASN.1 subtree object identifier to be included or
excluded from the view. To identify the subtree, specify a text string
consisting of numbers, such as 1.3.6.2.4, or a word, such as System and,
optionally, a sequence of numbers. Replace a single sub-identifier with the
asterisk (*) wildcard to specify a subtree family; for example 1.3.*.4. This
parameter depends on the MIB being specified.

¢ included

Specifies that the view type is included.

* excluded—Specifies that the view type is excluded.

Default Configuration
The following views are created by default:

*  Detault—Contains all MIBs except for those that configure the SNMP
parameters themselves.

*  DefaultSuper—Contains all MIBs.

Command Mode
Global Configuration mode

User Guidelines
This command can be entered multiple times for the same view.

The command’s logical key is the pair (view-name, oid-tree). Therefore there
cannot be two commands with the same view-name and oid-tree.

The number of views is limited to 64.

Default and DefaultSuper views are reserved for internal software use and
cannot be deleted or modified.

176 | SNMP Commands



Example

The following example creates a view that includes all objects in the MIB-II
system group except for sysServices (System 7) and all objects for interface 1
in the MIB-II interface group (this format is specified on the parameters
specified in ifEntry).

console(config)# snmp-server view user-view system included
console(config)# snmp-server view user-view system.7 excluded

console(config)# snmp-server view user-view ifEntry.*.1
included

show snmp views

Use the show snmp views Privileged EXEC mode command to display the
SNMP views.

Syntax
show snmp views [ viewname|

Parameters
viewname—Specifies the view name. (Length: 1-30 characters)

Default Configuration
If viewname is not specified, all views are displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays the configured SNMP views.

console# show snmp views
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Name OID Tree Type

Default iso Included

Default snmpNotificationMIB Excluded

DefaultSuper iso Included
snmp-server group

Use the snmp-server group Global Configuration mode command to
configure an SNMP group. Groups are used to map SNMP users to SNMP
views. Use the no form of this command to remove an SNMP group.

Syntax
snmp-server group groupname {vl [ v2 | v3 {noauth | auth | priv} [notity
notifyview/} [read readview] [write writeview]

no snmp-server group groupname {vl [/ v2 [ v3 [noauth | auth | priv]}
Parameters

*  group groupname—Specifies the group name. (Length: 1-30 characters)
* vl—Specifies the SNMP Version 1 security model.
*  v2—Specifies the SNMP Version 2 security model.
*  v3—Specifies the SNMP Version 3 security model.

* mnoauth—Specifies that no packet authentication will be performed.
Applicable only to the SNMP version 3 security model.

* auth—Specifies that packet authentication without encryption will be
performed. Applicable only to the SNMP version 3 security model.

»  priv—Specifies that packet authentication with encryption will be
performed. Applicable only to the SNMP version 3 security model. Note
that creation of SNMPv3 users with both authentication and privacy must
be done in the GUI. All other users may be created in the CLI

* notity notifyvien—Specifies the view name that enables generating
informs or a traps. An inform is a trap that requires acknowledgement.
Applicable only to the SNMP version 3 security model. (Length: 1-30
characters)
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* read readvien—Specifies the view name that enables viewing only.
(Length: 1-30 characters)

* write writevien—Specifies the view name that enables configuring the

agent. (Length: 1-30 characters)

Default Configuration
No group entry exists.

If notifyview is not specified, the notify view is not defined.

If readviewis not specified, all objects except for the community-table and
SNMPv3 user and access tables are available for retrieval.

If writeviewis not specified, the write view is not defined.

Command Mode
Global Configuration mode

User Guidelines

The group detined in this command is used in the snmp-server user command
to map users to the group. These users are then automatically mapped to the
views defined in this command.

The command logical key is (groupname, snmp-version, security-level). For
snmp-version v1/v2 the security-level is always noauth.

Example

The following example attaches a group called user-group to SNMPv3, assigns
the encrypted security level to the group, and limits the access rights of a view
called user-view to read-only. User fom is then assigned to user-group. So that
user fom has the rights assigned in user-view:

console(config)# snmp-server group user-group v3 priv read
user-view

console(config)# snmp-server user tom user-group v3
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show snmp groups

Use the show snmp groups Privileged EXEC mode command to display the
configured SNMP groups.

Syntax
show snmp groups |groupname]

Parameters
groupname—-Specifies the group name. (Length: 1-30 characters)

Default Configuration
Display all groups.

Command Mode
Privileged EXEC mode

Example
The following example displays the configured SNMP groups:

console# show snmp groups

Name Security Views

Mode Level Read Write Notify
______ 1 ——e e e S
user- -———- no_auth Default
group (2 no_auth Default Default
managers- V2
group

The following table describes significant fields shown above.

Field Description

Name Group name.

Security Model SNMP model in use (v1, v2 or v3).

Security Level Packet security. Applicable to SNMP v3 security only.
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Field Description

Views Read View name enabling viewing the agent contents. If
unspecified, all objects except the community-table and
SNMPv3 user and access tables are available.

Write View name enabling data entry and managing the agent
contents.
Notify View name enabling specifying an inform or a trap.

snmp-server user

Use the snmp-server user Global Configuration mode command to configure
anew SNMP Version user. Use the no form of the command to remove a user.
Use the encrypted form of this command to enter the authentication and
privacy passwords in encrypted form (see SSD).

Syntax
snmp-server user username groupname {vl [ vZe [ [remote host/ v3/auth
{md5 [ sha} auth-password [priv priv-password] [}

no snmp-server user username {vl [ v2c¢ | [remote host] v3/auth {md5 /

sha}

Parameters

e username—Define the name of the user on the host that connects to the
agent. (Range: Up to 20 characters).

* groupname— 'he name of the group to which the user belongs. The group
should be configured using the command snmp-server group with vl or
v2¢ parameters (no specific order of the 2 command configurations is
imposed on the user). (Range: Up to 30 characters)

* vl—Specifies that the user is a v user.
*  v2c—Specifies that the user is a v2c user.
*  v3—Specifies that the user is a v3 user.

* remote host—IP address (IPv4, IPv6 or [Pv6z) or host name of the remote
SNMP host. See [Pv6 Address Conventions.

e auth

Specifies which authentication level is to be used.
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* md>5—Specifies the IMAC-MD5-96 authentication level.
*  Sha—Specifies the HMAC-SHA-96 authentication level.

* auth-password—Specifies the authentication password. Range: Up to 32
characters.

*  priv-password—Specities the privacy password (The encryption algorithm
used is data encryption standard - DES). Range: Up to 64 characters.

Default Configuration
No group entry exists.

Command Mode
Global Configuration mode

User Guidelines

For SNMP vl and v2, this command performs the same actions as snmp-
server community-group, except that snmp-server community-group
configures both vl and v2 at the same time. With this command, you must
perform it once for vl and once for v2.

When you enter the show running-config command, you do not see a line for
the SNMP user defined by this command. To see if this user has been added
to the configuration, type the show snmp user command.

Alocal SNMP EnginelD must be defined in order to add SNMPv3 users to
the device (use the snmp-server enginelD remote command). For remote
hosts users a remote SNMP EnginelD is also required (use the snmp-server
enginelD remote command).

Changing or removing the value of snmpEnginelD deletes the SNMPv3
users’ database.

The logical key of the command is username.

Contfiguring a remote host is required in order to send informs to that host,
because an inform is a trap that requires acknowledgement. A configured
remote host is also able to manage the device (besides getting the informs)

To configure a remote user, specify the IP address for the remote SNMP agent
of the device where the user resides. Also, before you configure remote users
for a particular agent, configure the SNMP engine ID, using the snmp-server
enginelD remote command. The remote agent's SNMP engine ID is needed
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when computing the authentication and privacy digests from the password. If
the remote engine ID is not configured first, the configuration command
fails.

Since the same group may be defined several times, each time with different
version or different access level (noauth, auth or auth & priv), when defining
a user it is not sufficient to specify the group name, rather you must specify
group name, version and access level for complete determination of how to
handle packets from this user.

Example

This example assigns user fom to group abed using SNMP vl and v2c. The
default is assigned as the enginelD. User fom is assigned to group abcd using
SNMP vI and vZ¢

console(config)# snmp-server user tom acbd vi
console(config)# snmp-server user tom achd v2c
console(config)# snmp-server user tom acbd v3

show snmp users

Use the show snmp users Privileged EXEC mode command to display the
configured SNMP users.

Syntax
show snmp users [username)

Parameters
username

Specifies the user name. (Length: 1-30 characters)

Default Configuration
Display all users.

Command Mode
Privileged EXEC mode
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Example
The following examples displays the configured SNMP users

console# show snmp users

User name

Group name
Authentication Algorithm
Privacy Algorithm

Remote

Auth Password

Priv Password

User name

Group name
Authentication Algorithm
Privacy Algorithm

Remote

Auth Password

Priv Password

User name

Group name
Authentication Algorithm
Privacy Algorithm

Remote

Auth Password (encrypted):

: MD5

zulrem

zgroupl

: None

: None
:11223344556677

* qqq

: None
: hellowor1d1234567890987665

> hello
> world
: MD5
: DES

Z/tC3UF5j 0pYTfmXm8xeMvc 10Q6LQ4GOACCGYLRAAGOEGXQKTC

gMIrnpWuHraR1Zj
Priv Password (encrypted) :

KN1ZHzSLo6WWx 1kuzVzhLOo1g 15waaNf7Vq6yLBpJdSAN6StL
1tbTRSz2H4c4Q40

User name
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Group name
Authentication Algorithm
Privacy Algorithm

Remote

Auth Password (encrypted)

| SNMP Commands

: ulnoAuth
> groupl
. None

: None



Priv Password (encrypted)

User name > ulOnlyAuth
Group name : groupl
Authentication Algorithm : SHA
Privacy Algorithm > None
Remote

Auth Password (encrypted):
8nPzy2hzuba9pG3i 1C/gq0451RynUn7kq94L9WORFrRM=

Priv Password (encrypted) :

snmp-server filter

The snmp-server filter Global Configuration mode command creates or
updates an SNMP server notification filter. Use the no form of this command
to remove a notification filter.

Syntax
snmp-server filter flter-name oid-tree {included | excluded}

no snmp-server filter A/ter-name | oid-tree)

Parameters

* filter-name—Specifies the label for the filter record that is being updated
or created. The name is used to reference the filter in other commands.
(Length: 1-30 characters)

* oid-tree—Specifies the ASN.1 subtree object identifier to be included or
excluded from the view. To identify the subtree, specify a text string
consisting of numbers, such as 1.3.6.2.4, or a word, such as System.
Replace a single sub-identifier with the asterisk (*) wildcard to specify a
subtree family; for example, 1.3.% 4.

* included—Specifies that the filter type is included.

* excluded—Specifies that the filter type is excluded.

Default Configuration
No view entry exists.
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Command Mode
Global Configuration mode

User Guidelines

This command can be entered multiple times for the same filter. If an object
identifier is included in two or more lines, later lines take precedence. The
command's logical key is the pair (filter-name, oid-tree).

Example

The following example creates a filter that includes all objects in the MIB-II

system group except for sysServices (System 7) and all objects for interface 1
in the MIB-II interfaces group (this format depends on the parameters define
din ifEntry).

console(config)# snmp-server filter fl system included
console(config)# snmp-server filter f2 system.7 excluded
console(config)# snmp-server filter f3 ifEntry.*.1 included

show snmp filters

Use the show snmp filters Privileged EXEC mode command to display the
defined SNMP filters.

Syntax
show snmp filters | fi/tername]

Parameters
filtername—Specifies the filter name. (Length: 1-30 characters)

Default Configuration
If filtername is not defined, all filters are displayed.

Command Mode
Privileged EXEC mode
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Example
The following example displays the configured SNMP filters.

console# show snmp filters user-filter

Name OID Tree Type

user-filter 1.3.6.1.2.1.1 Included
user-filter 1.3.6.1.2.1.1.7 Excluded
user-filter 1.3.6.1.2.1.2.2.1.*.1 Included

snmp-server host

Use the snmp-server host Global Configuration mode command to configure
the host for SNMP notifications: (traps/informs). Use the no form of this
command to remove the specified host.

Syntax

snmp-server host {host-1p [ hostname} [traps | informs] [version {1 | 2c | 3
[auth [ noauth [ priv/}] community-string [udp-port port] [filter
filtername] [timeout seconds] [retries retries]

no snmp-server host {ip-address | hostname} [traps [ informs/ [version {1 |

2c [ 3}]

Parameters

*  host-ip—IP address of the host (the targeted recipient). The default is all
IP addresses. This can be an IPv4 address, IPv6 or IPv6z address. See 1Pv6

Address Conventions.

* hostname—Hostname of the host (the targeted recipient). (Range: 1-158
characters. Maximum label size of each part of the host name: 63)

* trap—Sends SNMP traps to this host (default).

* informs—Sends SNMP informs to this host. An inform is a trap that
requires acknowledgement. Not applicable to SNMPv].

SNMPyI traps are used.

*  version 2¢c—SNMPv2 traps or informs are used

*  vyersionl
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version 3

SNMPv2 traps or informs are used

Authentication options are available for SNMP v3 only. The following
options are available:

- noauth—Specifies no authentication of a packet.

— auth

Specifies authentication of a packet without encryption.
- priv—Specifies authentication of a packet with encryption.

community-string—Password-like community string sent with the
notification operation. (Range: 1-20 characters). For vl and v2, any
community string can be entered here. For v3, the community string must
match the user name defined in snmp-server user (ISCLI) command for

V3.

udp-port port—UDP port of the host to use. The default is 162. (Range:
1-65535)

filter filtername—TFilter for this host. If unspecified, nothing is filtered.
The filter is defined using snmp-server filter (no specific order of
commands is imposed on the user). (Range: Up to 30 characters)

timeout seconds—(For informs only) Number of seconds to wait for an
acknowledgment before resending informs. The default is 15 seconds.

(Range: 1-300)

retries retries—(For informs only) Maximum number of times to resend
an inform request, when a response is not received for a generated
message. The default is 3. (Range: 0-255)

Default Configuration
Version: SNMP V1

Type of notification: Traps

udp-port: 162

If informs are specified, the default for retries: 3

Timeout: 15

Command Mode
Global Configuration mode
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User Guidelines
The logical key of the command is the list (ip-address/hostname,
traps/informs, version).

When configuring SNMP vl or v2 notifications recipient, the software
automatically generates a notification view for that recipient for all MIBs.

For SNMPv3 the software does not automatically create a user or a notify
view.

Use the commands snmp-server user (ISCLI) and snmp-server group to
create a user or a group.

Example
The following defines a host at the IP address displayed.

console(config) # snmp-server host 1.1.1.121 abc

snmp-server enginelD local

The snmp-server enginelD local Global Configuration mode command
specifies the SNMP enginelD on the local device for SNMP v3. Use the no
form of this command to remove this engine ID.

Syntax
snmp-server enginelD local { enginerd-string | defaulty

no snmp-server enginelD local

Parameters

* engineid-string—Specifies a concatenated hexadecimal character string
identifying the engine ID. Each byte in a hexadecimal character string is
two hexadecimal digits. Bytes are separated by a period or colon. If an odd
number of hexadecimal digits are entered, the system automatically
prefixes the digit 0 to the string. (Length: 5-32 characters, 9-64
hexadecimal digits)

*  default—Specifies that the engine ID is created automatically based on
the device MAC address.
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Default Configuration
The default engine ID is defined per standard as:

*  First 4 octets: First bit = 1, the rest is IANA Enterprise number = 674.
e Fifth octet: Set to 3 to indicate the MAC address that follows.
e Last 6 octets: The device MAC address.

Command Mode
Global Configuration mode

User Guidelines

To use SNMPv3, an engine ID must be specified for the device. Any ID can
be specified or the default string, which is generated using the device MAC
address, can be used.

As the enginelD should be unique within an administrative domain, the
following guidelines are recommended:

* Since the enginelD should be unique within an administrative domain,
use the default keyword to configure the Engine ID or configure it
explicitly. In the latter case verify that it is unique within the
administrative domain.

*  Changing or removing the value of snmpEnginelD deletes the SNMPv3
users database.
*  The SNMP EnginelD cannot be all 0x0 or all 0xF or 0x000000001.

Example
The following example enables SNMPv3 on the device and sets the device
local engine ID to the default value.

console(config)# snmp-server engineid local default

The engine-id must be unique within your administrative domain.

Do you wish to continue? [Y/N]Y

The SNMPv3 database will be erased. Do you wish to continue? [Y/N]Y
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snmp-server enginelD remote

To specify the SNMP engine ID of a remote SNMP device, use the snmp-
server enginelD remote Global Configuration mode command. Use the no
form of this command to remove the configured engine ID.

Syntax
snmp-server enginelD remote ip-address engineid-string

no snmp-server enginelD remote zp-address

Parameters

* ip-address —IPv4, IPv6 or IPv6z address of the remote device. See [Pv6
Address Conventions.

* engineid-string—The character string that identifies the engine ID. The
engine ID is a concatenated hexadecimal string. Each byte in hexadecimal
character strings is two hexadecimal digits. Each byte can be separated by
a period or colon. If the user enters an odd number of hexadecimal digits,
the system automatically prefixes the hexadecimal string with a zero.
(Range: engineid-string5-32 characters. 9-64 hexadecimal digits)

Default Configuration
The remote enginelD is not configured by default.

Command Mode
Global Contfiguration mode

User Guidelines

A remote engine ID is required when an SNMP version 3 inform is
configured. The remote engine ID is used to compute the security digest for
authenticating and encrypting packets sent to a user on the remote host.

Example

console(config)# snmp-server enginelD remote 1.1.1.1
11:AB:01:CD:23:44
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show snmp enginelD

Use the show snmp enginelD Privileged EXEC mode command to display
the local SNMP engine ID.

Syntax
show snmp enginelD

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example displays the SNMP engine ID.

console# show snmp enginelD
Local SNMP enginelD: 08009009020C0B099C075878
IP address Remote SNMP enginelD

172.16.1.1 08009009020C0B099C0O75879

snmp-server enable traps

Use the snmp-server enable traps Global Configuration mode command to
enable the device to send SNMP traps. Use the no form of the command to
disable all SNMP traps.

Syntax
snmp-server enable traps

no snmp-server enable traps
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Default Configuration
SNMP traps are enabled.

Command Mode
Global Configuration mode

User Guidelines
If no snmp-server enable traps has been entered, you can enable failure traps
by using snmp-server trap authentication as shown in the example.

Example
The following example enables SNMP traps except for SNMP failure traps.

console(config)# snmp-server enable traps
console(config)# no snmp-server trap authentication

snmp-server trap authentication

Use the snmp-server trap authentication Global Configuration mode
command to enable the device to send SNMP traps when authentication
fails. Use the no form of this command to disable SNMP failed
authentication traps.

Syntax
snmp-server trap authentication

no snmp-server trap authentication

Parameters
N/A

Default Configuration
SNMP failed authentication traps are enabled.

Command Mode
Global Configuration mode
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User Guidelines

The command snmp-server enable traps enables all traps including failure
traps. Therefore, if that command is enabled (it is enabled by default), this
command is not necessary.

Example
The following example disables all SNMP traps and enables only failed
authentication traps.

console(config)# no snmp-server enable traps
console(config)# snmp-server trap authentication

snmp-server contact

Use the snmp-server contact Global Configuration mode command to set the
value of the system contact (sysContact) string. Use the no form of the
command to remove the system contact information.

Syntax
snmp-server contact fext

no snmp-server contact

Parameters
text—Specifies system contact information. (Length: 1-160 characters)

Default Configuration
N/A

Command Mode
Global Configuration mode

Example
The following example sets the system contact information to
Technical_Support.

console(config)# snmp-server contact Technical_Support
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snmp-server location

Use the snmp-server location Global Configuration mode command to set
the value of the system location string. Use the no form of this command to
remove the location string.

Syntax
snmp-server location fext

no snmp-server location

Parameters
text—Specifies the system location information. (Length: 1-160 characters)

Default Configuration
N/A

Command Mode
Global Configuration mode

Example
The following example sets the device location to New_York.

console(config)# snmp-server location New_York

snmp-server set

Use the snmp-server set Global Configuration mode command to define
SNMP MIB commands in the configuration file if a MIB performs an action
for which there is no corresponding CLI command.

Syntax
snmp-server set variable-name name value [nameZ valueZ...|

Parameters

* variable-name—Specifies an SNMP MIB variable name, which must be a
valid string.
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* name va/ue—Specifies a list of names and value pairs. Each name and
value must be a valid string. In the case of scalar MIBs, there is only a
single name-value pair. In the case of an entry in a table, there is at least
one name-value pair, followed by one or more fields.

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines

Although the CLI can set any required configuration, there might be a
situation where an SNMP user sets a MIB variable that does not have an
equivalent CLI command. To generate configuration files that support those
situations, the system uses snmp-server set. This command is not intended for
the end user.

Example
The following example configures the scalar MIB sysName with the value
TechSupp.

console(config)# snmp-server set sysName sysname TechSupp

snmp trap link-status

Use the snmp trap link-status Interface Configuration mode command to
enable link-status generation of SNMP traps. Use the no form of this
command to disable generation of link-status SNMP traps.

Syntax
snmp trap link-status

no snmp trap link-status

Parameters
N/A
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Default Configuration
Generation of SNMP link-status traps is enabled

Command Mode
Interface Configuration mode

Example
The following example disables generation of SNMP link-status traps.

console(config)# interface gi0/1
console(config-if)# # no snmp trap link-status

show snmp

Use the show snmp Privileged EXEC mode command to display the SNMP
status.

Syntax
show snmp

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode
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Example

The following example displays the SNMP communications status.

console# show snmp
SNMP is enabled

SNMP traps Source IPv4 interface: vlan 1
SNMP informs Source IPv4 interface: vlan 11
SNMP traps Source IPv6 interface: vlan 10

SNMP informs Source IPv6 interface:

Community- Community-
String Access
public read only
private read write
private su
Community- Group name
string __________
""""""" user-group
public

Traps are enabled.
Authentication trap is enabled.
Version 1,2 notifications

Target Address Type Communi
ty

192.122.173.42 Trap public

192.122.173.42 Inform public

Version 3 notifications
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View name

user-view
Default
DefaultSuper

IP Address

Versi UDP
on Port

2 162
2 162

IP Address Mask
All
172.16.1.1/10
172.16.1.1
Mask Type
Router
Filter TO Retri
Name Sec es
5 -
15 3
3



Target Address Type Usernam

192.122.173.42 Inform  —-—--—-

System Contact: Robert
System Location: Marketing

UDP Filter
Port name
162

TO
Sec

15

The following table describes the significant fields shown in the display.

Field Description

Community-string

The community access string permitting access to SNMP,

Community-access

The permitted access type—read-only, read-write, super

access.

IP Address The management station IP Address.
Target Address The IP address of the targeted recipient.
Version The SNMP version for the sent trap.
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RSA and Certificate Commands

Keys and Certificates
The device automatically generates default RSA/DSA keys and certificates at
following times:

*  When the device is booted following a software upgrade.
*  When the device is booted with an empty configuration.
*  When user-defined keys/certificates are deleted.

Some commands in this section are used to generate user-defined RSA/DSA
keys and certificates that replace the default keys and are used by SSL and
SSH server commands. Other commands can be used to import these keys
from an external source.

These keys and certificates are stored in the configuration files.

The following table describes when these keys/certificates are displayed.

File Type Displayed |Displayed in Show Displayed in Show Command With

Command Without Detailed
Detailed

Startup Config Only user-defined Option is not supported.
keys/certificates.

Running Config Keys are not displayed. |All keys (default and user-defined)

Text-based CLI Keys are displayed as | Option is not supported.
(local backup config. |they were copied.
file, or remote There is no distinction

backup config. file) |here between default
and user-defined keys.
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The following table describes how keys/certificates can be copied from one
type of configuration file to another (using the copy command).

Destination File Type

Copy from Running
Config.

Copy from
Startup
Config.

Copy from Remote/Local
Backup Config. File

All keys/certificates
are copied (but only

Option is

All keys/certificates

remote backup
config. file)

Startup Config. user-defined ones |1t present in this file are
can be displayed supported. |copied (*, *¥).

Onl ; All keys/certificates

Running Config  |N/A J ﬁiuie present in this file are
chmned. copied (*).

Text-based CLI
(local backup Al keys (default | Only user All keys/certificates
config. file, or and u}s/er) defiﬁed present in this file are

copied (**)

* If the Running Configuration file on the device contains default keys (not
user-defined ones), the same default keys remain after reboot.

** In a text-based configuration file, there is no distinction between
automatically-defined, default keys and user-defined keys.

Lists of Commands

crypto key generate dsa

The crypto key generate dsa Global Configuration mode command generates
a public and private DSA key (DSA key pair).

Syntax

crypto key generate dsa

Parameters
N/A
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Default Configuration
The application creates a default key automatically.

Command Mode
Global Configuration mode

User Guidelines
DSA keys are generated in pairs - one public DSA key and one private DSA
key.

If the device already has DSA keys default or user defined, a warning is
displayed with a prompt to replace the existing keys with new keys.

Erasing the startup configuration or returning to factory defaults
automatically deletes the default keys and they are recreated during device
initialization.

This command is not saved in the Running configuration file. However, the
keys generated by this command are saved in a private configuration (which is
never displayed to the user or backed up to another device).

See Keys and Certificates for information on how to display and copy this key

pair.

Example
The following example generates a DSA key pair.

console(config)# crypto key generate dsa
The SSH service is generating a private DSA key.
This may take a few minutes, depending on the key size.

crypto key generate rsa

The crypto key generate rsa Global Configuration mode command generates
RSA key pairs.

Syntax
crypto key generate 1sa
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Parameters
N/A

Default Configuration
The application creates a default key automatically.

Command Mode
Global Configuration mode

User Guidelines
RSA keys are generated in pairs - one public RSA key and one private RSA key.

If the device already has RSA keys, a warning is displayed with a prompt to
replace the existing keys with new keys.

See Keys and Certificates for information on how to display and copy this key
pair.

Example
The following example generates RSA key pairs where a RSA key already

exists.

console(config)# crypto key generate rsa
Replace Existing RSA Key [y/n]? N
console(config)#

crypto key import
The crypto key import Global Configuration mode command imports the
DSA/RSA key pair.

Use the no form of the command to remove the user key and generate a new
default in its place.

Syntax

crypto key import {dsa | rsa}

no crypto key {dsa | rsa}
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Parameters
N/A

Default Configuration
DSA and RSA key pairs do not exist.

Command Mode
Global Configuration mode

User Guidelines
DSA/RSA keys are imported in pairs - one public DSA/RSA key and one
private DSA/RSA key.

If the device already has DSA/RSA keys, a warning is displayed with a prompt
to replace the existing keys with new keys.

This command is saved in the Running Configuration file.

Example

console(config)# crypto key import rsa

-—-- BEGIN SSH2 PRIVATE KEY ----
console(config)# encrypted crypto key import rsa
-—-- BEGIN SSH2 ENCRYPTED PRIVATE KEY ----
Comment: RSA Private Key

84et9C2XUTcRIpemuGINAygnLwfkKJIcDM6m20ReALHScqgLhiOWMSSYNIT1IWFZP1k
EVHH

FptlaECZi7HFfGLcplpMZwjnl+HaXBtQjPDiEtbpScXqrgéml1l/0EnwpFK2TrmUyOli
fwk8

E/mMFX31/2rRZLKEBea5j rA6Q62g15naRwlZkOges+GNeibtvZYSk1jzr56LUr6FT7
Xu5i

KMcU2b2NsuSD5yW8R/x0CW2e 1qDDz/biA2gSgd6FfnW2HV48bTC55eCKrs 1d2MmjbE
xUdz

+RQRhzj cGMBYp6HZzKkD6628HmShOU+hKd7M1K9U4Sr+Pr1vyWUJIEkOgz906aZolCp4
tgmd
VDy/K/G/s15nVLO+bRBLFUXUO/U5hohBcyRUFO2FHYKZrhT i PTSRw+PHt6/+EXKGIE
+TRs
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TIUADMItCRvs+1sB331BdvoRDd198YaA2htZay1TkbMgCUBdTI10+74U0ga/b+bp67wC
YKe9

yen418MaYKtcHIBQmF7sUQZQGP34VPmOMyZzon68S/ZoT77cy0ihRZx9wc 1 1yYhJnD
1YxP
dgXHYhWEKCTCT j6LruSQuxCJ9su89Z IWNn50wdgonLSpvfnabv2GHmmelavel7JJ/7
Ucfo

61q5D4PJ67Vk2XL7PqyHXN931rseTzPuJp I kSLCFZ5ugTMbWWyQEKmHD10x35v 1 Gou
5tky

9LglwG4d+9edctzZaggeq5cgjnsZWIgUoB4Bn4h 1 reyOdHD i FUPPRxkoyhGOGnJuvx
C9T9

K6BF1wBTdDQS+Gu47/0/gRoD/50094sGkzgHSRIIS3WOTOQLbHMTMLPpwn2nXzvFGxXW
L/bu

QhZZSqRonGBMX1cP7KT714TPq2w2k3TGENBNVYHX600NcaTHMgIN2s50gRSyXD9tF+
+6nY

RFMN8CsV+9JQKQP7ZaGc8Ju+d72jvSwppSr032HY+1pzZ4ujkK+/X50awZL5NnkaEQ
TQKX

RSL55S405NP0jS/pC9hg7GaVjoY2mQ7HDpSUBeTIDT IvOWC2kskA9C6aF/Axj 2dXLw
eQd5

Ixk7m0/mMNai JsNk6y33LcuKj IxpNNjKOn9KzRPKGNMFObprfenWwKteDftjQ==
--—- END SSH2 PRIVATE KEY ----

—--—- BEGIN SSH2 PUBLIC KEY ----

Comment: RSA Public Key

AAAAB3NzaClyc2EAAAABIWAAAIEAVRHsSKryBNKMKymb+yWEp9042vupLvYVg3ngtls
B9JH

OcdK/2nw71CQguy1mLsX8/bKMXYSk/3aBEvaoJQ82+r/nRTfOy3HTy4Wp9zVOSiVC8j
LD+7

7t0aHejzfUhrOFRhWWcLnvYwr+nmrYDpS6FADMC2hVA85KZRye9i FXT70tE=
---- END SSH2 PUBLIC KEY ----

show crypto key

The show crypto key Privileged EXEC mode command displays the device’s
SSH public keys for both default and user-defined keys.

Syntax
show crypto key [ mypubkey| [rsa | dsa]
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Parameters
*  mypubkey—Displays only the public key.
* 1sa—Displays the RSA key.
* dsa—Displays the DSA key.

Default Configuration
N/A

Command Mode
Privileged EXEC mode

User Guidelines

See Keys and Certificates for information on how to display and copy this key

pair.

Example
The following example displays the SSH public DSA keys on the device.

console# show crypto key mypubkey dsa

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: RSA Public Key
AAAAB3NzaClyc2EAAAABIWAAAIEAZN31FuS6KSEOZdrGVP 1JHpAS8GSND 1kB
dqZ2q0QPiKCnLPwOXsk9tTVKaHZQ5jJbXn81QZpolaPLJ 1 1H3B1cc96D7 IFF
VkbPbMRbz24dpuWmPVVLU 1Qy5nCKdDCu i 5KKVD6Zj 3gpuhLhMJor7AjAAuSe
Brii2luwMVJuak5M098=

---- END SSH2 PUBLIC KEY ----

Public Key Fingerprint:
6F:93:ca:01:89:6a:de:6e:ee:c5:18:82:b2:10:bc:1e

crypto certificate generate

The crypto certificate generate Global Configuration mode command
generates a self-signed certificate for HTTPS.
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Syntax

crypto certificate number generate [key-generate [length|] [en common-
name| [ou organization-unit| [or organization) [loc location| [st state] [cu
country| [duration days|

Parameters
* number—Specifies the certificate number. (Range: 1-2)

* key-generate /engtli—Regenerates SSL RSA key and specifies the SSL's
RSA key length. (Range: 512-2048)

The following elements can be associated with the key. When the key is
displayed, they are also displayed.

- cn common- name—Specifies the fully qualified device URL or IP
address. (Length: 1-64 characters). If unspecified, defaults to the
lowest IP address of the device (when the certificate is generated).

—  ou organization-unit—Specifies the organization-unit or department
name. (Length: 1-64 characters)

- or organization—Specifies the organization name. (Length: 1-64
characters)

- loc location—Specifies the location or city name. (Length: 1-64
characters)

— st state—Specifies the state or province name. (Length: 1-64
characters)

- cu country—Specifies the country name. (Length: 2 characters)

*  duration days—Specifies the number of days a certification is valid.

(Range: 30-3650)

Default Configuration
The default SSIs RSA key length is 1024.

If en common- name is not specified, it defaults to the device’s lowest static
IPv6 address (when the certificate is generated), or to the device’s lowest
static IPv4 address if there is no static IPv6 address, or to 0.0.0.0 if there is no
static IP address.

If duration days is not specified, it defaults to 365 days.
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Command Mode
Global Configuration mode

User Guidelines
If the RSA key does not exist, you must use the parameter key-generate.

If both certificates 1 and 2 have been generated, use the ip https certificate
command to activate one of them.

See Keys and Certificates for information on how to display and copy this key
pair.
Erasing the startup configuration or returning to factory defaults

automatically deletes the default keys and they are recreated during device
initialization.

Example
The following example generates a self-signed certificate for ITT'TPS whose
length is 2048 bytes.

console(config)# crypto certificate 1 generate key-generate
2048

crypto certificate request

The crypto certificate request Privileged EXEC mode command generates
and displays a certificate request for HT'TPS.

Syntax
crypto certificate numberrequest /en common- name| [ou organization-
unit| [or organization) [loc location) [st state| [cu country]
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Parameters
* number—Specifies the certificate number. (Range: 1-2)

*  The following elements can be associated with the key. When the key is
displayed, they are also displayed.
- cn common- name—Specifies the fully qualified device URL or IP
address. (Length: 1-64 characters). If unspecified, defaults to the
lowest IP address of the device (when the certificate is generated).

—  ou organization-unit—Specifies the organization-unit or department
name. (Length: 1-64 characters)

- or organization—Specifies the organization name. (Length: 1-64
characters)

- loc location—Specifies the location or city name. (Length: 1-64
characters)

— st state—Specifies the state or province name. (Length: 1-64
characters)

- cu country—Specifies the country name. (Length: 2 characters)

Default Configuration

If cn common-name is not specified, it defaults to the device’s lowest static
IPv6 address (when the certificate is generated), or to the device’s lowest
static IPv4 address if there is no static IPv6 address, or to 0.0.0.0 if there is no
static IP address.

Command Mode
Privileged EXEC mode

User Guidelines
Use this command to export a certificate request to a Certification Authority.
The certificate request is generated in Base64-encoded X.509 format.

Before generating a certificate request, first generate a self-signed certificate
using the crypto cerificate generate command to generate the keys. The
certificate fields must be re-entered.

After receiving the certificate from the Certification Authority, use the crypto
cerificate import command to import the certificate into the device. This
certificate replaces the self-signed certificate.
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Example
The following example displays the certificate request for H'T'TPS.

console# crypto certificate 1 request

MIWTCCASOCAQAWY j ELMAKGALUEBhMCUFAXCzAJBgNVBAgTAKNDMQswCQYDV
QQH
EwRDEMMAOGA1UEChMDZGXKMQwwCgYDVQQLEWNKbGQXxCzAJBgNVBAMTAmXKM
RAw

DgKoZ 1 hveNAQKBFgFsMIGFMAOGCSqGS 1 b3DQEBAQUAAAGNADCB 1 QKBgQC8e
cwQ

HAMLO831i0fh/FOMV/Kib6Sz5p+3nUUenbfHp/ igVPmFM+1nbgTDekb2ymC
u6k
aKvEbVLFIF2LmM7VPjDBb9bb4 j nxkvwW/wzDLvW2rsy5NPmH1QVI+8Ubx3G
yCm
/0oW93BSOFwxwESP58kf+sPYPy+/8wwmoNtDw I DAQABoB8WHQYJKoZ IhvcNA
QkH

MRDjEyMwg ICCAgICAICAgIMAOGCSQGS 1b3DQEBBAUAAAGBAGbH8Ug I X7rB0O5
m+2

m5ZZPh Iwl8ARSPXwhVdJexF jbnmvcacqjPG8pl iRV6LkxryGF2bVU3jKEip
cZa

g+uNpyTkDt3ZVU72pjz/fa8TFONn3

crypto certificate import

The crypto certificate import Global Configuration mode command imports
a certificate signed by a Certification Authority for HI'TPS. In addition, the
RSA key-pair can also be imported.

Use the no form of the command to delete the user-defined keys and
certificate.

Syntax
crypto certificate numberimport

no crypto certificate number
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Parameters

* number—Specifies the certificate number. (Range: 1-2).

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines
To end the session (return to the command line to enter the next command),
enter a blank line.

The imported certificate must be based on a certificate request created by the
crypto cerificate request command.

If only the certificate is imported, and the public key found in the certificate
does not match the device's SSL RSA key, the command fails. If both the
public key and the certificate are imported, and the public key found in the
certificate does not match the imported RSA key, the command fails.

This command is saved in the Running configuration file.
See Keys and Certificates for information on how to display and copy this key

pair.

Examples
Example 1 - The following example imports a certificate signed by the

Certification Authority for HHTTPS.

console(config)# crypto certificate 1 import

Please paste the input now, add a period (.) on a separate line
after the input,and press Enter.

M11BkzCB/Q1BADBUMQswCQYDVQQGEwIg I DEKMAgGALUECBMB I DEKMAQGA1U
EBxMB

1 DEVMBMGALUEAXMMMTAUNS4yMzQuMj ASMQOWCAYDVQQKEWEgMQOWCAYDVQQ
LEwEg
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MIGFMAOGCSGGS 1b3DQEBAQUAA4GNADCB i QKBgQDK+beog I cke73sBSL7tC2
DMZrY

00g9XM1AXFOIqL1QIHAAXP+BHGZWwWFK jKjUDBpZn52LxdDulKrpB/hO+TZP
OFv38

7mIDgtnoF1NLSWxkVKRM5LPkaOL/halpYxp7EWAL5iDBzSw5s041v0bSN70
aGjFA
614SW2rrnDy8JbwjWQ I DAQABOAAWDQYJKoZ I hveNAQEEBQADGYEAUQYQiNJ
st6hl

XFDxe7 180d3Uyt3DmF7KE/AmUVOP | F2yUluy/RuxRwKhDp/ IGrK12tzLQz+
s50x7

KIft/1cjzbBYXLvih45ASWG3TRV2WVKYWs89rPPXuShKxggEe TvWgpuS+gX
rigjw
WvzZdonlfXhMacoflgnnEmwelzmrgXBs=

Certificate imported successfully.
Issued by : C= , ST=, L=, CN=0.0.0.0, O= , OU=
Valid From: Jan 24 18:41:24 2011 GMT
Valid to: Jan 24 18:41:24 2012 GMT
Subject: C=US , ST=, L=, CN=router.gm.com, O= General Motors, OU=
SHAL1 Finger print: DC789788 DC88A988 127897BC BB789788

Example 2:The following example imports a certificate signed by the
Certification Authority for HT'TPS, and the RSA key-pair.

console(config)# crypto certificate 1 import

Please paste the input now, add a period (.) on a separate line
after the input,and press Enter.

ACnrgImEGIXkwxBuzZUIAO9NHQ9 1GIsnkf7/MauGPVaxt5vFDF77uQ5CPT49
JWQhuO7cVXh
20wrBhJgB69vLU1JujMIpl I XFpMk8gR3NS7Jz 1 InYAWjHKKbEZBMSKSA6+t
/UzVxevKK6H
TGB7vMxi+hvlblL9zygvmQ6+/6QFfgA51c4nP/8a6bNj0/Z0AgvNAMKN2Wa+t
GUOOAgLOb/C
11EoqzpCq5mT7+VOFhPS04dUU+NwLV1YCb1Fb7MFoAaON+y+2NwoGpOpxOv
DAQENYI17qgszZ
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MWmMCFXu52/ IxC7FDBFWXEBtks4V81Xga7K6ET657xS7m8yTJIFLZIyVawGXK
nlUs6uTzhhW

dKWWcOe/vwMgPtL IWyxWynnaPOfAJ+PawOAdsK75bo79NB im3HCNVXhWNzqg
Tg2s3AYCRBX
WuGoazpxHZ0s4+7swmNZtS0x 14ek43d7RaoedGK 1 jhPgLHuzXHUon7Zx15C
UtP3sbHI+XI

B3u4EEcEngYMewy50bnlvnFSot+d5JHuRwzEaRA IKFfbHa34alVJaN+2AMCb
Ohpl3lkreYo

A8Lk6BUMOU I QaMnhYF+RyPXhPOQs01Pp I PHKBGT i 6pj 39XMviyRXvSpn5+el
YPhve5jYaEn

UeOnVZRhNCVNruJAYXSLhjApf5i 1Qr1JiJb/mVt8+zpqcCU9HCWQQsMIrNFO
FrSpcbHu5v4
ZX4jmd9tTI2mhekoQF1dwUZbFYKRYsK70ps8u7BtgpRTSRUr7goOLfzhzMus
woDSnB65pkC

ql7yZnBeRSOzrUDgHLLRFzwjwmxjmwObxYFRGMLp4=

MIGHAOGBAMVUFgTJIYLbUzmbm6UoLD3ewHYd1ZMXY4A3KLF2SXUd1T IXg84a
ME8DI1itSTB2
Cqy4QB51nhgAobBKC96VRsUe2rzoNG4QDk j 2L9ukQOvoFBYNmbzHc7a+704
3wFVmH+QOXF

TbnRDhIMVrZJGbz11c91zGky1121Xmicy0/nwsXDAQEj
————— END RSA PUBLIC KEY-----

M1 1BkzCB/QIBADBUMQswCQYDVQQGEw I g IDEKMAgGALUECBMB I DEKMAgGAL1U
EBxMB

I DEVMBMGALUEAXMMMTAUNS4yMzQuM j ASMQowCAYDVQQKEWEgMQowCAYDVQQ
LEwEg

M1GFMAOGCSGGS 1b3DQEBAQUAA4GNADCB i QKBgQDK+beog I cke73sBSL7tC2
DMZrY

00g9XM1AXFOi gL 1QIHA4xP+BHGZWwFKjK j UDBpZn52LxdDulKrpB/h0+TZP
OFv38

7m1DgtnoFINLsSWxkVKRM5LPkaOL/halpYxp7EWAt5iDBzSw5s041vObSN70
aGjFA
614SW2rrnDy8JbwjWQ IDAQABOAAWDQYJKoZ IhveNAQEEBQADGYEAUQYQiINJ
st6hl

XFDxe7 180d3Uyt3DmF7KE/AmUVOP i f2yUluy/RuxRwKhDp/ IGrK12tzLQz+
s50x7

KITt/1cjzbBYXLvih45ASWG3TRV2WVKYWs89rPPXu5hKxggEeTviWgpuS+gX
rigjw
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WvzdonlfXhMacoflgnnEmwe IzmrgXBs=

Certificate imported successfully.

Issued by : C= , ST=, L=, CN=0.0.0.0, O= , OU=

Valid From: Jan 24 18:41:24 2011 GMT

Valid to: Jan 24 18:41:24 2012 GMT

Subject: C=US , ST=, L=, CN=router.gm.com, O= General Motors, OU=
SHAL1 Finger print: DC789788 DC88A988 127897BC BB789788

show crypto certificate

The show crypto certificate Privileged EXEC mode command displays the
device SSL certificates and key-pair for both default and user defined keys.

Syntax
show crypto certificate [mycertificate] [number]|

Parameters

* number—Specifies the certificate number. (Range: 1,2)

Default Configuration
Certificate number 1.

Command Mode
Privileged EXEC mode

Examples
The following example displays SSL certificate # 1 present on the device.

console# show crypto certificate 1
Certificate 1:
Certificate Source: Default
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dHmUgUm9vdCBDZXJ0aWZpZX IwXDANBgkghk i GOWOBAQEFAANLADB IAKEAP4
HS

NNH/XQSGA2FFKRBWU2X I1xb7n8VPsTmlxyJ1ltllalGagchfMggeOkmFhcoHS
Wr

yF1FpDOMWOTgDAWIDAQABO4 1B0o jCCAZAWEWY JKwYBBAGCNXQCBAYeBABDAE
Ew

CwROPBAQDAgFGMA8GA1UdEWEB/WQFMAVMBAT8WHQYDVROOBBYEFAT4AMTOBRD
47

ZVKBAEL9Ggp+6MI IBNgYDVROFB I IBLTCCASkwgdKggc+ggcyGge IsZGFwOi
8v

LOVByb3h5JT IwU29mdHdhcmUIMjBSb290JT IwQ2VydG ImaWVyLENOPXNIcn
YA |

Issued by: www.verisign.com

Valid from: 8/9/2003 to 8/9/2004

Subject: CN= router.gm.com, 0= General Motors, C= US
Finger print: DC789788 DC88A988 127897BC BB789788
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Web Server Commands

ip http server

Use the ip http server Global Configuration mode command to enable
configuring and monitoring the device from a web browser. Use the no form
of this command to disable this function.

Syntax
ip http server

no ip http server

Parameters
N/A

Default Configuration
HTTP server is enabled.

Command Mode
Global Configuration mode

Example
The following example enables configuring the device from a web browser.

console(config)# ip http server

ip http port
The ip http port Global Configuration mode command specifies the TCP

port used by the web browser interface. Use the no form of this command to
restore the default configuration.
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Syntax
ip http port port-number

no ip http port

Parameters
port port-number—TFor use by the IIT'TP server. (Range: 1-65534)

Default Configuration
The default port number is 80.

Command Mode
Global Configuration mode

Example
The following example configures the http port number as 100.

console(config)# ip http port 100

ip http timeout-policy

Use the ip http timeout-policy Global Configuration mode command to set
the interval for the system to wait for user input in http/https sessions before
automatic logoff. Use the no form of this command to return to the default
value.

Syntax
ip http timeout-policy rdle-seconds [{http-only | https-only} |

no ip http timeout-policy

Parameters

* idle-seconds—Specifies the maximum number of seconds that a

connection is kept open if no data is received or response data cannot be
sent out. (Range: 0-86400)

*  http-only—The timeout is specified only for http
*  https-only—The timeout is specified only for https
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Default Configuration
600 seconds

Command Mode
Global Configuration mode

User Guidelines
To specify no timeout, enter the ip http timeout-policy 0 command.

Example
The following example configures the http timeout to be 1000 seconds.

console(config)# ip http timeout-policy 1000

ip http secure-server

Use the ip http secure-server Global Configuration mode command to enable
the device to be configured or monitored securely from a browser. Use the no
form of this command to disable this function.

Syntax
ip http secure-server

no ip http secure-server

Parameters
N/A

Default Configuration
disabled

Command Mode
Global Configuration mode

User Guidelines
After this command is used, you must generate a certificate using crypto
certificate generate. If no certificate is generated, this command has no effect.
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Example

console(config)# ip http secure-server

ip http secure-port
Use the ip http secure-port Global Configuration mode command to specify

the TCP port to be used by the secure web browser. To use the default port,
use the no form of this command.

Syntax
ip http secure-port port-number

no ip http secure-port

Parameters
port-number—Port number for use by the IHI'T'TPS server (Range: 1-65534)

Default Configuration
The default port number is 443.

Command Mode
Global Configuration mode

Example

console(config)# ip http secure-port 1234

ip https certificate
Use the ip https certificate Global Configuration mode command to

configure the active certificate for HI'TPS. Use the no form of this command
to restore the default configuration.

Syntax
ip https certificate number

no ip https certificate
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Parameters
number—Specifies the certificate number. (Range: 1-2)

Default Configuration
The default certificate number is 1.

Command Mode
Global Configuration mode

User Guidelines
First, use crypto certificate generate to generate one or two HI'T'PS
certificates. Then use this command to specify which is the active certificate.

Example
The following example configures the active certificate for HI'T'TPS.

console(config)# ip https certificate 2

show ip http

The show ip http Privileged EXEC mode command displays the HT'TP server

configuration.

Syntax
show ip http

Command Mode
Privileged EXEC mode

Example
The following example displays the ITTTP server configuration.

console# show ip http
HTTP server enabled
Port: 80
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Interactive timeout: 10 minutes

show ip https
The show ip https Privileged Privileged EXEC mode command displays the
HTTPS server configuration.

Syntax
show ip https

Command Mode
Privileged EXEC mode

Example
The following example displays the HT'T'PS server configuration.

console# show ip https
HTTPS server enabled
Port: 443

Interactive timeout: Follows the HTTP interactive timeout
(10 minutes)

Certificate 1 is active

Issued by: www.verisign.com

Valid from: 8/9/2003 to 8/9/2004

Subject: CN= router.gm.com, 0= General Motors, C= US
Finger print: DC789788 DC88A988 127897BC BB789788
Certificate 2 is inactive

Issued by: self-signed

Valid from: 8/9/2003 to 8/9/2004

Subject: CN= router.gm.com, 0= General Motors, C= US
Finger print: 1873B936 88DC3411 BC8932EF 782134BA
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ssl version

Use the ssl version Global Configuration mode command to define the

version of the supported SSL.
Use the no form to return to the default.

Syntax
ssl version {v2&v3 | v3}

no ssl version

Parameters
e v2&v3— SSLv2 and SSLv3 are supported.

*  v3 —Only versions starting with SSLv3 are supported.

Defaults
v3

Command Modes
Global Configuration mode

Examples
console(config)# ssl version v3&v3

show ssl version

Use the show ssl versions Privileged EXEC mode command to display the

SSL supported version.

Syntax
show ssl version

Parameters
N/A
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Defaults
N/A

Command Modes
Privileged EXEC mode

Examples
console# show ssl version

Current supported version: SSLv2 and SSLv3
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Telnet, Secure Shell and Secure
Login Commands

ip telnet server

Use the ip telnet server Global Configuration mode command to enable the
device as a Telnet server that accepts connection requests from remote Telnet
clients. Remote Telnet clients can configure the device through the Telnet
connections.

Use the no form of this command to disable the Telnet server functionality
on the device.

Syntax
ip telnet server

no ip telnet server

Default Configuration
Disabled

Command Mode
Global Contfiguration mode

User Guidelines

The device can be enabled to accept connection requests from both remote
SSH and Telnet clients. It is recommended that the remote client connects to
the device using SSH (as opposed to Telnet), since SSH is a secure protocol
and Telnet is not. To enable the device to be an SSH server, use the ip ssh
server command.
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Example
The following example enables the device to be configured from a Telnet
Server.

console(config)# ip telnet server

ip ssh server

The ip ssh server Global Configuration mode command enables the device to
be an SSH server and so to accept connection requests from remote SSH
clients. Remote SSH clients can manage the device through the SSH
connection.

Use the no form of this command to disable the SSH server functionality
from the device.

Syntax
ip ssh server

no ip ssh server

Default Configuration
The SSH server functionality is disabled by default.

Command Mode
Global Configuration mode

User Guidelines
The device, as an SSH server, generates the encryption keys automatically.

To generate new SSH server keys, use the crypto key generate dsa and crypto
key generate 1sa commands.

Example
The following example enables configuring the device to be an SSH server.

console(config)# ip ssh server
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ip ssh port
The ip ssh port Global Configuration mode command specifies the TCP port

used by the SSH server. Use the no form of this command to restore the
default configuration.

Syntax
ip ssh port port-number

no ip ssh port

Parameters

*  port-number—Specifies the TCP port number to be used by the SSH
server. (Range: 1-65535).

Default Configuration
The default TCP port number is 22.

Command Mode
Global Configuration mode

Example

The following example specifies that TCP port number 8080 is used by the
SSH server.

console(config)# ip ssh port 8080

ip ssh password-auth

Use the ip ssh password-auth Global Configuration mode command to
enable password authentication of incoming SSH sessions.

Use the no form of this command to disable this function.

Syntax
ip ssh password-auth
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no ip ssh password-auth

Default Configuration
Password authentication of incoming SSH sessions is disabled.

Command Mode
Global Configuration mode

User Guidelines
This command enables password key authentication by a local SSII server of
remote SSH clients.

The local SSH server advertises all enabled SSH authentication methods and
remote SSH clients are responsible for choosing one of them.

After a remote SSH client is successfully authenticated by public key, the
client must still be AAA-authenticated to gain management access to the
device.

If no SSH authentication method is enabled, remote SSH clients must still be
AAA-authenticated before being granted management access to the device.

Example
The following example enables password authentication of the SSH client.

console(config)# ip ssh password-auth

ip ssh pubkey-auth

Use the ip ssh pubkey-auth Global Configuration mode command to enable
public key authentication of incoming SSI sessions.

Use the no form of this command to disable this function.
Syntax

ip ssh pubkey-auth [auto-login]

no ip ssh pubkey-auth
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Parameters

* auto-login—Specifies that the device management AAA authentication
(CLI'login) is not needed. By default, the login is required after the SSH

authentication.

Default Configuration
Public key authentication of incoming SSH sessions is disabled.

Command Mode
Global Contfiguration mode

User Guidelines
This command enables public key authentication by a local SSH server of
remote SSH clients.

The local SSH server advertises all enabled SSH authentication methods and
remote SSH clients are responsible for choosing one of them.

After a remote SSH client is successfully authenticated by public key, the
client must still be AAA-authenticated to gain management access to the
device, except if the auto-login parameter was specified.

If no SSH authentication method is enabled, remote SSH clients must still be
AAA-authenticated before being granted management access to the device.

If the auto-login keyword is specified for SSH authentication by public key
management access is granted if SSH authentication succeeds and the name
of SSH used is found in the local user database. The device management
AAA authentication is transparent to the user. If the user name is not in the
local user database, then the user receives a warning message, and the user
will need to pass the device management AAA authentication independently
of the SSH authentication.

if the auto-login keyword is not specified, management access is granted only
if the user engages and passes both SSII authentication and device
management AAA authentication independently.If no SSII authentication
method is enabled management access is granted only if the user is AAA
authenticated by the device management. No SSII authentication method
means SSH is enabled and neither SSH authentication by public key nor
password is enabled.
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Example
The following example enables authentication of the SSH client.

console(config)# ip ssh pubkey-auth

crypto key pubkey-chain ssh

The crypto key pubkey-chain ssh Global Configuration mode command
enters the SSH Public Key-chain Configuration mode. This mode is used to
manually specify device public keys, such as SSH client public keys.

Syntax
crypto key pubkey-chain ssh

Default Configuration
Keys do not exist.

Command Mode
Global Configuration mode

User Guidelines
Use this command when you want to manually specify SSH client’s public
keys.

Example

The following example enters the SSH Public Key-chain Configuration mode
and manually configures the RSA key pair for SSH public key-chain to the
user ‘bob’.

console(config)# crypto key pubkey-chain ssh
console(config-keychain)# user-key bob rsa
console(config-keychain-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRwWPWI
Al4kpgIw9GBRoNZQZxjHKcqKLErM1Q+
ZNXFZSkvHG+Qus1Z/76 ILmFT34v7u7ChFAE+
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Vu4GRfpSwoQUVV35LqJJk6710U/zfwOl1g
kTwm175QR9gHu j S6KWGN2QWXgh3ub8gDjTSq
muSn/Wd05i1DX2 1ExQWuO8licglkO2LYciz
+ZATrEU/9FIxwPiVQOjc+KBXUROJuNg5nFYsY
0ZCkON/W9a/tnkm1shRE7Di71+w3fNiOA
6w9044t6+AINEICBCCA4YCF6zMzaTlweTWwX6F+
Rmt5nhhqdAtN/40Jfcel66DgVX1gWmN
ZNR4DYDvSzgOIDnwCAC8Qh

Fingerprint:
a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:h9:33:e9

user-key

The user-key SSII Public Key-string Configuration mode command associates
a username with a manually-configured SSIH public key.

Use the no user-key command to remove an SSH user and the associated
public key.

Syntax
user-key username {rsa | dsa}

no user-key username

Parameters

*  username—Specifies the remote SSH client username. (Length: 1-48
characters)

* rsa—Specifies that the RSA key pair is manually configured.

e dsa

Specifies that the DSA key pair is manually configured.

Default Configuration
No SSH public keys exist.

Command Mode
SSH Public Key-string Configuration mode
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User Guidelines

After entering this command, the existing key, if any, associated with the user will be
deleted. You must follow this command with the key-string command to configure the
key to the user.

Example
The following example enables manually configuring an SSH public key for
SSH public key-chain bob.

console(config)# crypto key pubkey-chain ssh
console(config-keychain)# user-key bob rsa
console(config-keychain-key)# key-string row
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRwWPWI

key-string
The key-string SSII Public Key-string Configuration mode command
manually specifies an SSII public key.

Syntax
key-string /row key-string|

Parameters

* row—Specifies the SSH public key row by row. The maximum length of a
row is 160 characters.

*  key-string—Specifies the key in UU-encoded DER format. UU-encoded

DER format is the same format as in the authorized_keys file used by
OpenSSH.

Default Configuration
Keys do not exist.

Command Mode
SSI Public Key-string Configuration mode
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User Guidelines

Use the key-string SSH Public Key-string Configuration mode command
without the row parameter to specify which SSH public key is to be
interactively configured next. Enter a row with no characters to complete the
command.

Use the key-string row SSII Public Key-string Configuration mode command
to specify the SSH public key, row by row. Each row must begin with a key-
string row command.

The UU-encoded DER format is the same format as in the authorized_keys
file used by OpenSSH.

Example

The following example enters public key strings for SSH public key client
‘bob’.

console(config)# crypto key pubkey-chain ssh
console(config-keychain)# user-key bob rsa
console(config-keychain-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVYTNRWPWI
Al4kpglw9GBRoNZQZXx JHKcKLErMIQ+

ZNXFZSkvHG+Qus1Z/76 ILmFT34v7u7ChFAE+
Vu4GRFpSwoQUvV35LgJIk6710U/zfwOl 1g

kTwm175QR9gHuj S6KWGN2QWXgh3ub8gDj TSq

muSn/Wd05iDX2 IExQWuO8licglk02LYciz

+ZATrEU/9FIxwPiVQOj c+KBXuROJuNg5nFYsY
0ZCkON/W9a/tnkm1shRE7Di 71+w3TNiOA
6w9044t6+AINEICBCCA4YCF6zMzaTlwe FWwX6 T+
Rmt5nhhgdAtN/40Jfcel66DqVX1gWmN

ZzNR4DYDvSzgO1DnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:€9
console(config)# crypto key pubkey-chain ssh
console(config-keychain)# user-key bob rsa
console(config-keychain-key)# key-string row AAAAB3Nza
console(config-keychain-key)# key-string row Clyc2
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show ip ssh
The show ip ssh Privileged EXEC mode command displays the SSH server

configuration.

Syntax
show ip ssh

Command Mode
Privileged EXEC mode

Example
The following example displays the SSH server configuration.

console# show ip ssh

SSH server enabled. Port: 22

RSA key was generated.

DSA (DSS) key was generated.

SSH Public Key Authentication is enabled with auto-login.
SSH Password Authentication is enabled.

Active incoming sessions:

IP Address SSH Username Version Cipher Auth Code
172.16.0.1 John Brown 1.5 3DES HMAC-SHA1
182.20.2.1 Bob Smith 1.5 3DES Password

The following table describes the significant fields shown in the display.

Field Description

IP Address The client address

SSH Username The user name

Version The SSH version number

Cipher The encryption type (3DES, Blowfish, RC4)
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Field Description

Auth Code The authentication Code (HMAC-MD5, HMAC-SHA1) or
Password

show crypto key pubkey-chain ssh

The show crypto key pubkey-chain ssh Privileged EXEC mode command
displays SSII public keys stored on the device.

Syntax
show crypto key pubkey-chain ssh [username wusername] [fingerprint

{bubble-babble | hex}]

Parameters

* username username—Specifies the remote SSH client username. (Length:
1-48 characters)
* fingerprint {bubble-babble | hex}—Specifies the fingerprint display
format. The possible values are:
—  bubble-babble—Specifies that the fingerprint is displayed in Bubble
Babble format.

—  hex—Specifies that the fingerprint is displayed in hexadecimal
format.

Default Configuration
The default fingerprint format is hexadecimal.

Command Mode
Privileged EXEC mode

Example
The following examples display SSII public keys stored on the device.

console# show crypto key pubkey-chain ssh
Username Fingerprint
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bob 9A:CC:01:C5:78:39:27:86:79:CC:23:C5:98:59:F1:86
john 98:F7:6E:28:F2:79:87:C8:18:F8:88:CC:F8:89:87:C8

console# show crypto key pubkey-chain ssh username bob
Username Fingerprint

bob 9A:CC:01:C5:78:39:27:86:79:CC:23:C5:98:59:F1:86
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Line Commands

line
The line Global Configuration mode command identifies a specific line for
configuration and enters the Line Configuration command mode.

Syntax
line {console | telnet [ ssh}

Parameters
¢ console—Enters the terminal line mode.

* telnet—Configures the device as a virtual terminal for remote access
(Telnet).

* ssh—Configures the device as a virtual terminal for secured remote access

(SSIH).

Command Mode
Global Configuration mode

Example
The following example configures the device as a virtual terminal for remote
(Telnet) access.

console(config)# line telnet
console(config-line)#

speed
Use the speed command in Line Configuration mode to set the line baud
rate.

Use the no form of this command to restore the default configuration.
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Syntax
speed bps

no speed
Parameters

bps—Specifies the baud rate in bits per second (bps). Possible values are
4800, 9600, 19200, 38400, 57600, and 115200.

Default Configuration
The default speed is 115200 bps.

Command Mode
Line Configuration Mode

User Guidelines
The configured speed is only applied when autobaud is disabled. This
configuration applies to the current session only.

Example
The following example configures the line baud rate as 9600 bits per second.

console(config-line)# speed 9600

autobaud

Use the autobaud command in Line Configuration mode to configure the
line for automatic baud rate detection (autobaud).

Use the no form of this command to disable automatic baud rate detection.

Syntax
autobaud

no autobaud

Default Configuration
Automatic baud rate detection is enabled.
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Command Mode
Line Configuration Mode

User Guidelines

When this command is enabled, it is activated as follows: connect the console
to the device and press the Enter key twice. The device detects the baud rate
automatically.

Example
The following example enables autobaud.

console(config)# line console
console(config-line)# autobaud

exec-timeout

The exec-timeout Line Configuration mode command sets the session idle
time interval, during which the system waits for user input before automatic
logoff. Use the no form of this command to restore the default configuration.

Syntax
exec-timeout minutes | seconds)

no exec-timeout

Parameters
* minutes—Specifies the number of minutes. (Range: 0-65535)

e seconds

Specities the number of seconds. (Range: 0-59)

Default Configuration
The default idle time interval is 10 minutes.

Command Mode
Line Configuration Mode
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Example
The following example sets the telnet session idle time interval before
automatic logoff to 20 minutes and 10 seconds.

console(config)# line telnet
console(config-line)# exec-timeout 20 10

show line

The show line Privileged EXEC mode command displays line parameters.

Syntax
show line /console / telnet | ssh/

Parameters
* console—Displays the console configuration.
* telnet—Displays the Telnet configuration.

* ssh—Displays the SSH configuration.

Default Configuration
If the line is not specified, all line configuration parameters are displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays the line configuration.

console# show line
Console configuration:
Interactive timeout: Disabled

History: 10
Baudrate: 9600
Databits: 8

Parity: none
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Stopbits: 1

Telnet configuration:

Telnet is enabled.

Interactive timeout: 10 minutes 10 seconds
History: 10

SSH configuration:

SSH is enabled.

Interactive timeout: 10 minutes 10 seconds
History: 10

Line Commands
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Authentication, Authorization and
Accounting

aaa authentication login

Use the aaa authentication login Global Configuration mode command to
set one or more authentication methods to be applied during login. Use the
no form of this command to restore the default authentication method.

Syntax
aaa authentication login {default / /ist-name} methodl |method?...]

no aaa authentication login {default / /ist-name}

Parameters

default—Uses the authentication methods that follow this argument as
the default method list when a user logs in (this list is unnamed).

[list-name—Specifies a name of a list of authentication methods activated
when a user logs in. (Length: 1-12 characters)

methodl | methodZ...|—Specifies a list of methods that the
authentication algorithm tries (in the given sequence). Each additional
authentication method is used only if the previous method returns an
error, not if it fails. To ensure that the authentication succeeds even if all
methods return an error, specify none as the final method in the command
line. Select one or more methods from the following list::

Keyword Description
enable Uses the enable password for authentication.
line Uses the line password for authentication.

local Uses the locally-defined usernames for authentication.
none Uses no authentication.
radius Uses the list of all RADIUS servers for authentication.
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Keyword Description

tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

If no methods are specified, the default are the locally-defined users and
passwords. This is the same as entering the command aaa authentication
login local.

Command Mode
Global Configuration mode

User Guidelines

Create a list of authentication methods by entering this command with the
list-name parameter where /list-name is any character string. The method
arguments identifies the list of methods that the authentication algorithm
tries, in the given sequence.

The default and list names created with this command are used with the
login authentication command.

no aaa authentication login /ist-name deletes a list-name only if it has not
been referenced by another command.

Example
The following example sets the authentication login methods for the console.

console(config)# aaa authentication login authen-list radius
local none

console(config)# line console
console(config-line)# login authentication authen-list

aaa authentication enable

The aaa authentication enable Global Configuration mode command sets
one or more authentication methods for accessing higher privilege levels. To
restore the default authentication method, use the no form of this command.
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Syntax
aaa authentication enable {default / /ist-name} method | method?...|}

no aaa authentication enable {default / /ist-name}

Parameters

default—Uses the listed authentication methods that follow this
argument as the default method list, when accessing higher privilege
levels.

list-name —Specifies a name for the list of authentication methods
activated when a user accesses higher privilege levels. (Length: 1-12
characters)

method | methodZ...]—Specifies a list of methods that the authentication
algorithm tries, in the given sequence. The additional authentication
methods are used only if the previous method returns an error, not if it
fails. Specify none as the final method in the command line to ensure that
the authentication succeeds, even if all methods return an error. Select one
or more methods from the following list:

Keyword Description

enable Uses the enable password for authentication.

line Uses the line password for authentication.

none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

The enable password command defines the default authentication login
method. This is the same as entering the command aaa authentication
enable default enable.

On a console, the enable password is used if a password exists. If no password
is set, authentication still succeeds. This is the same as entering the
command aaa authentication enable default enable none.

Command Mode
Global Contfiguration mode
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User Guidelines

Create a list by entering the aaa authentication enable /st-name method]
[method?...] command where /ist-name is any character string used to name
this list. The method argument identifies the list of methods that the
authentication algorithm tries, in the given sequence.

The default and list names created by this command are used with the enable
authentication command.

All aaa authentication enable requests sent by the device to a RADIUS server
include the username $enabx$., where x is the requested privilege level.

All aaa authentication enable requests sent by the device to a TACACS +
server include the username that is entered for login authentication.

The additional methods of authentication are used only if the previous
method returns an error, not if it fails. Specify none as the final method in the
command line to ensure that the authentication succeeds even if all methods
return an error.

no aaa authentication enable /ist-name deletes list-name if it has not been
referenced.

Example
The following example sets the enable password for authentication for
accessing higher privilege levels.

console(config)# aaa authentication enable enable-list radius
none

console(config)# line console
console(config-line)# enable authentication enable-list

login authentication

The login authentication Line Configuration mode command specifies the
login authentication method list for a remote Telnet or console session. Use
the no form of this command to restore the default authentication method.

Syntax
login authentication {default / /ist-name}
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no login authentication

Parameters

¢ default—Uses the default list created with the aaa authentication login
command.

»  [list-name—1Uses the specified list created with the aaa authentication
login command.

Default Configuration
default

Command Mode
Line Configuration Mode

Examples
Example 1 - The following example specifies the login authentication
method as the default method for a console session.

console(config)# line console
console(config-line)# login authentication default

Example 2 - The following example sets the authentication login methods for
the console as a list of methods.

console(config)# aaa authentication login authen-list radius
local none

console(config)# line console
console(config-line)# login authentication authen-list

enable authentication

The enable authentication Line Configuration mode command specifies the
authentication method for accessing a higher privilege level from a remote
Telnet or console. Use the no form of this command to restore the default
authentication method.
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Syntax
enable authentication {default / /ist-name}

no enable authentication

Parameters

e default—Uses the default list created with the aaa authentication enable
command.

»  [ist-name—1Uses the specified list created with the aaa authentication
enable command.

Default Configuration
default.

Command Mode
Line Configuration Mode

Example
Example 1 - The following example specifies the authentication method as
the default method when accessing a higher privilege level from a console.

console(config)# line console
console(config-line)# enable authentication default

Example 2 - The following example sets a list of authentication methods for
accessing higher privilege levels.

console(config)# aaa authentication enable enable-list radius
none

console(config)# line console
console(config-line)# enable authentication enable-list
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ip http authentication

The ip http authentication Global Configuration mode command specifies
authentication methods for HT'TP server access. Use the no form of this
command to restore the default authentication method.

Syntax
ip http authentication aaa login-authentication method! | method?...

no ip http authentication aaa login-authentication

Parameters

* method [methodZ...]—Specifies a list of methods that the authentication
algorithm tries, in the given sequence. The additional authentication
methods are used only if the previous method returns an error, not if it
fails. Specify none as the final method in the command line to ensure that
the authentication succeeds, even if all methods return an error. Select one
or more methods from the following list:

Keyword Description

local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration
The local user database is the default authentication login method. This is
the same as entering the ip http authentication local command.

Command Mode
Global Configuration mode

User Guidelines
The command is relevant for HT'TP and HT'TPS server users.
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Example
The following example specifies the HHTTP access authentication methods.

console(config)# ip http authentication aaa login-
authentication radius local none

show authentication methods

The show authentication methods Privileged EXEC mode command displays
information about the authentication methods.

Syntax
show authentication methods

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode
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Example

The following example displays the authentication configuration.

console# show authentication methods
Login Authentication Method Lists
Default: Radius, Local, Line
Console_Login: Line, None

Enable Authentication Method Lists
Default: Radius, Enable
Console_Enable: Enable, None

Line Login Method List
Console Console_Login
Telnet Default

SSH Default

HTTP, HHTPS: Radius, local
Dotlx: Radius

Enable Method List
Console_Enable
Default

Default

password

Use the password Line Configuration mode command to specify a password
on a line (also known as an access method, such as a console or Telnet). Use
the no form of this command to return to the default password.

Syntax
password password [encrypted]

no password

Parameters

»  password—Specifies the password for this line. (Length: 0-159 characters)

* encrypted—Specifies that the password is encrypted and copied from

another device configuration.
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Default Configuration
No password 1s defined.

Command Mode
Line Configuration Mode

Example
The following example specifies the password ‘secret’ on a console.

console(config)# line console
console(config-line)# password secret

enable password

Use the enable password Global Configuration mode command to set a local
password to control access to normal and privilege levels. Use the no form of
this command to return to the default password.

Syntax
enable password {unencrypted-password | encrypted encrypted-password}

no enable password

Parameters
*  unencrypted-password—Password for this level. (Range: 0-159 chars)

* password encrypted encrypted-password—Specifies that the password is
encrypted. Use this keyword to enter a password that is already encrypted
(for instance that you copied from another the configuration file of
another device). (Range: 1-40)

Default Configuration
Passwords are encrypted by default.

Command Mode
Global Configuration mode
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User Guidelines

When the administrator configures a new enable password, this password is
encrypted automatically and saved to the configuration file. No matter how
the password was entered, it appears in the configuration file with the
keyword encrypted and the encrypted value.

If the administrator wants to manually copy a password that was configured
on one switch (for instance, switch B) to another switch (for instance, switch
A), the administrator must add encrypted in front of this encrypted password
when entering the enable command in switch A. In this way, the two switches
will have the same password.

Passwords are encrypted by default. You only are required to use the
encrypted keyword when you are actually entering an encrypted keyword.

Examples

Example 1 - The command sets a password that has already been encrypted.
It will copied to the configuration file just as it is entered. To use it, the user
must know its unencrypted form.

console(config)# enable password encrypted
4b529121c93d4706090285b0c10172eb073ffebc4

service password-recovery

Use the service password-recovery Global Configuration mode command to
enable the password-recovery mechanism. This mechanism allows an end
user, with physical access to the console port of the device, to enter the boot
menu and trigger the password recovery process. Use the no service password-
recovery command to disable the password-recovery mechanism. When the
password-recovery mechanism is disabled, accessing the boot menu is still
allowed and the user can trigger the password recovery process. The difference
is, that in this case, all the configuration files and all the user files are
removed. The following log message is generated to the terminal: “All the
configuration and user files were removed”.

Syntax
service password-recovery

no service password-recovery
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Parameters
N/A

Default Configuration
The service password recovery is enabled by default.

Command Mode
Global Configuration mode

User Guidelines

* If password recovery is enabled, the user can access the boot menu and
trigger the password recovery in the boot menu. All configuration files and
user files are kept.

* If password recovery is disabled, the user can access the boot menu and
trigger the password recovery in the boot menu. The configuration files
and user files are removed.

* If adevice is configured to protect its sensitive data with a user-defined
passphrase for (Secure Sensitive Data), then the user cannot trigger the
password recovery from the boot menu even if password recovery is

enabled.

» Ifadevice is configured to protect its sensitive data with a user-defined
passphrase for (Secure Sensitive Data), then the user cannot trigger the
password recovery from the boot menu even if password recovery is
enabled.

Example

The following command disables password recovery:

console(config)# no service password recovery
Note that choosing to use Password recovery option in the
Boot Menu during the boot process will remove the

configuration files and the user files. Would you like to
continue ? Y/N.
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username

Use the username Global Configuration mode command to establish a
username-based authentication system. Use the no form to remove a user
name.

Syntax
username name nopassword | {password { unencrypted-password |
{encrypted encrypted-password}}}

no username name

Parameters
* name—The name of the user. (Range: 1-20 characters)
* nopassword—No password is required for this user to log in.
* password—Specifies the password for this username. (Range: 1-64)

* unencrypted-password—The authentication password for the user.

(Range: 1-159)
* encrypted encrypted-password—Specifies that the password is MD5

encrypted. Use this keyword to enter a password that is already encrypted

(for instance that you copied from another the configuration file of
another device). (Range: 1-40)

Default Configuration
No user is defined.

Command Mode
Global Contfiguration mode

Usage Guidelines

The last user (regardless of whether it is the default user or any user) cannot

be removed and cannot be a remote user.
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Examples
Example 1 - Sets an unencrypted password for user tom (level 15). It will be
encrypted in the configuration file.

console(config)# username tom password 1234

show users accounts

The show users accounts Privileged EXEC mode command displays
information about the users local database.

Syntax
ShOW users accounts

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example displays information about the users local database.

console# show users accounts

Password
Username Expiry date
Bob Jan 18 2005
Robert Jan 19 2005
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The following table describes the significant fields shown in the display:

Field Description
Username The user name.
Password Expiry date The user's password expiration date.

aaa accounting login

Use the aaa accounting login command in Global Configuration mode to
enable accounting of device management sessions. Use the no form of this
command to disable accounting.

Syntax
aaa accounting login start-stop group {radius | tacacs+}

no aaa accounting login start-stop [group {radius | tacacs+}]

Parameters
* group radius—Uses a RADIUS server for accounting.

» group tacacs+—Uses a TACACS+ server for accounting.

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
This command enables the recording of device management sessions (Telnet,
serial and WEB but not SNMP).

It records only users that were identified with a username (e.g. a user that was
logged in with a line password is not recorded).

If accounting is activated, the device sends a “start”/“stop” messages to a
RADIUS server when a user logs in / logs out respectively.

The device uses the configured priorities of the available
RADIUS/TACACS + servers in order to select the RADIUS/TACACS + server.
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The following table describes the supported RADIUS accounting attributes
values, and in which messages they are sent by the switch.

Name Start Stop Message |Description
Message

User-Name (1) Yes Yes User’s identity.

NAS-IP-Address (4) Yes Yes The switch IP address
that is used for the
session with the
RADIUS server.

Class (25) Yes Yes Arbitrary value is
included in all
accounting packets for a
specific session.

Called-Station-ID (30) Yes Yes The switch IP address
that is used for the
management session.

Calling-Station-ID (31) Yes Yes The user IP address.

Acct-Session-1D (44) Yes Yes A unique accounting
identifier.

Acct-Authentic (45) Yes Yes Indicates how the
supplicant was
authenticated.

Acct-Session-Time (46) No Yes Indicates how long the
user was logged in.

Acct-Terminate-Cause (49) |No Yes Reports why the session

was terminated.

The following table describes the supported TACACS + accounting
arguments and in which messages they are sent by the switch.

Name Description Start Message |Stop
Message
task_id A unique accounting session Yes Yes
identifier.
user username that is entered for login |Yes Yes
authentication
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Name Description Start Message |Stop
Message
rem-addr IP address.of the user Yes Yes
elapsed-time Indicates how long the user was  |No Yes
logged in.
reason Reports why the session was No Yes
terminated.

Example

console(config)# aaa accounting login start-stop group radius

aaa accounting dot1x

To enable accounting of 802.1x sessions, use the aaa accounting dot1x Global
Configuration mode command. Use the no form of this command to disable
accounting.

Syntax

aaa accounting dotlx start-stop group radius

no aaa accounting dotlx start-stop group radius

Parameters
N/A

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
This command enables the recording of 802.1x sessions.

If accounting is activated, the device sends start/stop messages to a RADIUS
server when a user logs in / logs out to the network, respectively.
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The device uses the configured priorities of the available RADIUS servers in
order to select the RADIUS server.

If a new supplicant replaces an old supplicant (even if the port state remains
authorized), the software sends a stop message for the old supplicant and a
start message for the new supplicant.

In multiple sessions mode (dotlx multiple-hosts authentication), the
software sends start/stop messages for each authenticated supplicant.

In multiple hosts mode (dotlx multiple-hosts), the software sends start/stop
messages only for the supplicant that has been authenticated.

The software does not send start/stop messages if the port is force-authorized.

The software does not send start/stop messages for hosts that are sending
traffic on the guest VLAN or on the unauthenticated VLANS.

The following table describes the supported Radius accounting Attributes
Values and when they are sent by the switch.

Name Start Stop Description
User-Name (1) Yes Yes Supplicant’s identity.
NAS-TP-Address (4) Yes Yes The switch IP address that is

used for the session with the
RADIUS server.

NAS-Port (5) Yes Yes The switch port from where the
supplicant has logged in.

Class (25) Yes Yes The arbitrary value that is
included in all accounting
packets for a specific session.

Called-Station-ID (30) Yes Yes The switch MAC address.

Calling-Station-ID (31) Yes Yes The supplicant MAC address.

Acct-Session-1D (44) Yes Yes A unique accounting identifier.

Acct-Authentic (45) Yes Yes Indicates how the supplicant
was authenticated.

Acct-Session-Time (46) No Yes Indicates how long the
supplicant was logged in.

Acct-Terminate-Cause (49) No Yes Reports why the session was
terminated.
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Name Start Stop Description

Nas-Port-Iype (61) Yes Yes Indicates the supplicant
physical port type.

Example

console(config)# aaa accounting dotlx start-stop group radius

show accounting

The show accounting EXEC mode command displays information as to
which type of accounting is enabled on the switch.

Syntax
show accounting

Parameters
N/A

Default Configuration
N/A

Command Mode
User EXEC mode

Example
The following example displays information about the accounting status.

console# show accounting
Login: Radius
802.1x: Disabled
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passwords min-length

To configure the minimal length required for passwords in the local database,
use the passwords min-length command in Global Configuration mode. Use
the no form to remove the requirement.

Syntax
passwords min-length /ength

no passwords min-length

Parameters

*  Jength—Specifies the minimal length required for passwords. (Range: 8-64)

Default Configuration
There is no minimal length requirement until this command is executed.

Command Mode
Global Configuration mode

User Guidelines
The setting is relevant to local user passwords, line passwords, and enable
passwords.

The software checks the minimum length requirement when defining a
password in an unencrypted format, or when a user tries to log in.

Note that if a password is inserted in encrypted format, the minimum length
requirement is checked during user login only.

Passwords that were defined before defining the minimum length
requirement are only checked during user login.

Example
The following example configures the minimal required password length to §
characters.

console(config) # passwords min-length §
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passwords strength-check enable

Use the passwords strength-check enable Global Configuration mode
command to enforce minimum password strength. The no form of this
command disables enforcing password strength.

Syntax
passwords strength-check enable

no passwords strength-check enable

Parameters

N/A

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
If password strength is enabled, the user is forced to enter passwords that:

Contain characters from user-defined several character classes (uppercase
letters, lowercase letters, numbers, and special characters available on a

standard keyboard).

Contain no character that is repeated more than user-defined times
consecutively.

The user can control the above attributes of password strength with specific
COlTllTlHHdS.

Example
The following example enables password strength and configures the
character classes to 3.

console(config) # passwords strength-check enable
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passwords strength minimum character-classes

Use the passwords strength minimum character-classes Global Configuration
mode command to configure the minimal classes required for passwords in
the local database. Use the no form to remove the requirement.

Syntax
passwords strength minimum character-classes number

no passwords strength minimum character-classes

Parameters

*  number—The minimal number of different character classes required in a
password (Range: 0-4)

Default Configuration
0

Command Mode
Global Configuration mode

User Guidelines
The setting is relevant to local users’ passwords, line passwords and enable
passwords.

The software checks the minimum length requirement when you define a
password in an unencrypted format.

The classes are: upper case letters, lower case letters, numbers and special
characters.

passwords strength max-limit repeated-
characters

Use the passwords strength max-limit repeated-characters Global
Configuration mode command to configure the maximum number of
characters in the new password that can be repeated consecutively. Use the no
form to remove the requirement.
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Syntax
passwords strength max-limit repeated-characters number

no passwords strength max-limit repeated-characters

Parameters

*  number—The maximum number of characters in the new password that

can be repeated consecutively. (Range: 0-16).

Default Configuration
1

Command Mode
Global Configuration mode

User Guidelines

The setting is relevant to local users” passwords, line passwords and enable
passwords. The software checks the maximum number of characters in the
new password that can be repeated consecutively.

passwords aging

Use the passwords aging Global Configuration mode command to enforce
password aging. Use the no form of this command to return to default.

Syntax
passwords aging days

no passwords aging

Parameters

*  days—Specifies the number of days before a password change is forced.
You can use 0 to disable aging. (Range: 0-365).

Default Configuration
180
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Command Mode
Global Configuration mode

User Guidelines
Aging is relevant only to users of the local database and to enable a password.

To disable password aging, use passwords aging 0.

Using no passwords aging sets the aging time to the default.

Example
The following example configures the aging time to be 24 days.

console(config) # passwords aging 24

passwords history

The passwords history Global Configuration mode command configures the
number of password changes required before a password can be reused. Use
the no form of this command to remove the requirement.

Syntax
passwords history number

no passwords history

Parameters

* number—Specifies the number of password changes required before a
password can be reused. (Range: 1-10).

Default Configuration
Password history is disabled.

Command Mode
Global Configuration mode
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User Guidelines
The setting is relevant to local users” passwords, line passwords and enable
passwords.

Password history is not checked during a configuration download.
The password history is kept even if the password history check is disabled.

The password history for a user is kept as long as the user is defined.

Example
The following example sets the number of password changes required before a
password can be reused to 10.

console(config)# passwords history 10

passwords history hold-time

The passwords history hold-time Global Configuration mode command
configures the duration that a password is relevant for tracking passwords
history. Use the no form of this command to return to the default
configuration.

Syntax
passwords history hold-time days

no passwords history hold-time

Parameters

*  days—Specifies the number of days a password is relevant for tracking
passwords history. (Range: 1-365).

Default Configuration
There is no history hold time by default.

Command Mode
Global Contfiguration mode
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User Guidelines
The setting is relevant to local users’ passwords, line passwords and enable
passwords.

The passwords are not deleted from the history database when they are not
relevant for the password history tracking. Increasing the hold time might
"return back" passwords.

Example
The following example configures the duration that a password is relevant for
tracking passwords history.

console(config)# passwords history hold-time 10

passwords lockout

The passwords lockout Global Configuration mode command enables user
account lockout after a series of authentication failures. Use the no form of
this command to disable the lockout feature.

Syntax
passwords lockout number

no passwords lockout

Parameters

* number—Specifies the number of authentication failures before the user
account is locked-out. (Range: 1-5).

Default Configuration
Lockout is disabled.

Command Mode
Global Configuration mode

User Guidelines
The setting is relevant to local users’ passwords, line passwords and enable
passwords.
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The account is not locked out for access from the local console.

A user can release accounts that are locked out by using the set username
active, set enable-password active and set line active Privileged EXEC mode
commands.

Disabling lockout unlocks all users.
Re-enabling lockout resets the authentication failures counters.

Changing the authentication failures threshold does not reset the counters.

Example
The following example enables user account lockout after 3 successive
authentication failures.

console(config)# passwords lockout 3

aaa login-history file
The aaa login-history file Global Configuration mode command enables

writing to the login history file. Use the no form of this command to disable
writing to the login history file.

Syntax
aaa login-history file

no aaa login-history file

Default Configuration
Writing to the login history file is enabled.

Command Mode
Global Contfiguration mode

User Guidelines
The login history is stored in the device internal buffer.
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Example
The following example enables writing to the login history file.

console(config)# aaa login-history file

set username active

The set username active Privileged EXEC mode command reactivates a
locked out user account.

Syntax
set username name active

Parameters

* name—Specifies the user name: (Length: 1-20 characters).

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example reactivates user ‘Bob’.

console# set username Bob active

set line active

The set line active Privileged EXEC mode command reactivates a locked out
line.

Syntax
set line {console | telnet | ssh} active
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Parameters
¢ console—Reactivates the console terminal line.

* telnet—Reactivates the virtual terminal for remote (Telnet) console
access.

* ssh—Reactivates the virtual terminal for secured remote (SSH) console
access.

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example reactivates the virtual terminal for remote (Telnet)
console access.

console# set line telnet active

set enable-password active

The set enable-password active Privileged EXEC mode command reactivates
a locked out local password.

Syntax
set enable-password 15 active

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode
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Example
The following example reactivates a local password.

console# set enable-password 15 active

show passwords configuration

The show passwords configuration Privileged EXEC mode command displays
information about the password management configuration.

Syntax
show passwords configuration

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
console# show passwords configuration

Passwords aging is enabled with aging time 180 days.
Passwords strength-check is enabled

Minimal length: 8

Minimum character classes: 4

Maximal number of repeated characters: 2

Enable Passwords

Line Passwords

Line

Console

Telnet
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SSH

show users login-history
The show users login-history Privileged EXEC mode command displays

information about the user’s login history.

Syntax

show users login-history [username name]

Parameters

* name—Name of the user. (Range: 1-20 characters).

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example

The following example displays information about the users’ login history.

console# show users login-history

File save: Enabled.

Login Time

Jan 18 2004 23:58:17
Jan 19 2004 07:59:23
Jan 19 2004 08:23:48
Jan 19 2004 08:29:29
Jan 19 2004 08:42:31
Jan 19 2004 08:49:52

Username
Robert
Robert
Bob
Robert
John
Betty

Protocol

Location
172.16.1.8
172.16.0.8

172.16.0.8
172.16.0.1
172.16.1.7
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RADIUS Commands

radius-server host

Use the radius-server host Global Configuration mode command to configure
a RADIUS server host. Use the no form of the command to delete the
specified RADIUS server host.

Syntax

radius-server host {ip-address | hostname} |auth-port auth-port-number]
[acct-port acct-port-number| [timeout timeout] [retransmit retries)
[deadtime deadtime] [key key-string] [source source-ip| [priority priority]
[usage {login /dotl.x /all}]

no radius-server host {ip-address | hostname}

Parameters

*  jp-address—Specifies the RADIUS server host IP address. The IP address
can be an IPv4, IPv6 or IPv6z address. See [Pv6 Address Conventions.

*  hostname—Specifies the RADIUS server host name. Translation to IPv4
addresses only is supported. (Length: 1-158 characters. Maximum label
length of each part of the hostname: 63 characters)

* auth-port auth-port-number—Specifies the port number for
authentication requests. If the port number is set to 0, the host is not used
for authentication. (Range: 0-65535)

* acct-port acct-port-number—Port number for accounting requests. The
host is not used for accountings if set to 0. If unspecified, the port number
defaults to 1813.

* timeout #meout—Specifies the timeout value in seconds. (Range: 1-30)

* retransmit retries—Specifies the number of retry retransmissions (Range:

1-15)

* deadtime deadtime—Specifies the length of time in minutes during which
a RADIUS server is skipped over by transaction requests. (Range: 0-2000)
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* key key-string—Specities the authentication and encryption key for all
RADIUS communications between the device and the RADIUS server.
This key must match the encryption used on the RADIUS daemon. To
specify an empty string, enter "". (Length: 0-128 characters). If this
parameter is omitted, the globally-configured radius key will be used.

* priority priority—Specifies the order in which servers are used, where 0 has
the highest priority. (Range: 0-65535)

* usage {login | dotl.x | all}—Specifies the RADIUS server usage type. The
possible values are:

- login—Specifies that the RADIUS server is used for user login
parameters authentication.

- dotl.x—Specifies that the RADIUS server is used for 802.1x port

authentication.

- all—Specifies that the RADIUS server is used for user login
authentication and 802.1x port authentication.

Default Configuration
The default authentication port number is 1812.

If timeout is not specified, the global value (set in the radius-server timeout
command) is used.

If retransmit is not specified, the global value (set in the radius-server
retransmit command) is used.

If key-string is not specified, the global value (set in the radius-server key
command) is used.

If the usage keyword is not specified, the all argument is applied.

Command Mode
Global Configuration mode

User Guidelines
To specify multiple hosts, this command is used for each host.
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Example

The following example specifies a RADIUS server host with IP address
192.168.10.1, authentication request port number 20, and a 20-second
timeout period.

console(config)# radius-server host 192.168.10.1 auth-port 20
timeout 20

radius-server key

Use the radius-server key Global Configuration mode command to set the
authentication key for RADIUS communications between the device and the
RADIUS daemon. Use the no form of this command to restore the default
configuration.

Syntax
radius-server key [ key-string|

no radius-server key

Parameters

*  key-string—Specifies the authentication and encryption key for all
RADIUS communications between the device and the RADIUS server.
This key must match the encryption used on the RADIUS daemon.
(Range: 0-128 characters)

Default Configuration
The key-string is an empty string.

Command Mode
Global Contfiguration mode

Example
The following example defines the authentication key for all RADIUS
communications between the device and the RADIUS daemon.

console(config)# radius-server key enterprise-server
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radius-server retransmit

Use the radius-server retransmit Global Configuration mode command to
specify the number of times the software searches the list of RADIUS server
hosts. Use the no form of this command to restore the default configuration.

Syntax
radius-server retransmit retries

no radius-server retransmit

Parameters

* retransmit retries—Specifies the number of retry retransmissions (Range:

1-15).

Default Configuration
The software searches the list of RADIUS server hosts 3 times.

Command Mode
Global Configuration mode

Example
The following example configures the number of times the software searches
all RADIUS server hosts as 5.

console(config)# radius-server retransmit 5

radius-server host source-interface

Use the radius-server host source-interface Global Configuration mode
command to specify the source interface whose IPv4 address will be used as
the Source IPv4 address for communication with IPv4 RADIUS servers. Use
the no form of this command to restore the default configuration.

Syntax
radius-server host source-interface mnterface-id
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no radius-server host source-interface

Parameters

* interface-rd—Specifies the source interface.

Default Configuration
The source IPv4 address is the IPv4 address defined on the outgoing interface
and belonging to next hop IPv4 subnet.

Command Mode
Global Configuration mode

User Guidelines
If the source interface is the outgoing interface, the interface IP address
belonging to next hop IPv4 subnet is applied.

If the source interface is not the outgoing interface, the minimal IPv4 address
defined on the source interface is applied.

If there is no available IPv4 source address, a SYSLOG message is issued when
attempting to communicate with an IPv4 RADIUS server.

Example
The following example configures the VLAN 10 as the source interface.

console(config)# radius-server host source-interface vlan 100

radius-server host source-interface-ipvé

Use the radius-server host source-interface-ipv6 Global Configuration mode
command to specify the source interface whose IPv6 address will be used as
the source IPv6 address for communication with IPv6 RADIUS servers. Use
the no form of this command to restore the default configuration.

Syntax
radius-server host source-interface-ipv6 interface-id

no radius-server host source-interface-ipv6
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Parameters

* interface-id—Specifies the source interface.

Default Configuration
The IPv6 source address is the IPv6 address defined on the outgoing interface
and selected in accordance with RFC6724.

Command Mode
Global Configuration mode

User Guidelines
If the source interface is the outgoing interface, the source IPv6 address is an
IPv6 address defined on the interfaces and selected in accordance with RFC

6724.

If the source interface is not the outgoing interface, the source IPv6 address is
the minimal IPv6 address defined on the source interface and matched to the
scope of the destination IPv6 address is applied.

If there is no available source IPv6 address, a SYSLOG message is issued when
attempting to communicate with an IPv6 RADIUS server.

Example
The following example configures the VLAN 10 as the source interface.

console(config)# radius-server host source-interface-ipv6
vlan 100

radius-server timeout

Use the radius-server timeout Global Configuration mode command to set
how long the device waits for a server host to reply. Use the no form of this
command to restore the default configuration.

Syntax
radius-server timeout #meout-seconds

no radius-server timeout
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Parameters

* timeout #meout-seconds—Specifies the timeout value in seconds.
(Range: 1-30).

Default Configuration
The default timeout value is 3 seconds.

Command Mode
Global Contfiguration mode

Example
The following example sets the timeout interval on all RADIUS servers to 5
seconds.

console(config)# radius-server timeout 5

radius-server deadtime

Use the radius-server deadtime Global Configuration mode command to
configure how long unavailable RADIUS servers are skipped over by
transaction requests. This improves RADIUS response time when servers are
unavailable. Use the no form of this command to restore the default
configuration.

Syntax
radius-server deadtime deadtime

no radius-server deadtime

Parameters

*  deadtime—Specifies the time interval in minutes during which a RADIUS
server is skipped over by transaction requests. (Range: 0-2000).

Default Configuration
The default deadtime interval is 0.
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Command Mode
Global Configuration mode

Example
The following example sets all RADIUS server deadtimes to 10 minutes.

console(config)# radius-server deadtime 10

show radius-servers

Use the show radius-servers Privileged EXEC mode command to display the
RADIUS server settings.

Syntax
show radius-servers

Command Mode
Privileged EXEC mode

Example
The following example displays RADIUS server settings:

console# show radius-servers
IP address Port Port Time Dead
Auth Acc Out Retransmision time Priority Usage

172.16.1.1 1812 1813 125 Global Global 1 All
172.16.1.2 1812 1813 102 8 Global 2 AllGlobal
values

TimeOut: 3

Retransmit: 3

Deadtime: 0O

Source IPv4 interface: vlan 120
Source IPv6 interface: vlan 10
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show radius-servers key

Use the show radius-servers key Privileged EXEC mode command to display
the RADIUS server key settings.

Syntax
show radius-servers key

Command Mode
Privileged EXEC mode

Example
The following example displays RADIUS server key settings

console# show radius-servers key

IP address Key
172.16.1.1 Sharon123
172.16.1.2 Brucel23
Global key

Alice456
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TACACS+ Commands

tacacs-server host

Use the tacacs-server host Global Configuration mode command to specify a
TACACS+ host. Use the no form of this command to delete the specified
TACACS+ host.

Syntax
tacacs-server host {ip-address | hostname} [single-connection] [port port-
number]| [timeout timeout| [key key-string] |priority priority]

no tacacs-server host {;p-address | hostname}

Parameters

host ip-address—Specifies the TACACS + server host IP address. The IP
address can be an IPv4, IPv6 or IPv6z address.

host hostname—Specifies the TACACS + server host name. (Length: 1-
158 characters. Maximum label length of each part of the host name: 63
characters)

single-connection—Specifies that a single open connection is maintained
between the device and the daemon, instead of the device opening and
closing a TCP connection to the daemon each time it communicates.

port port-number—Specifies the TACACS server TCP port number. If the
port number is 0, the host is not used for authentication. (Range: 0-
65535)

timeout timeout—Specifies the timeout value in seconds. (Range: 1-30)

key key-string—Specifies the authentication and encryption key for all
TACACS+ communications between the device and the TACACS+
server. This key must match the encryption used on the TACACS+
daemon. To specify an empty string, enter . (Length: 0-128 characters). If
this parameter is omitted, the globally-defined key (set in tacacs-server
key) will be used.
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*  priority priority—Specifies the order in which the TACACS + servers are
used, where 0 is the highest priority. (Range: 0-65535)

Default Configuration
No TACACS+ host is specified.

The default port-number is 1812.

If timeout is not specified, the global value (set in the tacacs-server timeout
command) is used.

If key-string is not specified, the global value (set in the tacacs-server key
command) is used.

If the source value is not specified, the global value is set in: tacacs-server host
source-interface or: tacacs-server host source-interface-ipvo.

Command Mode
Global Configuration mode

User Guidelines
Multiple tacacs-server host commands can be used to specify multiple hosts.

Example
The following example specifies a TACACS+ host.

console(config)# tacacs-server host 172.16.1.1

tacacs-server key

Use the tacacs-server key Global Configuration mode command to set the
authentication encryption key used for all TACACS+ communications
between the device and the TACACS+ daemon. Use the no form of this
command to disable the key.

Syntax
tacacs-server key key-string

no tacacs-server key
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Parameters

*  key-string—Specifies the authentication and encryption key for all
TACACS+ communications between the device and the TACACS +
server. This key must match the encryption used on the TACACS+
daemon. (Length: 0-128 characters)

Default Configuration
The default key is an empty string.

Command Mode
Global Contfiguration mode

Example
The following example sets Enterprise as the authentication key for all
TACACS + servers.

console(config)# tacacs-server key enterprise

tacacs-server timeout

Use the tacacs-server timeout Global Configuration mode command to set

the interval during which the device waits for a TACACS+ server to reply.
Use the no form of this command to restore the default configuration.

Syntax
tacacs-server timeout tzmeout

no tacacs-server timeout

Parameters

*  timeout—Specifies the timeout value in seconds. (Range: 1-30).

Default Configuration
The default timeout value is 5 seconds.

Command Mode
Global Configuration mode
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Example
The following example sets the timeout value to 30 for all TACACS+ servers.

console(config)# tacacs-server timeout 30

tacacs-server host source-interface

Use the tacacs-server host source-interface Global Configuration mode
command to specify the source interface which IPv4 address will be used as
the Source IPv4 address for communication with IPv4 TACACS+ servers.
Use the no form of this command to restore the default configuration.

Syntax
tacacs-server host source-interface mnterface-rd

no tacacs-server host source-interface

Parameters

* interface-rd—Specifies the source interface.

Default Configuration
The source IPv4 address is the IPv4 address defined on the outgoing interface
and belonging to next hop IPv4 subnet.

Command Mode
Global Configuration mode

User Guidelines
If the source interface is the outgoing interface, the interface IP address
belonging to next hop [Pv4 subnet is applied.

If the source interface is not the outgoing interface, the minimal IPv4 address
defined on the source interface is applied.

If there is no available IPv4 source address, a SYSLOG message is issued when
attempting to communicate with an [IPv4 TACACS+ server.
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Example
The following example configures the VLAN 10 as the source interface.

console(config)# tacacs-server host source-interface vlan 100

tacacs-server host source-interface-ipvé

Use the tacacs-server host source-interface-ipv6 Global Configuration mode
command to specify the source interface whose IPv6 address will be used as
the Source IPv6 address for communication with IPv6 TACACS+ servers.
Use the no form of this command to restore the default configuration.

Syntax
tacacs-server host source-interface-ipv6 nterface-id

no tacacs-server host source-interface-ipv6

Parameters

* Interface-rd—Specifies the source interface.

Default Configuration
The IPv6 source address is the IPv6 address defined on the outgoing interface
and selected in accordance with RFC6724.

Command Mode
Global Contfiguration mode

User Guidelines
If the source interface is the outgoing interface, the source IPv6 address is an

IPv6 address defined on the interfaces and selected in accordance with RFC
6724.

If the source interface is not the outgoing interface, the source IPv6 address is
the minimal IPv6 address defined on the source interface and matched to the
scope of the destination IPv6 address is applied.

If there is no available source IPv6 address, a SYSLOG message is issued when
attempting to communicate with an [IPv6 TACACS+ server.
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Example
The following example configures the VLAN 10 as the source interface.

console(config)# tacacs-server host source-interface-ipv6
vlan 100

show tacacs

Use the show tacacs Privileged EXEC mode command to display
configuration and statistical information for a TACACS+ server.

Syntax
show tacacs [p-address]

Parameters
*  ip-address—Specifies the TACACS+ server name, IPv4 or IPv6 address.

Default Configuration
If 1p-address is not specified, information for all TACACS+ servers is
displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays configuration and statistical information for
all TACACS+ servers

console# show tacacs

IP address Status Port Single TimeOut Priority
Connection
172.16.1.1 Connected 49 No Global 1

Global values

Time Out: 3
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Source IPv4 interface: vlan 120
Source IPv6 interface: vlan 10

show tacacs key

Use the show tacacs key Privileged EXEC mode command to display the
configured key of the TACACS+ server.

Syntax
show tacacs key [ip-address|

Parameters

*  ip-address—Specifies the TACACS+ server name or IP address.

Default Configuration
If 1p-address is not specified, information for all TACACS + servers is
displayed.

Command Mode
Privileged EXEC mode

Example

The following example displays configuration and statistical information for

all TACACS+ servers

console# show tacacs key

IP address Key
172.16.1.1 Sharon123
172.16.1.2 Brucel23
Global key

Alice456
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SYSLOG Commands

logging on

Use the logging on Global Configuration mode command to enable message
logging. This command sends debug or error messages asynchronously to
designated locations. Use the no form of this command to disable the

logging.

Syntax
logging on

no logging on

Parameters
N/A

Default Configuration
Message logging is enabled.

Command Mode
Global Configuration mode

User Guidelines

The logging process controls the logging messages distribution at various
destinations, such as the logging buffer, logging file or SYSLOG server.
Logging on and off at these destinations can be individually configured using
the logging buffered, logging file, and logging on Global Configuration mode
commands. However, if the logging on command is disabled, no messages are
sent to these destinations. Only the console receives messages.

Example
The following example enables logging error messages.

console(config)# logging on
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logging host
Use the logging host Global Configuration command to log messages to the

specified SYSLOG server. Use the no form of this command to delete the
SYSLOG server with the specified address from the list of SYSLOG servers.

Syntax
logging host {ip-address | ipv6-address | hostname} [port port] [severity
level] [facility facility/ [description text]

no logging host {ipv#-address | ipv6-address | hostname}

Parameters

* ip-address—IP address of the host to be used as a SYSLOG server. The IP
address can be an IPv4, IPv6 or Ipv6z address. See [Pv6 Address

Conventions.

*  hostname—Hostname of the host to be used as a SYSLOG server. Only
translation to [Pv4 addresses is supported. (Range: 1-158 characters.
Maximum label size for each part of the host name: 63)

*  port port—Port number for SYSLOG messages. If unspecified, the port
number defaults to 514. (Range: 1-65535)

*  severity level—Limits the logging of messages to the SYSLOG servers to a
specified level: Emergencies, Alerts, Critical, Errors, Warnings,
Notifications, Informational, Debugging.

» facility facility—The facility that is indicated in the message. It can be one
of the following values: local0, locall, local2, local3, local4, local5, local 6,
local7. If unspecified, the port number defaults to 1ocal7

* description text—Description of the SYSLOG server. (Range: Up to 64
characters)

Default Configuration
No messages are logged to a SYSLOG server.

If unspecified, the severity level defaults to Informational.

Command Mode
Global Configuration mode
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User Guidelines
You can use multiple SYSLOG servers.

Examples

console(config)# logging host 1.1.1.121

console(config)# logging host 3000::100/SYSLOG1

logging console

Use the logging console Global Configuration mode command to limit
messages logged to the console to messages to a specific severity level. Use the
no form of this command to restore the default.

Syntax
logging console /level

no logging console

Parameters

level—Specities the severity level of logged messages displayed on the
console. The possible values are: emergencies, alerts, critical, errors, warnings,
notifications, informational and debugging.

Default Configuration
Informational.

Command Mode
Global Configuration mode

Example
The following example limits logging messages displayed on the console to
messages with severity level errors.

console(config)# logging console errors
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logging buffered

Use the logging buffered Global Configuration mode command to limit the
SYSLOG message display to messages with a specific severity level, and to
define the buffer size (number of messages that can be stored). Use the no
form of this command to cancel displaying the SYSLOG messages, and to
return the buffer size to default.

Syntax
logging buffered | bufter-size| |severity-level | severity-level-namel]

no logging buffered

Parameters

* buffer-size—Specifies the maximum number of messages stored in buffer.
(Range: 20-1000)

* severity-level—Specifies the severity level of messages logged in the buffer.
The possible values are: 1-7.

* severity-level-name—Specifies the severity level of messages logged in the

buffer. The possible values are: emergencies, alerts, critical, errors,
warnings, notifications, informational and debugging.

Default Configuration
The default severity level is informational.

The default buffer size is 1000.

Command Mode
Global Configuration mode

User Guidelines
All the SYSLOG messages are logged to the internal buffer. This command
limits the messages displayed to the user.

Example
The following example shows two ways of limiting the SYSLOG message
display from an internal buffer to messages with severity level debugging. In
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the second example, the buffer size is set to 100 and severity level
informational.

console(config)# logging buffered debugging
console(config)# logging buffered 100 informational

clear logging

Use the clear logging Privileged EXEC mode command to clear messages
from the internal logging butfer.

Syntax
clear logging

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example clears messages from the internal logging buffer.

console# clear logging
Clear Logging Buffer ? (Y/N)[N]

logging file
Use the logging file Global Configuration mode command to limit SYSLOG

messages sent to the logging file to messages with a specific severity level. Use
the no form of this command to cancel sending messages to the file.
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Syntax
logging file /eve/

no logging file

Parameters

level—Specifies the severity level of SYSLOG messages sent to the logging
file. The possible values are: emergencies, alerts, critical, errors, warnings,
notifications, informational and debugging.

Default Configuration
The default severity level is errors.

Command Mode
Global Configuration mode

Example
The following example limits SYSLOG messages sent to the logging file to
messages with severity level alerts.

console(config)# logging file alerts

clear logging file

Use the clear logging file Privileged EXEC mode command to clear messages
from the logging file.

Syntax
clear logging file

Parameters
N/A

Default Configuration
N/A
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Command Mode
Privileged EXEC mode

Example
The following example clears messages from the logging file.

console# clear logging file
Clear Logging File [Y/N]

aaa logging

Use the aaa logging Global Configuration mode command to enable logging
AAA logins. Use the no form of this command to disable logging AAA logins.

Syntax
aaa logging {login}
no aaa logging {login}

Parameters
login—Enables logging messages related to successful AAA login events,
unsuccessful AAA login events and other AAA login-related events.

Default Configuration
Enabled.

Command Mode
Global Contfiguration mode

User Guidelines

This command enables logging messages related to successful login events,
unsuccessful login events and other login-related events. Other types of AAA
events are not subject to this command.
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Example
The following example enables logging AAA login events.

console(config)# aaa logging login

file-system logging
Use the file-system logging Global Configuration mode command to enable

logging file system events. Use the no form of this command to disable
logging file system events.

Syntax
file-system logging {copy | delete-rename}

no file-system logging {copy / delete-rename}

Parameters
*  copy—Specifies logging messages related to file copy operations.

* delete-rename—Specifies logging messages related to file deletion and
renaming operations.

Default Configuration
Enabled.

Command Mode
Global Configuration mode

Example
The following example enables logging messages related to file copy
operations.

console(config)# file-system logging copy

300 | SYSLOG Commands



management logging

Use the management logging Global Configuration mode command to
enable logging Management Access List (ACL) deny events (rejected logins).
Use the no form of this command to disable logging management access list
events.

Syntax
management logging { deny}

no management logging {deny}

Parameters
deny—LEnables logging messages related to management ACL deny actions
(rejected logins).

Default Configuration
Logging management ACL deny events is enabled.

Command Mode
Global Configuration mode

User Guidelines
Other management ACL events are not subject to this command.

Example
The following example enables logging messages related to management ACL
deny actions.

console(config)# management logging deny

show logging

Use the show logging Privileged EXEC mode command to display the logging
status and SYSLOG messages stored in the internal buffer.
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Syntax
show logging

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example

The following example displays the logging status and the SYSLOG messages
stored in the internal buffer.

console# show logging

Logging is enabled.

Console Logging: Level info. Console Messages: O Dropped.
Buffer Logging: Level info. Buffer Messages: 61 Logged, 61

Displayed, 200 Max.

File Logging: Level error. File Messages: 898 Logged, 64 Dropped.

4 messages were not logged

Application filtering control

Application

AAA

File system

File system
Management ACL
01-Jan-2010 05:29:46
01-Jan-2010 05:29:02
01-Jan-2010 05:29:02
01-Jan-2010 05:29:02
01-Jan-2010 05:29:00

Event Status

Login Enabled
Copy Enabled
Delete-Rename Enabled
Deny Enabled

BINIT-1-Startup: Warm Startup
T%LINK-1-Up: Vlan 1
S%LINK-1-Up: SYSLOG6
Z%LINK-1-Up: SYSLOG7
“%LINK-W-Down: SYSLOG8
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show logging file

Use the show logging file Privileged EXEC mode command to display the
logging status and the SYSLOG messages stored in the logging file.

Syntax
show logging file

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example displays the logging status and the SYSLOG messages
stored in the logging file.

console# show logging file
Logging is enabled.
Console Logging: Level info. Console Messages: 0 Dropped.

Buffer Logging: Level info. Buffer Messages: 61 Logged, 61
Displayed, 200 Max.

File Logging: Level error. File Messages: 898 Logged, 64 Dropped.
4 messages were not logged
Application filtering control

Application Event Status
AAA Login Enabled
File system Copy Enabled
File system Delete-Rename Enabled
Management ACL Deny Enabled
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01-Jan-2010 05:57:00 :%SSHD-E-ERROR: SSH error: key read: type
mismatch: encoding error

01-Jan-2010 05:56:36 :%SSHD-E-ERROR: SSH error: key read: type
mismatch: encoding error

01-Jan-2010 05:55:37 :%SSHD-E-ERROR: SSH error: key read: type
mismatch: encoding error

01-Jan-2010 05:55:03 :%SSHD-E-ERROR: SSH error: key read:
key_from_blob bgEgGnt9
Z6NHgZwK15xKgF7cBtd 1 1xmFgSEWUDhho5UedydAjVKKS5XR2. . . failed
01-Jan-2010 05:55:03 :%SSHD-E-ERROR: SSH error: key from blob:
invalid key type.

01-Jan-2010 05:56:34 :%SSHD-E-ERROR: SSH error: bad sigbloblen 58
1= SIGBLOB_LEN

console#

show syslog-servers

Use the show syslog-servers Privileged EXEC mode command to display the
SYSLOG server settings.

Syntax
show syslog-servers

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode
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Example

The following example provides information about the SYSLOG servers.

console# show syslog-servers
Device Configuration

IP address Port Facility Severity Description

1.1.1.121 514 local7 info
3000::100 514 local7 info

00B host Configuration

IP address Port Facility Severity Description

2.1.1.200 514 local7 warning
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Remote Network Monitoring
(RMON) Commands

show rmon statistics

Use the show rmon statistics Privileged EXEC mode command to display
RMON Ethernet statistics.

Syntax
show rmon statistics {interface-id}

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Command Mode
Privileged EXEC mode

Example
The following example displays RMON Ethernet statistics for port gi0/1.

console# show rmon statistics gi0/1

Port gi0/1

Dropped: 0

Octets: 0 Packets: 0

Broadcast: 0 Multicast: O

CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0

64 Octets: O 65 to 127 Octets: 1
128 to 255 Octets: 1 256 to 511 Octets: 1
512 to 1023 Octets: O 1024 to max Octets: O
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The following table describes the significant ficlds displayed.

Field

Description

Dropped

Total number of events in which packets were dropped by the
probe due to lack of resources. Note that this number is not
necessarily the number of packets dropped. It is the number of
times this condition was detected.

Octets

Total number of octets of data (including those in bad packets)
received on the network (excluding framing bits but including
FCS octets).

Packets

Total number of packets (including bad packets, broadcast
packets, and multicast packets) received.

Broadcast

Total number of good packets received and directed to the
broadcast address. This does not include multicast packets.

Multicast

Total number of good packets received and directed to a
multicast address. This number does not include packets
directed to the broadcast address.

CRC Align Errors

Total number of packets received with a length (excluding
framing bits, but including FCS octets) of between 64 and
1518 octets, inclusive, but with either a bad Frame Check
Sequence (FCS) with an integral number of octets (FCS
Error) or a bad FCS with a non-integral number of octets
(Alignment Error).

Collisions

Best estimate of the total number of collisions on this Ethernet
segment.

Undersize Pkts

Total number of packets received, less than 64 octets long
(excluding framing bits, but including FCS octets) and
otherwise well formed.

Oversize Pkts

Total number of packets received, longer than 1518 octets
(excluding framing bits, but including FCS octets) and
otherwise well formed.

Fragments

Total number of packets received, less than 64 octets in length
(excluding framing bits but including FCS octets) and either a
bad Frame Check Sequence (FCS) with an integral number of
octets (FCS Error) or a bad FCS with a non-integral number
of octets (Alignment Error).
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Field

Description

Jabbers

Total number of packets received, longer than 1518 octets
(excluding framing bits, but including FCS octets), and either
a bad Frame Check Sequence (FCS) with an integral number
of octets (FCS Error) or a bad FCS with a non-integral
number of octets (Alignment Error).

64 Octets

Total number of packets (including bad packets) received that
are 64 octets in length (excluding framing bits but including
FCS octets).

65 to 127 Octets

Total number of packets (including bad packets) received that
are between 65 and 127 octets in length inclusive (excluding
framing bits but including FCS octets).

128 to 255 Octets

Total number of packets (including bad packets) received that
are between 128 and 255 octets in length inclusive (excluding
framing bits but including FCS octets).

256 to 511 Octets

Total number of packets (including bad packets) received that
are between 256 and 511 octets in length inclusive (excluding
framing bits but including FCS octets).

512 to 1023 Octets

Total number of packets (including bad packets) received that
were between 512 and 1023 octets in length inclusive
(excluding framing bits but including FCS octets).

1024 to max

Total number of packets (including bad packets) received that
were between 1024 octets and the maximum frame size in
length inclusive (excluding framing bits but including FCS
octets).

rmon collection stats

Use the rmon collection stats Interface Configuration mode command to
enable RMON MIB collecting history statistics (in groups) on an interface.
Use the no form of this command to remove a specified RMON history group

of statistics.

Syntax

rmon collection stats index fowner ownername] [buckets bucket-number/

[interval seconds]
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no rmon collection stats index

Parameters
* index—The requested group of statistics index. (Range: 1-65535)

* owner ownername—Records the name of the owner of the RMON group
of statistics. If unspecified, the name is an empty string. (Range: Valid
string)

*  buckets bucket-number—A value associated with the number of buckets
specified for the RMON collection history group of statistics. If
unspecified, defaults to 50.(Range: 1-50)

* interval seconds—The number of seconds in each polling cycle. If
unspecified, defaults to 1800 (Range: 1-3600).

Command Mode
Interface Configuration mode.

show rmon collection stats

Use the show rmon collection stats Privileged EXEC mode command to
display the requested RMON history group statistics.

Syntax
show rmon collection stats /interface-id]

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the

following types: Ethernet port or Port-channel.

Command Mode
Privileged EXEC mode
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Example

The following example displays all RMON history group statistics.

console# show rmon collection stats

Index Interface

Interval Requested Granted Owner
Samples Samples

30 50 50 CcLI

1800 50 50 Manager

The following table describes the significant fields shown in the display.

Field Description

Index An index that uniquely identifies the entry.
Interface The sampled Ethernet interface.

Interval The interval in seconds between samples.
Requested Samples The requested number of samples to be saved.
Granted Samples The granted number of samples to be saved.
Owner The entity that configured this entry.

show rmon history

Use the show rmon history Privileged EXEC mode command to display
RMON Ethernet history statistics.

Syntax

show rmon history index {throughput | errors | other} [period seconds)

Parameters

* index—Specifies the set of samples to display. (Range: 1-65535)

* throughput—Displays throughput counters.

* errors—Displays error counters.

* other—Displays drop and collision counters.
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* period seconds—Specifies the period of time in seconds to display.

(Range: 1-2147483647)

Command Mode
Privileged EXEC mode

Example

The following examples display RMON Ethernet history statistics for index 1

console# show rmon history 1 throughput

Sample Set: 1 Owner: CLI
Interface: gi0/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 500

Time Octets Packets Broadcast Multicast util
Jan 18 2005 303595962 357568 3289 7287 19%
21:57:00 287696304 275686 2789 5878 20%
Jan 18 2005
21:57:30
console# show rmon history 1 errors
Sample Set: 1 Owner: Me
Interface:gi0/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 500 (800 after reset)
Time CRC Under Oversize Fragments

Al ign size Jabbers
----------------------- 0 49 —
Jan 18 1 1 0 27 0
2005 1 0
21:57:00
Jan 18
2005
21:57:30
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console# show rmon history 1 other

Sample Set: 1 Owner: Me
Interface: gi0/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 500

Time Droppe Collisions
____________________ d S
Jan 18 2005 21:57:00 ~~77°° 0
Jan 18 2005 21:57:30 3 0

3

The following table describes significant fields shown in the display:

Field Description

Time Date and Time the entry is recorded.

Octets Total number of octets of data (including those in bad packets and
excluding framing bits but including FCS octets) received on the
network.

Packets Number of packets (including bad packets) received during this

sampling interval.

Broadcast Number of good packets received during this sampling interval
that were directed to the broadcast address.

Multicast Number of good packets received during this sampling interval
that were directed to a multicast address. This number does not
include packets addressed to the broadcast address.

Utilization Best estimate of the mean physical layer network utilization on
this interface during this sampling interval, in hundredths of a
percent.

CRC Align Number of packets received during this sampling interval that had

a length (excluding framing bits but including FCS octets)
between 64 and 1518 octets, inclusive, but had either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS
Error) or a bad FCS with a non-integral number of octets
(Alignment Error).
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Field

Description

Undersize

Number of packets received during this sampling interval that were
less than 64 octets long (excluding framing bits but including FCS
octets) and were otherwise well formed.

Oversize

Number of packets received during this sampling interval that were
longer than 1518 octets (excluding framing bits but including FCS
octets) but were otherwise well formed.

Fragments

Total number of packets received during this sampling interval
that were less than 64 octets in length (excluding framing bits but
including FCS octets) and had either a bad Frame Check
Sequence (FCS) with an integral number of octets (FCS Error), or
a bad FCS with a non-integral number of octets (Alignment
Error). It is normal for etherHistoryFragments to increment
because it counts both runts (which are normal occurrences due to
collisions) and noise hits.

Jabbers

Number of packets received during this sampling interval that were
longer than 1518 octets (excluding framing bits but including FCS
octets), and had either a bad Frame Check Sequence (FCS) with
an integral number of octets (FCS Error) or a bad FCS with a non-
integral number of octets (Alignment Error).

Dropped

Total number of events in which packets were dropped by the
probe due to lack of resources during this sampling interval. This
number is not necessarily the number of packets dropped, it is the
number of times this condition has been detected.

Collisions

Best estimate of the total number of collisions on this Ethernet
segment during this sampling interval.

rmon alarm

Use the rmon alarm Global Configuration modecommand to configure alarm
conditions. Use the no form of this command to remove an alarm.

Syntax

rmon alarm ndex mib-object-id interval rising-threshold falling-threshold
rising-event falling-event [type {absolute | delta}] [startup {rising | rising-
falling | falling}] [owner name/

no rmon alarm ndex
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Parameters

index—Specifies the alarm index. (Range: 1-65535)

mib-object-id—Specifies the object identifier of the variable to be
sampled. (Valid OID)

interval—Specifies the interval in seconds during which the data is
sampled and compared with rising and falling thresholds. (Range:
1-4294967295)

rising-threshold—Specifies the rising threshold value. (Range:
0-4294967295)

falling-threshold—Specifies the falling threshold value. (Range:
0-4294967295)

rising-event—Specifies the index of the event triggered when a rising
threshold is crossed. (Range: 0-65535)

falling-event—Specifies the index of the event triggered when a falling
threshold is crossed. (Range: 0-65535)

type {absolute | delta}—Specifies the method used for sampling the
selected variable and calculating the value to be compared against the
thresholds. The possible values are:

- absolute—Specifies that the selected variable value is compared
directly with the thresholds at the end of the sampling interval.

- delta—Specifies that the selected variable value of the last sample is
subtracted from the current value, and the difference is compared
with the thresholds.

startup {rising | rising-falling | falling}—Specifies the alarm that may be
sent when this entry becomes valid. The possible values are:

— rising—Specifies that if the first sample (after this entry becomes
valid) is greater than or equal to rising-threshold, a single rising alarm
is generated.

- nising-falling—Specifies that if the first sample (after this entry
becomes valid) is greater than or equal to rising-threshold, a single
rising alarm is generated. If the first sample (after this entry becomes
valid) is less than or equal to falling-threshold, a single falling alarm is
generated.
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- falling —Specifies that if the first sample (after this entry becomes
valid) is less than or equal to falling-threshold, a single falling alarm is
generated.

* owner name—Specifies the name of the person who configured this alarm.

(Valid string)

Default Configuration
The default method type is absolute.

The default startup direction is rising-falling.

If the owner name is not specified, it defaults to an empty string.

Command Mode
Global Configuration mode

Example

The following example configures an alarm with index 1000, MIB object ID
D-Link, sampling interval 360000 seconds (100 hours), rising threshold value
1000000, falling threshold value 1000000, rising threshold event index 10,
falling threshold event index 10, absolute method type and rising-falling
alarm.

console(config)# rmon alarm 1000 1.3.6.1.2.1.2.2.1.10.1 360000
1000000 1000000 10 20

show rmon alarm-table

Use the show rmon alarm-table Privileged EXEC mode command to display a
summary of the alarms table.

Syntax
show rmon alarm-table

Command Mode
Privileged EXEC mode
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Example

The following example displays the alarms table.

console# show rmon alarm-table

Index

The following table describes the significant fields shown in the display:

oID Owner
1.3.6.1.2.1.2.2.1.10.1 CLI
1.3.6.1.2.1.2.2.1.10.1 Manager
1.3.6.1.2.1.2.2.1.10.9 CLI

Field Description

Index An index that uniquely identifies the entry.
OID Monitored variable OID.

Owner The entity that configured this entry.

show rmon alarm

Use the show rmon alarm Privileged EXEC mode command to display alarm

configuration.

Syntax

show rmon alarm number

Parameters

alarm number—Specifies the alarm index. (Range: 1-65535)

Command Mode
Privileged EXEC mode

Example

The following example displays RMON 1 alarms.

console# show rmon alarm 1
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Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

The following table describes the significant fields shown in the display:

Field Description
Alarm Alarm index.
OID Monitored variable OID.

Last Sample
Value

Value of the statistic during the last sampling period. For
example, if the sample type is delta, this value is the
difference between the samples at the beginning and end of
the period. If the sample type is absolute, this value is the
sampled value at the end of the period.

Interval

Interval in seconds over which the data is sampled and
compared with the rising and falling thresholds.

Sample Type

Method of sampling the variable and calculating the value
compared against the thresholds. If the value is absolute, the
variable value is compared directly with the thresholds at the
end of the sampling interval. If the value is delta, the variable
value at the last sample is subtracted from the current value,
and the difference is compared with the thresholds.

Startup Alarm

Alarm that is sent when this entry is first set. If the first
sample is greater than or equal to the rising threshold, and
startup alarm is equal to rising or rising-falling, then a single
rising alarm is generated. If the first sample is less than or
equal to the falling threshold, and startup alarm is equal
falling or rising-falling, then a single falling alarm is generated.
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Field Description

Rising Sampled statistic rising threshold. When the current sampled

Threshold value is greater than or equal to this threshold, and the value
at the last sampling interval is less than this threshold, a single
event Is generated.

Falling Sampled statistic falling threshold. When the current

Threshold sampled value is less than or equal to this threshold, and the
value at the last sampling interval is greater than this
threshold, a single event is generated.

Rising Event Event index used when a rising threshold is crossed.

Falling Event  |Event index used when a falling threshold is crossed.

Owner Entity that configured this entry.

rmon event

Use the rmon event Global Configuration modecommand to configure an

event. Use the no form of this command to remove an event.

Syntax

rmon event mndex {none | log | trap | log-trap} [community text]
[description text] [owner name]

no rmon event /ndex

Parameters

* index—Specifies the event index. (Range: 1-65535)

* none— Specifies that no notification is generated by the device for this

event.

* log—Specifies that a notification entry is generated in the log table by the
device for this event.

* trap—Specifies that an SNMP trap is sent to one or more management

stations by the device for this event.

* log-trap—Specifies that an entry is generated in the log table and an
SNMP trap is sent to one or more management stations by the device for

this event.
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* community text—Specifies the SNMP community (password) used when
an SNMP trap is sent. (Octet string;
length: 0-127 characters). Note this must be a community used in the
definition of an SNMP host using the “snmp-server host” command.

* description text—Specifies a comment describing this event. (Length:
0-127 characters)

* owner name—Specifies the name of the person who configured this event.
(Valid string)

Default Configuration
If the owner name is not specified, it defaults to an empty string.

Command Mode
Global Configuration mode

Example
The following example configures an event identified as index 10, for which
the device generates a notification in the log table.

console(config)# rmon event 10 log

show rmon events

Use the show rmon events Privileged EXEC mode command to display the
RMON event table.

Syntax
show rmon events

Command Mode
Privileged EXEC mode
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Example
The following example displays the RMON event table.

console# show rmon events

Index Description Type Community Owner Last time sent

1 Errors Log router cLl Jan 18 2006 23:58:1

2 High Log Manager Jan 18 2006 23:59:4
Broadcast Trap

The following table describes significant fields shown in the display:

Field Description

Index Unique index that identifies this event.

Description ~ |Comment describing this event.

Type Type of notification that the device generates about this event. Can
have the following values: none, log, trap, log-trap. In the case of
log, an entry is made in the log table for each event. In the case of
trap, an SNMP trap is sent to one or more management stations.

Community  |If an SNMP trap is to be sent, it is sent with the SNMP community
string specified by this octet string.

Owner The entity that configured this event.

Last time sent | The time this entry last generated an event. If this entry has not
generated any events, this value is zero.

show rmon log

Use the show rmon log Privileged EXEC mode command to display the
RMON log table.

Syntax
show rmon log [event|

Parameters
event—>Specifies the event index. (Range: 0-65535)
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Command Mode
Privileged EXEC mode

Example
The following example displays event 1 in the RMON log table.

console# show rmon log 1
Maximum table size: 500 (800 after reset)

Event Description Time

1 MIB Var.: Jan 18 2006 23:48:19
1.3.6.1.2.1.2.2.1.10.
53, Delta, Rising,
Actual Val: 800,
Thres.Set: 100,
Interval (sec):1

rmon table-size

Use the rmon table-size Global Configuration modecommand to configure
the maximum size of RMON tables. Use the no form of this command to
return to the default size.

Syntax
rmon table-size {history entries | log entriesy

no rmon table-size {history [ log}

Parameters
* history entries—Specifies the maximum number of history table entries.
(Range: 20-270)
* log entries—Specities the maximum number of log table entries. (Range:
20-100)

Default Configuration
The default history table size is 270 entries.

322 | Remote Network Monitoring (RMON) Commands



The default log table size is 200 entries.

Command Mode
Global Configuration mode

User Guidelines
The configured table size takes effect after the device is rebooted.

Example
The following example configures the maximum size of RMON history tables
to 100 entries.

console(config)# rmon table-size history 100
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802.1X Commands

aaa authentication dot1x

Use the aaa authentication dotlx Global Configuration mode command to
specify which servers are used for authentication when 802.1X authentication
is enabled. Use the no form of this command to restore the default
configuration.

Syntax
aaa authentication dot1x default {radius | none | {radius | none}}

no aaa authentication dotlx default

Parameters
e radius - Uses the list of all RADIUS servers for authentication

* none - Uses no authentication

Default Configuration
RADIUS server.

Command Mode
Global Contfiguration mode

User Guidelines
You can select either authentication by a RADIUS server, no authentication
(none), or both methods.

If you require that authentication succeeds even if no RADIUS server
response was received, specify none as the final method in the command line.
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Example

The following example sets the 802.1X authentication mode to RADIUS
server authentication. Even if no response was received, authentication
succeeds.

console(config)# aaa authentication dotlx default radius none

clear dot1x statistics

Use the clear dotlx statistics Privileged EXEC mode command to clear
802.1X statistics.

Syntax
clear dotlx statistics [interface-id)

Parameters
* Interface-id—Specify an Ethernet port ID.

Default Configuration
Statistics on all ports are cleared.

Command Mode
Privileged EXEC mode

User Guidelines
This command clears all the counters displayed in the show dotlx and show
dot1x statistics command.

Example

console# clear dotlx statistics
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dot1x auth-not-req

Use the dotlx auth-not-req Interface Configuration (VLAN) mode command
to enable unauthorized devices access to a VLAN. Use the no form of this
command to disable access to a VLAN.

Syntax
dotlx auth-not-req

no dotlx auth-not-req

Parameters
N/A

Default Configuration
Access is enabled.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
A VLAN cannot be defined as an unauthenticated VLAN if it is an access
VLAN or it is the native VLAN for some ports.

If a VLAN is configured as an unauthenticated VLAN, traffic tagged with that

VLAN and received from a member port of that VLAN will be bridged
regardless of whether the port/host is authorized or not.

The guest VLAN cannot be configured as unauthorized VLAN.

Example
The following example enables unauthorized devices access to VLAN 5.

console(config)# interface vlan 5
console(config-if)# dotlx auth-not-req
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dot1x authentication

Use the dotlx authentication Interface Configuration mode command to
enable authentication methods on a port. Use the no format of the command
to return to the default.

Syntax
dotlx authentication [802.1x]

no dotlx authentication

Parameters
*  802.1x—FEnables authentication based on 802.1X (802.1X-based
authentication).

Default Configuration
802.1X-Based authentication is enabled.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines

Example
The following example enables authentication based on 802.1x and the
station’s MAC address on port gi0/1:

console(config)# interface gi0/1
console(config-if)# dotlx authentication 802.1x

dot1x guest-vlan

Use the dotlx guest-vlan Interface Configuration (VLAN) mode command to
define a guest VLAN. Use the no form of this command to restore the default
configuration.
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Syntax
dotlx guest-vlan

no dotlx guest-vlan

Parameters
N/A

Default Configuration
No VLAN is defined as a guest VLAN.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Use the dotIx guest-vlan enable command to enable unauthorized users on an
interface to access the guest VLAN.

A device can have only one global guest VLAN.

The guest VLAN must be a static VLAN and it cannot be removed.
The Default VLAN cannot be configured as guest VLAN.

An unauthorized VLAN cannot be configured as guest VLAN.

The guest VLAN cannot be configured on a monitoring port.

Example
The following example defines VLAN 2 as a guest VLAN.

console(config)# interface vlan 2
console(config-if)# dotlx guest-vlan

dot1x guest-vlan enable

Use the dotlx guest-vlan enable Interface Configuration mode command to
enable unauthorized users on the access interface to the guest VLAN. Use the
no form of this command to disable access.
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Syntax
dotlx guest-vlan enable

no dotlx guest-vlan enable

Parameters
N/A

Default Configuration
The default configuration is disabled.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
The port cannot belong to the guest VLAN.

This command cannot be configured if the monitoring VLAN is enabled on
the interface.

The port is added to the guest VLAN as an egress untagged port.

If the authentication mode is single-host or multi-host, the value of PVID is
set to the guest VLAN_ID.

If the authentication mode is multi-sessions mode, the PVID is not changed
and all untagged traffic and tagged traffic not belonging to the
unauthenticated VLANs from unauthorized hosts are mapped to the guest
VLAN.

If 802.1X is disabled, the port static configuration is reset.

See the User Guidelines of the dotlx host-mode command for more
information.

Example
The following example enables unauthorized users on gi0/1 to access the
guest VLAN.

console(config)# interface gi0/1
console(config-if)# dotlx guest-vlan enable
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dot1x guest-vlan timeout

Use the dotlx guest-vlan timeout Global Configuration mode command to
set the time delay between enabling §02.1X (or port up) and adding a port to
the guest VLAN. Use the no form of this command to restore the default
configuration.

Syntax
dotlx guest-vlan timeout timeout

no dotlx guest-vlan timeout

Parameters

*  #timeout—Specifies the time delay in seconds between enabling 802.1X (or
port up) and adding the port to the guest VLAN. (Range: 30-180).

Default Configuration
The guest VLAN is applied immediately.

Command Mode
Global Configuration mode

User Guidelines

This command is relevant if the guest VLAN is enabled on the port.
Configuring the timeout adds a delay from enabling §02.1X (or port up) to
the time the device adds the port to the guest VLAN.

Example
The following example sets the delay between enabling §02.1X and adding a
port to a guest VLAN to 60 seconds.

console(config)# dotlx guest-vlan timeout 60
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dot1x host-mode

Use the dotlx host-mode Interface Configuration mode command to allow a
single host (client) or multiple hosts on an IEEE 802.1X-authorized port. Use
the no form of this command to return to the default setting.

Syntax
dotlx host-mode {multi-host | single-host | multi-sessions}

Parameters

m  multi-host—Enable multiple-hosts mode.

m  single-host—Enable single-hosts mode.

m  multi-sessions—Enable multiple-sessions mode.

Default Configuration
Default mode is multi-host.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
Single-Host Mode

The single-host mode manages the authentication status of the port: the port
is authorized if there is an authorized host. In this mode, only a single host
can be authorized on the port.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic
is remapped to the guest VLAN. Tagged traffic is dropped unless the VLAN
tag is the guest VLAN or the unauthenticated VLANS. If guest VLAN is not
enabled on the port, only tagged traffic belonging to the unauthenticated
VLAN:S is bridged.

When a port is authorized, untagged and tagged traffic from the authorized
host is bridged based on the static VLAN membership configured at the port.
Traffic from other hosts is dropped.

A user can specify that untagged traftic from the authorized host will be
remapped to a VLAN that is assigned by a RADIUS server during the
authentication process. In this case, tagged traffic is dropped unless the
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VLAN tag is the RADIUS-assigned VLAN or the unauthenticated VLANS.
See the dotlx radius-attributes vlan command to enable RADIUS VLAN
assignment at a port.

The switch removes from the FDB all MAC addresses learned on a port when
its authentication status is changed from authorized to unauthorized.

Multi-Host Mode

The multi-host mode manages the authentication status of the port: the port
is authorized after at least one host is authorized.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic
1s remapped to the guest VLAN. Tagged traffic is dropped unless the VLAN
tag is the guest VLAN or the unauthenticated VLANSs. If guest VLAN is not
enabled on the port, only tagged traffic belonging to the unauthenticated
VLANSs is bridged.

When a port is authorized, untagged and tagged traffic from all hosts
connected to the port is bridged, based on the static VLAN membership
configured at the port.

A user can specify that untagged traffic from the authorized port will be
remapped to a VLAN that is assigned by a RADIUS server during the
authentication process. In this case, tagged traffic is dropped unless the
VLAN tag is the RADIUS-assigned VLAN or unauthenticated VLANs. See
the dotlx radius-attributes vlan command to enable RADIUS VLAN
assignment at a port.

The switch removes from FDB all MAC addresses learned on a port when its
authentication status is changed from authorized to unauthorized.

Multi-Sessions Mode

Unlike the single-host and multi-host modes (port-based modes) the multi-
sessions mode manages the authentication status for each host connected to
the port (session-based mode). If the multi-sessions mode 1s configured on a
port, the port does have any authentication status. Any number of hosts can
be authorized on the port. The dotlx max-hosts command can limit the
maximum number of authorized hosts allowed on the port.

Each authorized client requires a TCAM rule. If there is no available space in
the TCAM, the authentication is rejected.

When using this command to change the port mode to single-host or multi-
host when authentication is enabled, the port state is set to unauthorized.
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If this command changes the port mode to multi-session when
authentication is enabled, the state of all attached hosts is set to
unauthorized.

To change the port mode to single-host or multi-host, set the port (dot1x
port-control) to force-unauthorized, change the port mode to single-host or
multi-host, and set the port to authorization auto.

Multi-sessions mode cannot be configured on the same interface together
with policy-based VLANs configured by switchport general map protocols-
group vlan.

Tagged traffic belonging to the unauthenticated VLANS is always bridged
regardless of whether a host is authorized or not.

When the guest VLAN is enabled, untagged and tagged tratfic from
unauthorized hosts not belonging to the unauthenticated VLANS, is bridged
via the guest VLAN.

Traffic from an authorized hosts is bridged in accordance with the port static
configuration. A user can specify that untagged and tagged traffic from the
authorized host not belonging to the unauthenticated VLANSs will be
remapped to a VLAN that is assigned by a RADIUS server during the
authentication process. See the dotlx radius-attributes vlan command to

enable RADIUS VLAN assignment at a port.

The switch does not remove from the FDB the host MAC address learned on
the port when its authentication status is changed from authorized to
unauthorized. The MAC address will be removed after the aging timeout
expires.

Example

console(config)# interface giO/1
console(config-if)# dotlx host-mode multi-host

dot1x max-hosts

Use the dotlx max-hosts Interface Configuration command to configure the
maximum number of authorized hosts allowed on an interface. Use the no
format of the command to return to the default.
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Syntax
dotlx max-hosts count

no dotlx max-hosts

Parameters

*  count—Specifies the maximum number of authorized hosts allowed on
the interface. May be any 32-bits positive number.

Default Configuration
No limitation.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines

By default, the number of authorized hosts allowed on an interface is not
limited. To limit the number of authorized hosts allowed on an interface, use
the dotlx max-hosts command.

This command is relevant only for multi-session mode.

Example
The following example limits the maximum number of authorized hosts on

Ethernet port gi0/1 to 6:

console(config)# interface gi0/1
console(config-if)# dotlx max-hosts 6

dot1x max-req

Use the dotlx max-req Interface Configuration mode command to set the
maximum number of times that the device sends an Extensible
Authentication Protocol (EAP) request/identity frame (assuming that no
response is received) to the client before restarting the authentication
process. Use the no form of this command to restore the default
configuration.
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Syntax
dotlx max-req count

no dotlx max-req

Parameters

*  count—Specifies the maximum number of times that the device sends an
EAP request/identity frame before restarting the authentication process.
(Range: 1-10).

Default Configuration
The default maximum number of attempts is 2.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to
unusual circumstances, such as unreliable links or specific behavioral
problems with certain clients and authentication servers.

Example
The following example sets the maximum number of times that the device
sends an EAP request/identity frame to 6.

console(config)# interface gi0/1
console(config-if)# dotlx max-req 6

dot1x port-control

Use the dotlx port-control Interface Configuration mode command to
enable manual control of the port authorization state. Use the no form of this
command to restore the default configuration.

Syntax
dotlx port-control {auto | force-authorized | force-unauthorized}
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Parameters

* auto—FEnables 802.1X authentication on the port and causes it to
transition to the authorized or unauthorized state, based on the 802.1X
authentication exchange between the device and the client.

* force-authorized—Disables 802.1X authentication on the interface and
causes the port to transition to the authorized state without any
authentication exchange required. The port sends and receives traffic
without 802.1X-based client authentication.

* force-unauthorized—Denies all access through this port by forcing it to
transition to the unauthorized state and ignoring all attempts by the client
to authenticate. The device cannot provide authentication services to the
client through this port.

Default Configuration
The port is in the force-authorized state.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
The switch removes all MAC addresses learned on a port when its
authorization control is changed from force-authorized to another.

m NOTE: Itis recommended to disable spanning tree or to enable spanning-tree
PortFast mode on 802.1X edge ports in auto state that are connected to end
stations, in order to proceed to the forwarding state immediately after successful
authentication.

Example
The following example sets 802.1X authentication on gi0/1 to auto mode.

Eonsole(config)# interface gi0/1
console(config-if)# dotlx port-control auto
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dot1x radius-attributes filter-id

Use the dotlx radius-attributes filter-id Interface Configuration mode
command to enable user-based ACL/Qos-Policy assignment. Use the no form
of this command to disable user-based ACL/Qos-Policy assignment.

Syntax
dotlx radius-attributes filter-id

no dotlx radius-attributes filter-id

Parameters
N/A

Default Configuration
Disabled

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
User based ACL/Qos-Policy assignment is supported only in §02.1X multiple
sessions.

The configuration of the parameter is allowed only when the port is Forced
Authorized or Forced Unauthorized.

Example
The following example enables user-based ACL/Qos-Policy assignment.

console(config)# interface gi0/1
console(config-if)# dotlx radius-attributes filter-id

dot1x radius-attributes vlan

Use the dotlx radius-attributes vlan Interface Configuration mode command

to enable RADIUS-based VLAN assignment. Use the no form of this
command to disable RADIUS-based VLAN assignment.
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Syntax
dotlx radius-attributes vlan [reject | static]

no dotlx radius-attributes vlan

Parameters

* reject—If the RADIUS server authorized the supplicant, but did not
provide a supplicant VLAN the supplicant is rejected. If the parameter is
omitted, this option is applied by default.

» static—If the RADIUS server authorized the supplicant, but did not
provide a supplicant VLAN, the supplicant is accepted.

Default Configuration
reject

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
If RADIUS provides invalid VLAN information, the authentication is
rejected.

If a RADIUS server assigns a client with a non-existing VLAN, the switch
creates the VLAN. The VLAN is removed when it is no longer being used.

If RADIUS provides valid VLAN information and the port does not belong to
the VLAN received from RADIUS, it is added to the VLAN as an egress
untagged port. When the last authorized client assigned to the VLAN
becomes unauthorized or §02.1x is disabled on the port, the port is excluded
from the VLAN.

If the authentication mode is single-host or multi-host, the value of PVID is
set to the VLAN_ID.

If an authorized port, in single-host or multi-host mode, changes its status to
unauthorized, the port static configuration is reset.

If the authentication mode is multi-sessions mode, the PVID is not changed
and all untagged traffic and tagged traffic not belonging to the
unauthenticated VLANs are mapped to the VLAN using TCAM.
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If the last authorized host assigned to a VLAN received from RADIUS
connected to a port in the multi-sessions mode changes its status to
unauthorized, the port is removed from the VLAN, if it is not in the static
configuration.

See the User Guidelines of the dotlx host-mode command for more
information.

If §02.1X is disabled the port static configuration is reset.

If the reject keyword is configured and the RADIUS server authorizes the host
but the RADIUS accept message does not assign a VLAN to the supplicant,
authentication is rejected.

If the static keyword is configured and the RADIUS server authorizes the host
then even though the RADIUS accept message does not assign a VLAN to the
supplicant, authentication is accepted and the traffic from the host is bridged
in accordance with port static configuration.

If this command is used when there are authorized ports/hosts, it takes effect
at subsequent authentications. To manually re-authenticate, use the dotlx
re-authenticate command.

The command cannot be configured on a port if it together with

e Multicast TVVLAN

* O-in-Q
e Voice VLAN
Example

Example 1. This example enables user-based VLAN assignment. If the
RADIUS server authorized the supplicant, but did not provide a supplicant
VLAN, the supplicant is rejected.

console(config)# interface giO/1
console(config-if)# dotlx radius-attributes vlan
console(config-if)# exit
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Example 2. This example enables user-based VLAN assignment. If the
RADIUS server authorized the supplicant but did not provide a supplicant
VLAN, the supplicant is accepted and the static VLAN configurations is used.

console(config)# interface giO/1
console(config-if)# dotlx radius-attributes static
console(config-if)# exit

dot1x re-authenticate

The dotlx re-authenticate Privileged EXEC mode command manually
initiates re-authentication of all 802.1X-enabled ports or the specified 802.1X-
enabled port.

Syntax
dotlx re-authenticate [interface-id|

Parameters

* Interface-id—Specifies an Ethernet port.

Default Configuration
If no port is specified, command is applied to all ports.

Command Mode
Privileged EXEC mode

Example
The following command manually initiates re-authentication of §02.1X-

enabled gi0/1:

console# dotlx re-authenticate giO/1
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dot1x reauthentication

Use the dotlx reauthentication Interface Configuration mode command to
enable periodic re-authentication of the client. Use the no form of this
command to return to the default setting.

Syntax
dotlx reauthentication

no dotlx reauthentication

Parameters
N/A

Default Configuration
Periodic re-authentication is disabled.

Command Mode
Interface (Ethernet) Configuration mode

Example

console(config)# interface giO/1
console(config-if)# dotlx reauthentication

dot1x system-auth-control

Use the dotlx system-auth-control Global Configuration mode command to
enable 8§02.1X globally. Use the no form of this command to restore the
default configuration.

Syntax
dot1x system-auth-control

no dotlx system-auth-control

Parameters
N/A
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Default Configuration
Disabled.

Command Mode
Global Configuration mode

Example
The following example enables 802.1X globally.

console(config)# dotlx system-auth-control

dot1x timeout quiet-period

Use the dotlx timeout quiet-period Interface Configuration mode command
to set the time interval that the device remains in a quiet state following a
failed authentication exchange (for example, if the client provided an invalid
password). Use the no form of this command to restore the default
configuration.

Syntax
dotlx timeout quiet-period seconds

no dotlx timeout quiet-period

Parameters

*  seconds—Specifies the time interval in seconds that the device remains in
a quiet state following a failed authentication exchange with a client.
(Range: 10-65535 seconds).

Default Configuration
The default quiet period is 60 seconds.

Command Mode
Interface (Ethernet) Configuration mode
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User Guidelines
During the quiet period, the device does not accept or initiate authentication
requests.

The default value of this command should only be changed to adjust to
unusual circumstances, such as unreliable links or specific behavioral
problems with certain clients and authentication servers.

To provide faster response time to the user, a smaller number than the default
value should be entered.

For 802.1x-based authentication, the number of failed logins is 1.

For 802.1x-based and MAC-based authentication methods, the quite period
is applied after each failed attempt.

Example
The following example sets the time interval that the device remains in the
quiet state following a failed authentication exchange to 120 seconds.

console(config)# interface gi0/1
console(config-if)# dotlx timeout quiet-period 120

dot1x timeout reauth-period

Use the dotlx timeout reauth-period Interface Configuration mode
command to set the number of seconds between re-authentication attempts.
Use the no form of this command to return to the default setting.

Syntax
dotlx timeout reauth-period seconds

no dotlx timeout reauth-period

Parameters

* reauth-period seconds—Number of seconds between re-authentication
attempts. (Range: 300-4294967295).

Default Configuration
3600
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Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
The command is only applied to the 802.1x authentication method.

Example

console(config)# interface giO/1
console(config-if)# dotlx timeout reauth-period 5000

dot1x timeout server-timeout

Use the dotlx timeout server-timeout Interface Configuration mode
command to set the time interval during which the device waits for a
response from the authentication server. Use the no form of this command to
restore the default configuration.

Syntax
dotlx timeout server-timeout seconds

no dotlx timeout server-timeout

Parameters

* server-timeout seconds—Specifies the time interval in seconds during
which the device waits for a response from the authentication server.

(Range: 1-65535 seconds).

Default Configuration
The default timeout period is 30 seconds.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines

The actual timeout period can be determined by comparing the value
specified by this command to the result of multiplying the number of retries
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by the timeout period (both specified by the radius-server retransmit
command), and selecting the lower of the two values.

Example
The following example sets the time interval between retransmission of
packets to the authentication server to 3600 seconds.

console(config)# interface gi0/1
console(config-if)# dotlx timeout server-timeout 3600

dot1x timeout supp-timeout

Use the dotlx timeout supp-timeout Interface Configuration mode
command to set the time interval during which the device waits for a
response to an Extensible Authentication Protocol (EAP) request frame from
the client before resending the request. Use the no form of this command to
restore the default configuration.

Syntax
dotlx timeout supp-timeout seconds

no dotlx timeout supp-timeout

Parameters

* supp-timeout seconds—Specifies the time interval in seconds during
which the device waits for a response to an EAP request frame from the
client before resending the request. (Range: 1-65535 seconds).

Default Configuration
The default timeout period is 30 seconds.

Command Mode
Interface (Ethernet) Configuration mode
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User Guidelines

The default value of this command should be changed only to adjust to
unusual circumstances, such as unreliable links or specific behavioral
problems with certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example

The following example sets the time interval during which the device waits
for a response to an EAP request frame from the client before resending the
request to 3600 seconds.

console(config)# interface gi0/1
console(config-if)# dotlx timeout supp-timeout 3600

dot1x timeout tx-period

Use the dotlx timeout tx-period Interface Configuration mode command to
set the time interval during which the device waits for a response to an
Extensible Authentication Protocol (EAP) request/identity frame from the
client before resending the request. Use the no form of this command to
restore the default configuration.

Syntax
dotlx timeout tx-period seconds

no dotlx timeout tx-period

Parameters

*  seconds—Specifies the time interval in seconds during which the device
waits for a response to an EAP-request/identity frame from the client
before resending the request. (Range: 30-65535 seconds).

Default Configuration
The default timeout period is 30 seconds.

Command Mode
Interface (Ethernet) Configuration mode
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User Guidelines

The default value of this command should be changed only to adjust to
unusual circumstances, such as unreliable links or specific behavioral
problems with certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example
The following command sets the time interval during which the device waits
for a response to an EAP request/identity frame to 60 seconds.

console(config)# interface gi0/1:
console(config-if)# dotlx timeout tx-period 60

dot1x traps authentication failure

Use the dotlx traps authentication failure Global Configuration mode
command to enable sending traps when an 802.1X authentication method
failed. Use the no form of this command to return to the default.

Syntax
dotlx traps authentication failure [802.1x]

no dotlx traps authentication failure

Parameters
*  802.1x—Enables traps for 802.1X-based authentication.

Default Configuration
All traps are disabled.

Command Mode
Global Configuration mode

User Guidelines
Any combination of the keywords are allowed. At least one keyword must be
configured.
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A rate limit is applied to the traps: not more than one trap of this type can be
sent in 10 seconds.

Example
The following example enables sending traps when a MAC address fails to be
authorized by the 802.1X mac-authentication access control.

console(config)# dotlx traps authentication failure 802.1x

dot1x traps authentication success

Use the dotlx traps authentication success Global Configuration mode
command to enable sending traps when a host is successfully authorized by an
802.1X authentication method. Use the no form of this command to disable
the traps.

Syntax
dotlx traps authentication success {[802.1x] [mac]|}

no dotlx traps authentication success

Parameters
*  802.1x—Enables traps for 802.1X-based authentication.

* mac—LEnables traps for MAC-based authentication.

Default Configuration
Success traps are disabled.

Command Mode
Global Configuration mode

User Guidelines
Any combination of the keywords are allowed. At least one keyword must be
configured.

A rate limit is applied to the traps: not more than one trap of this type can be
sent in 10 seconds.
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Example
The following example enables sending traps when a MAC address 1s
successfully authorized by the 802.1X MAC-authentication access control.

console(config)# dotlx traps authentication success mac

dot1x violation-mode

Use the dotlx violation-mode Interface Configuration mode command to
configure the action to be taken when an unauthorized host on authorized
port in single-host mode attempts to access the interface. Use the no form of
this command to return to default.

Syntax
dotlx violation-mode {restrict / protect /shutdown}

no dotlx violation-mode

Parameters

* restrict—Generates a trap when a station, whose MAC address is not the
supplicant MAC address, attempts to access the interface. The minimum
time between the traps is 1 second. Those frames are forwarded but their
source addresses are not learned.

*  protect—Discard frames with source addresses that are not the supplicant
address.

e shutdown—Discard frames with source addresses that are not the
supplicant address and shutdown the port.

Default Configuration
Protect

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
The command is relevant only for single-host mode.
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For BPDU messages whose MAC addresses are not the supplicant MAC
address are not discarded in Protect mode.

BPDU message whose MAC addresses are not the supplicant MAC address

cause a shutdown in Shutdown mode.

Example

console(config)# interface giO/1
console(config-if)# dotlx violation-mode protect

show dot1x

Use the show dotlx Privileged EXEC mode command to display the §02.1X
interfaces or specified interface status.

Syntax
show dotlx [interface interface-id [ detailed]

Parameters
* interface-id—Specify an Ethernet port.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode

Examples
The following example displays authentication information for all interfaces
of the switch supporting the full multi-sessions mode:

console# show dotlx
Authentication is enabled

Authenticating Servers: Radius, None
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Unathenticated VLANs: 100, 1000, 1021
Guest VLAN: VLAN 11, timeout 30 sec
Authentication failure traps are enables for 802.1x+mac
Authentication success traps are enables for 802.1x
gi0/2
Host mode: single-host
Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
VLAN Radius Attribute: enabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 9
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 2
Authentication fails: 0
gi0/3
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Host mode: multi-host
Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
VLAN Radius Attribute: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 20
Authentication fails: 0
The following describes the significant fields shown in the display:

*  Port—The port interface-id.

*  Host mode—The port authentication configured mode. Possible values
are.

—  single-host

— multi-host

802.1X Commands | 353



354

— multi-sessions

Port Administrated status—The port administration (configured) mode.
Possible values: force-auth, force-unauth, auto.

Port Operational status—The port operational (actual) mode. Possible
values: authorized or unauthorized.

Username—Username representing the supplicant identity. This field
shows the username if the port control is auto. If the port is Authorized, it
displays the username of the current user. If the port is Unauthorized, it
displays the last user authorized successfully.

Quiet period—Number of seconds that the device remains in the quiet
state following a failed authentication exchange (for example, the client
provided an invalid password).

Silence period—Number of seconds that If an authorized client does not
send traffic during the silence period specified by the command, the state
of the client is changed to unauthorized.

Tx period—Number of seconds that the device waits for a response to an
Extensible Authentication Protocol (EAP) request/identity frame from the
client before resending the request.

Max req—Maximum number of times that the device sends an EAP
request frame (assuming that no response is received) to the client before
restarting the authentication process.

Supplicant timeout—Number of seconds that the device waits for a
response to an EAP-request frame from the client before resending the
request.

Server timeout—Number of seconds that the device waits for a response
from the authentication server before resending the request.

Session Time—Amount of time (HH:MM:SS) that the user is logged in.
MAC address—Supplicant MAC address.

Authentication success—Number of times the state machine received a
Success message from the Authentication Server.

Authentication fails—Number of times the state machine received a
Failure message from the Authentication Server.
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show dot1x statistics

Use the show dotlx statistics Privileged EXEC mode command to display

802.1X statistics for the specified port.

Syntax
show dotlx statistics interface interface-id

Parameters

* interface-id—Specify an Ethernet port.

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example displays 802.1X statistics for gi0/1.

console# show dotlx statistics interface gi0/1
EapolFramesRx: 11

EapolFramesTx: 12

EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespldFramesRx: 3
EapolRespFramesRx: 6
EapolReqldFramesTx: 3

EapolRegFramesTx: 6
InvalidEapolFramesRx: 0
EapLengthErrorFrameskRx: O
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:08:78:32:98:78
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The following table describes the significant fields shown in the display:

Field Description

EapolFramesRx Number of valid EAPOL frames of any type that
have been received by this Authenticator.

EapolFramesTx Number of EAPOL frames of any type that have
been transmitted by this Authenticator.

EapolStartFramesRx Number of EAPOL Start frames that have been
received by this Authenticator.

EapolLogoffFramesRx Number of EAPOL Logoff frames that have been
received by this Authenticator.

EapolRespIdFramesRx Number of EAP Resp/Id frames that have been
received by this Authenticator.

EapolRespFramesRx Number of valid EAP Response frames (other than
Resp/Id frames) that have been received by this
Authenticator.

EapolReqldFramesTx Number of EAP Req/Id frames that have been
transmitted by this Authenticator.

EapolReqFramesTx Number of EAP Request frames (other than Req/Id
frames) that have been transmitted by this
Authenticator.

InvalidEapolFramesRx Number of EAPOL frames that have been received

by this Authenticator for which the frame type is
not recognized.

EapLengthErrorFramesRx

Number of EAPOL frames that have been received
by this Authenticator in which the Packet Body
Length field is invalid.

LastEapolFrameVersion

Protocol version number carried in the most
recently received EAPOL frame.

LastEapolFrameSource

Source MAC address carried in the most recently
received EAPOL frame.

show dot1x users

Use the show dotlx users Privileged EXEC mode command to display active
802.1X authorized users for the device.
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Syntax
show dotlx users [username username]

Parameters

* username username—>Specifies the supplicant username (Length: 1-160

characters).

Default Configuration
Display all users.

Command Mode
Privileged EXEC mode

Example
The following commands displays all §02.1x users:

console# show dotlx users

Port Udsername  MAC Address Auth Session VLAN
Server Time
gio/1 Bob 0008.3b71.1111  Remote 09:01:00 1020
gio/2 Allan 0008.3b79.8787  Remote 00:11:12
gi0/2 John 0008.3baa.0022  Remote 00:27:16
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Ethernet Configuration Commands

m NOTE: Some CLI commands or parameters described below are not applicable for
fiber ports. Refer to Port Features.

interface

Use the interface Global Configuration mode command to enter Interface
configuration mode in order to configure an interface.

Syntax
interface interface-id

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port, port-channel, VLAN, range, OOB, IP interface

or tunnel.

Default Configuration
N/A

Command Mode
Global Configuration mode

Examples
Example 1—For Ethernet ports:

console(config)# interface giO/1
console(config-if)#

Example 2—For port channels (LAGs):

console(config)# interface pol
console(config-if)#
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interface range

Use the interface range command to execute a command on multiple ports at
the same time.

Syntax
interface range interface-1d-list

Parameters
interface-id-list—Specify list of interface [Ds. The interface ID can be one of
the following types: Ethernet port, VLAN, or port-channel

Default Configuration
N/A

Command Mode
Interface (Ethernet, Port Channel, VLAN) Configuration mode

User Guidelines

Commands under the interface range context are executed independently on
cach interface in the range. If the command returns an error on one of the
interfaces, it does not stop the execution of the command on other interfaces.

Example

console(config)# interface range gi0/1-4
console(config-if-range)#

shutdown

Use the shutdown Interface Configuration mode command to disable an
interface. Use the no form of this command to restart a disabled interface.

Syntax
shutdown

no shutdown

360 | Ethernet Configuration Commands



Parameters
N/A

Default Configuration
The interface is enabled.

Command Mode
Interface Configuration mode

User Guidelines

The shutdown command set a value of ifAdminStatus (see RFC 2863) to
DOWN. When ifAdminStatus is changed to DOWN, ifOperStatus will be
also changed to DOWN.

The DOWN state of ifOperStatus means that the interface does not
transmit/receive messages from/to higher levels. For example, if you shut
down a VLAN, on which an IP interface is configured, bridging into the
VLAN continues, but the switch cannot transmit and receive IP traffic on the

VLAN.

If the switch shuts down an Ethernet port, it additionally shuts down the port
MAC sublayer too.

If the switch shuts down a port channel, it additionally shuts down all ports of

the port channel too.

Example
Example 1—The following example disables gi0/4 operations.

console(config)# interface gi0/4
console(config-if)# shutdown
console(config-if)#

Example 2—The following example restarts the disabled Ethernet port.

console(config)# interface gi0/4
console(config-if)# no shutdown
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console(config-if)#

Example 3—The following example shuts down vlan 100.

console(config)# interface vlan 100
console(config-if)# shutdown
console(config-if)#

Example 4—The following example shuts down tunnel 1.

console(config)# interface tunnel 1
console(config-if)# shutdown
console(config-if)#

Example 5—The following example shuts down Port Channel 3.

console(config)# interface po3
console(config-if)# shutdown
console(config-if)#

description

Use the description Interface (Ethernet, Port Channel) Configuration mode
command to add a description to an interface. Use the no form of this
command to remove the description.

Syntax
description string

no description
Parameters

string—Specifies a comment or a description of the port to assist the user.
(Length: 1-64 characters).
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Default Configuration
The interface does not have a description.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example adds the description ‘SW#3’ to gi0/4.

console(config)# interface gi0/4
console(config-if)# description SW#3

speed

Use the speed Interface (Ethernet, Port Channel) Configuration mode
command to configure the speed of a given Ethernet interface when not
using auto-negotiation. Use the no form of this command to restore the
default configuration.

Syntax
speed {10/ 100 | 1000 | 10000}

no speed

Parameters
*  10—Forces10 Mbps operation
* 100—Forces 100 Mbps operation
* 1000—Forces 1000 Mbps operation
*  10000—Forces 10000 Mbps operation

Default Configuration
The port operates at its maximum speed capability.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode
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User Guidelines
The no speed command in a port-channel context returns each port in the
port-channel to its maximum capability.

Example
The following example configures the speed of gi0/4 to 1000 Mbps operation.

console(config)# interface gi0/4
console(config-if)# speed 1000

duplex

Use the duplex Interface (Ethernet, Port Channel) Configuration mode
command to configure the full/half duplex operation of a given Ethernet
interface when not using auto-negotiation. Use the no form of this command
to restore the default configuration.

Syntax
duplex {half | full}

no duplex

Parameters
* half—Forces half-duplex operation.

* full—Forces full-duplex operation.

Default Configuration
The interface operates in full duplex mode.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example configures gi0/1 to operate in full duplex mode.

console(config)# interface gi0/1
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console(config-if)# duplex Full

negotiation

Use the negotiation Interface (Ethernet, Port Channel) Configuration mode
command to enable auto-negotiation operation for the speed and duplex
parameters and master-slave mode of a given interface. Use the no form of
this command to disable auto-negotiation.

Syntax
negotiation [capability |capabilityZ... capability5]| | preferred { master |
slave}|

no negotiation

Parameters

*  Capability—Specifies the capabilities to advertise. (Possible values: 10h,
10f, 100h,100£, 1000f).

-~ 10h—Advertise 10 half-duplex
- 10f—Advertise 10 full-duplex
—  100h—Advertise 100 half-duplex
- 100f—Advertise 100 full-duplex
- 1000f—Advertise 1000 full-duplex
- 10000—Advertise 10000 full-duplex
*  Preferred—Specifies the master-slave preference:

—  Master—Advertise master preference
- Slave—Advertise slave preference

Default Configuration

If capability is unspecified, defaults to list of all the capabilities of the port

and preferred master mode.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode
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Example
The following example enables auto-negotiation on gi0/1.

console(config)# interface gil0/1
console(config-if)# negotiation

flowcontrol

Use the flowcontrol Interface (Ethernet, Port Channel) Configuration mode
command to configure the Flow Control on a given interface. Use the no
form of this command to disable Flow Control.

Syntax
flowcontrol {auto [ on [ off}

no flowcontrol

Parameters
* auto—Specifies auto-negotiation of Flow Control.
¢ on—Enables Flow Control.

¢ off—Disables Flow Control.

Default Configuration
Flow control is Disabled.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
Use the negotiation command to enable flow control auto.

Flow Control is not supported on 10G fiber ports.

Example
The following example enables Flow Control on port gi0/1

console(config)# interface gi0/1
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console(config-if)# Flowcontrol on

mdix

Use the mdix IInterface (Ethernet) Configuration mode command to enable

cable crossover on a given interface. Use the no form of this command to

disable cable crossover.

Syntax
mdix {on [ aufo}

no mdix

Parameters
¢ on—Enables manual MDIX.
¢ auto—Enables automatic MDI/MDIX.

Default Configuration
The default setting is Auto.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
This command is not supported on 10G fiber ports.

Example
The following example enables automatic crossover on port gi0/1.

console(config)# interface gi0/1
console(config-if)# mdix auto
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back-pressure

Use the back-pressure IInterface (Ethernet) Configuration mode command
to enable back pressure on a specific interface. Use the no form of this
command to disable back pressure.

Syntax
back-pressure

no back-pressure

Default Configuration
Back pressure is disabled.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
Back-pressure cannot be enabled when EEE is enabled.

This command is not supported on 10G fiber ports.

Example
The following example enables back pressure on port gi0/1.

console(config)# interface gil0/1
console(config-if)# back-pressure

port jumbo-frame

Use the port jumbo-frame Global Configuration mode command to enable
jumbo frames on the device. Use the no form of this command to disable
jumbo frames.

Syntax
port jumbo-frame

no port jumbo-frame
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Default Configuration
Jumbo frames are disabled on the device.

Command Mode
Global Configuration mode

User Guidelines
This command takes effect only after resetting the device.

Example
The following example enables jumbo frames on the device.

console(config)# port jumbo-frame

clear counters

Use the clear counters Privileged EXEC mode command to clear counters on
all or on a specific interface.

Syntax
clear counters /interface-id/

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

Default Configuration
All counters are cleared.

Command Mode
Privileged EXEC mode

Example
The following example clears the statistics counters for gi0/1.

console# clear counters gi0/1
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set interface active

Use the set interface active Privileged EXEC mode command to reactivate an
interface that was shut down.

Syntax
set interface active {interface-id}

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

Command Mode
Privileged EXEC mode

User Guidelines
This command is used to activate interfaces that were configured to be active,
but were shut down by the system.

Example
The following example reactivates gi0/1.

console# set interface active gi0/1

show interfaces configuration

Use the show interfaces configuration Privileged EXEC mode command to
display the configuration for all configured interfaces or for a specific
interface.

Syntax
show interfaces configuration /interface-id | detailed)

Parameters

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.
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* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Display all interfaces. If detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays the configuration of all configured interfaces:

console# show interfaces configuration

Flow Admin Back Mdix
Port Type Duplex Speed Neg Control State Pressure Mode
gi0/1 1G-Copper Full 10000 Disabled OFF Up Disabled Off
gi0/2 1G-Copper Full 1000 Disabled OFF Up Disabled Off

Flow Admin
PO Type  Speed Neg Control  State
Pol Disabled Off Up

show interfaces status

Use the show interfaces status Privileged EXEC mode command to display
the status of all interfaces or of a specific interface.

Syntax
show interfaces status /interface-id | detailed)|

Parameters

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.
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* detailed—Displays information for non-present ports in addition to
present ports.

Command Mode
Privileged EXEC mode

Default Configuration
Display for all interfaces. If detailed is not used, only present ports are
displayed.

Example
The following example displays the status of all configured interfaces.

console# show interfaces status
Flow Link Back Mdix
Port Type Duplex Speed Neg ctrl State Pressure Mode

gi0/1 1G-Copper Full 1000 Disabled OFf Up Disabled Off

gi0/2 1G-Copper -- - - - Down  -- -
Flow Link

PO Type Duplex Speed Neg control State

Pol 16 Full 10000 Disabled Off Up

show interfaces advertise

Use the show interfaces advertise Privileged EXEC mode command to
display auto-negotiation advertisement information for all configured
interfaces or for a specific interface.

Syntax
show interfaces advertise /interface-id | detailed|
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Parameters

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Display for all interfaces. If detailed is not used, only present ports are
displayed.

Command Mode
Privileged EXEC mode

Examples
The following examples display auto-negotiation information.

console# show interfaces advertise

Port Type Neg Prefered Operational Link

e e e e Advertisement
gio/l  1G- Enab Master ~ ——--TTT--ooooooooooo——o——————-
gios2 Copper le Slave 1000F, 100Ff, 10f, 10h

1G- Enab 1000f

Copper le

console# show interfaces advertise gi0/1
Port:gio0/1

Type: 1G-Copper

Link state: Up

Auto Negotiation: enabled
Preference: Master

Ethernet Configuration Commands | 373



10h
Admin Local link yes
Advertisement yes
Oper Local link no
Advertisement
Remote Local link
Advertisement

Priority Resolution

console# show interfaces advertise gi0/1
Port: gi0/1

Type: 1G-Copper

Link state: Up

Auto negotiation: disabled.

Preference: Slave

10f

yes
yes
no

100h
yes
yes
yes

show interfaces description

Use the show interfaces description Privileged EXEC mode command to

display the description for all configured interfaces or for a specific interface.

Syntax

show interfaces description /interface-id [ detailed)|

Parameters

* interface-id—Specifies an interface ID. The interface ID can be one of the

following types: Ethernet port or port-channel.

* detailed—Displays information for non-present ports in addition to

present ports.

Default Configuration

Display description for all interfaces. If detailed is not used, only present ports

are displayed.
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Command Mode
Privileged EXEC mode

Example
The following example displays the description of all configured interfaces.

console# show interfaces description

Port Descriptions

gin/l e
gion/s2 Port that should be used for management only
gio/3

gin/4

PO Description

Pol Output

show interfaces counters

Use the show interfaces counters Privileged EXEC mode command to display
traffic seen by all the physical interfaces or by a specific interface.

Syntax
show interfaces counters /interface-id | detailed)

Parameters

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Display counters for all interfaces. If detailed is not used, only present ports
are displayed.
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Command Mode
Privileged EXEC mode

Example
The following example displays traffic seen by all the physical interfaces.

console# show interfaces counters gi0/1

Port InUcastPkts InMcastPkts InBcastPkts InOctets
gio/1 0 0 0 0
Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
gio/1 0 1 35 7051

Alignment Errors: 0

FCS Errors: 0O

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: 0

Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0

Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0
The following table describes the fields shown in the display.

Field Description

InOctets Number of received octets.
InUcastPkts Number of received Unicast packets.
InMcastPkts Number of received Unicast packets.
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Field

Description

InBcastPkts Number of received broadcast packets.
OutOctets Number of transmitted octets.

OutUcastPkts Number of transmitted Unicast packets.
OutMcastPkts Nmber of transmitted Unicast packets.
OutBcastPkts Number of transmitted Broadcast packets.
FCS Errors Number of frames received that are an integral

number of octets in length but do not pass the FCS
check.

Single Collision Frames

Number of frames that are involved in a single
collision, and are subsequently transmitted
successfully.

Multiple Collision Frames

Number of frames that are involved in more than one
collision and are subsequently transmitted
successfully.

SOF Test Errors

Number of times that the SOE TEST ERROR is
received. The SOE TEST ERROR is set in
accordance with the rules for verification of the SQF,
detection mechanism in the PLS Carrier Sense
Function as described in IEEE Std. 802.3, 2000
Edition, section 7.2.4.6.

Deferred Transmissions

Number of frames for which the first transmission
attempt is delayed because the medium is busy.

Late Collisions

Number of times that a collision is detected later
than one slotTime into the transmission of a packet.

Excessive Collisions

Number of frames for which transmission fails due to
excessive collisions.

Opversize Packets

Number of frames received that exceed the
maximum permitted frame size.

Internal MAC Rx Errors

Number of frames for which reception fails due to an
internal MAC sublayer receive error.

Received Pause Frames

Number of MAC Control frames received with an
opcode indicating the PAUSE operation.
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Field Description

Transmitted Pause Frames Number of MAC Control frames transmitted on this
interface with an opcode indicating the PAUSE
operation.

show ports jumbo-frame

Use the show ports jumbo-frame Privileged EXEC mode command to display
the whether jumbo frames are enabled on the device.

Syntax
show ports jumbo-frame

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example displays whether jumbo frames are enabled on the
device.

console# show ports jumbo-frame
Jumbo frames are disabled
Jumbo frames will be enabled after reset

storm-control broadcast enable

Use the storm-control broadcast enable Interface Configuration mode
command to enable storm control on a port. Use the no form of this
command to disable storm control.
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Syntax
storm-control broadcast enable

no storm-control broadcast enable

Parameters
N/A

Default Configuration
Disabled

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines

Use the storm-control include-multicast Interface Configuration command to
count Multicast packets and optionally unknown Unicast packets in the
storm control calculation.

Example

console(config)# interface gi0/1
console(config-if)# storm-control broadcast enable

storm-control broadcast level kbps

Use the storm-control broadcast level Interface Configuration mode
command to configure the maximum rate of broadcast on a port. Use the no
form of this command to return to default.

Syntax
storm-control broadcast level kbps kbps

no storm-control broadcast level
Parameters

kbps—Maximum of kilobits per second of Broadcast traffic on a port. (Range
3500 — max port speed)
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Default Configuration
8500

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
Use the storm-control broadcast enable Interface Configuration command to
enable storm control.

The calculated rate includes the 20 bytes of Ethernet framing overhead
(preamble+SFD+IPG).

Example
Example 1—Set to specific level:

console(config)# interface gi0/1
console(config-if)# storm-control broadcast level kbps 12345

storm-control include-multicast

Use the storm-control include-multicast Interface Configuration mode
command to count Multicast packets in a Broadcast storm control. Use the
no form of this command to disable counting of Multicast packets in the
Broadcast storm control.

Syntax
storm-control include-multicast

no storm-control include-multicast

Default Configuration
Disabled

Command Mode
Interface (Ethernet) Configuration mode
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Example

console(config)# interface gil0/1
console(config-if)# storm-control include-multicast

show storm-control

Use the show storm-control Privileged EXEC mode command to display the
configuration of storm control for all ports or for a specific one.

Syntax
show storm-control /interface-id | detailed|

Parameters
* interface-id—Specifies an Ethernet port.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Display for all interfaces. If detailed is not used, only present ports are
displayed.

Command Mode
Privileged EXEC mode

User Guidelines
Use the storm-control broadcast enable Interface Configuration command to
enable storm control.

The calculated rate includes the 20 bytes of Ethernet framing overhead
(preamble+SFD+IPG).

If the suppression level in percentage is translated to a rate that is lower than
the minimum rate, the minimum rate is set.

Example

console# show storm-control
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Port State Rate [Kbits/Sec] Included

gi0/1 Enabled 12345 Broadcast, Multicast,
Unknown Unicast
gi0/2 Disabled 100000 Broadcast
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PHY Diagnostics Commands

m NOTE: Some CLI commands or parameters described below are not applicable for
fiber ports. Refer to Port Features.

test cable-diagnostics tdr

Use the test cable-diagnostics tdr Privileged EXEC mode command to use
Time Domain Reflectometry (TDR) technology to diagnose the quality and
characteristics of a copper cable attached to a port.

Syntax
test cable-diagnostics tdr interface interface-id

Parameters
interface-id—Specifies an Ethernet port ID.

Command Mode
Privileged EXEC mode

User Guidelines

This command does not work on fiber ports (if they exist on the device). The
port to be tested should be shut down during the test, unless it is a
combination port with fiber port active. In this case, it does not need to be
shut down, because the test does not work on fiber ports.

The maximum length of cable for the TDR test is 120 meters.

Example
Example 1 - Test the copper cables attached to port 1 (a copper port).

console# test cable-diagnostics tdr interface gi0/1
Cable is open at 64 meters
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Example 2 - Test the copper cables attached to port 2 (a combo port with
fiber active).

console# test cable-diagnostics tdr interface gi0/2
Fiber ports are not supported

show cable-diagnostics tdr

Use the show cable-diagnostics tdr Privileged EXEC mode command to
display information on the last Time Domain Reflectometry (TDR) test
performed on all copper ports or on a specific copper port.

Syntax
show cable-diagnostics tdr /interface interface-id)

Parameters

* interface-id—Specify an Ethernet port ID.

Command Mode
Privileged EXEC mode

User Guidelines
The maximum length of cable for the TDR test is 120 meters.

Example
The following example displays information on the last TDR test performed
on all copper ports.

console# show cable-diagnostics tdr

Port Result Length Date
e [meters]  ________________

gi0/1 OK
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gio/2 Short 50 13:32:00 23 July 2010
gio/3 Test has not been performed
gio/4 Open 64 13:32:00 23 July 2010

show cable-diagnostics cable-length

Use the show cable-diagnostics cable-length Privileged EXEC mode
command to display the estimated copper cable length attached to all ports
or to a specific port.

Syntax
show cable-diagnostics cable-length /interface interface-id)

Parameters

* interface-id—Specify an Ethernet port ID.

Command Mode
Privileged EXEC mode

User Guidelines
The port must be active and working at 100 M or 1000 M.

Example
The following example displays the estimated copper cable length attached to
all ports.

console# show cable-diagnostics cable-length

Port Length [meters]
gio/1 < 50

gi0/2 Copper not active
gi0/3 110-140
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EEE Commands

m NOTE: Some CLI commands or parameters described below are not applicable for
fiber ports. Refer to Port Features.

eee enable (global)

Use the eee enable Global Configuration command to enable the EEE mode
globally. Use the no format of the command to disable the mode.

Syntax
eee enable

no eee enable

Default Configuration
EEE is enabled.

Command Mode
Global Contfiguration mode

User Guidelines

In order for EEE to work, the device at the other end of the link must also
support EEE and have it enabled. In addition, for EEE to work properly, auto-
negotaition must be enabled; however, if the port speed is negotiated as
1Giga, EEE always works regardless of whether the auto-negotiation status is
enabled or disabled.

If auto-negotiation is not enabled on the port and its speed is less than 1
Giga, the EEE operational status is disabled.

Example

console(config)# eee enable

EEE Commands | 387



eee enable (interface)

Use the eee enable Interface Configuration command to enable the EEE
mode on an Ethernet port. Use the no format of the command to disable the
mode.

Syntax
eee enable

no eee enable

Parameters
N/A

Default Configuration
EEE is enabled.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
If auto-negotiation is not enabled on the port and its speed is 1 Giga, the EEE
operational status is disabled.

Example

console(config)# interface gi0/1
console(config-if)# eee enable

eee lldp enable

Use the eee lldp enable Interface Configuration command to enable EEE
support by LLDP on an Ethernet port. Use the no format of the command to
disable the support.

Syntax
eee lldp enable
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no eee lldp enable

Parameters
N/A

Default Configuration
Enabled

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
Enabling EEE LLDP advertisement enables devices to choose and change
system wake-up times in order to get the optimal energy saving mode.

Example

console(config)# interface gi0/1
console(config-if)# eee lldp enable

show eee
Use the show eee EXEC command to display EEE information.

Syntax
show eee /interface-id]

Parameters
interface-id—Specify an Ethernet port.

Defaults
N/A

Command Mode
Privileged EXEC mode
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Examples

Example 1 - The following displays brief Information about all ports.

console# show eee

EEE globally enabled

EEE Administrate status is enabled on ports: gi0/1-2, gi0/4
EEE Operational status is enabled on ports: gi0/1-2, gi0/4
EEE LLDP Administrate status is enabled on ports: gi0/1-3
EEE LLDP Operational status is enabled on ports: gi0/1-2

Example 2 - The following is the information displayed when a port is in the
Not Present state; no information is displayed if the port supports EEE.

console# show eee gi0/1

Port Status: notPresent

EEE Administrate status: enabled

EEE LLDP Administrate status: enabled

Example 3 - The following is the information displayed when the port is in
status DOWN.

console# show eee @i0O/1
Port Status: DOWN
EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
EEE Administrate status: enabled
EEE LLDP Administrate status: enabled
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Example 4 - The following is the information displayed when the port is in
status UP and does not support EEE.

console# show eee gi0/2
Port Status: UP
EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps
EEE Administrate status: enabled
EEE LLDP Administrate status: enabled

Example 5 - The following is the information displayed when the neighbor
does not support EEE.

console# show eee gi0/4
Port Status: UP
EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps
EEE Remote status: disabled
EEE Administrate status: enabled
EEE Operational status: disabled (nheighbor does not support)
EEE LLDP Administrate status: enabled
EEE LLDP Operational status: disabled
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Example 6 - The following is the information displayed when EEE is disabled
on the port.

console# show eee gi0/1
Port Status: UP
EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps
EEE Administrate status: disabled
EEE Operational status: disabled
EEE LLDP Administrate status: enabled
EEE LLDP Operational status: disabled

Example 7 - The following is the information displayed when EEE is running
on the port, and EEE LLDP is disabled.

console# show eee gi0/2
Port Status: UP
EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps
EEE Remote status: enabled
EEE Administrate status: enabled
EEE Operational status: enabled
EEE LLDP Administrate status: disabled
EEE LLDP Operational status: disabled
Resolved Tx Timer: 10usec
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Local Tx Timer: 10 usec
Resolved Timer: 25 usec
Local Rx Timer: 20 usec

Example 8 - The following is the information displayed when EEE and EEE
LLDP are running on the port.

console# show eee gi0/3
Port Status: UP
EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps
EEE Remote status: enabled
EEE Administrate status: enabled
EEE Operational status: enabled
EEE LLDP Administrate status: enabled
EEE LLDP Operational status: enabled
Resolved Tx Timer: 10usec
Local Tx Timer: 10 usec
Remote Rx Timer: 5 usec
Resolved Timer: 25 usec
Local Rx Timer: 20 usec
Remote Tx Timer: 25 usec

Example 9 - The following is the information displayed when EEE is running
on the port, EEE LLDP is enabled but not synchronized with the remote link
partner.

console# show eee gi0/4
Port Status: up
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EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps
EEE Remote status: enabled
EEE Administrate status: enabled
EEE Operational status: enabled
EEE LLDP Administrate status: enabled
EEE LLDP Operational status: disabled
Resolved Tx Timer: 64
Local Tx Timer: 64
Resolved Rx Timer: 16
Local Rx Timer: 16

Example 10 - The following is the information displayed when EEE and EEE
LLDP are running on the port.
show eee @gi0/3
Port Status: UP
EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps
EEE Remote status: enabled
EEE Administrate status: enabled
EEE Operational status: enabled
EEE LLDP Administrate status: enabled
EEE LLDP Operational status: enabled
Resolved Tx Timer: 10usec
Local Tx Timer: 10 usec
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Remote Rx Timer: 5 usec
Resolved Timer: 25 usec
Local Rx Timer: 20 usec
Remote Tx Timer: 25 usec
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Green Ethernet

m NOTE: Some CLI commands or parameters described below are not applicable for
fiber ports. Refer to Port Features.

green-ethernet energy-detect (global)

Use the green-ethernet energy-detect Global Configuration mode command
to enable Green-Ethernet Energy-Detect mode globally. Use the no form of
this command to disabled it.

Syntax
green-ethernet energy-detect

no green-ethernet energy-detect

Parameters
N/A

Default Configuration
Disabled.

Command Mode
Global Configuration mode

Example

console(config)# green-ethernet energy-detect

green-ethernet energy-detect (interface)

Use the green-ethernet energy-detect Interface configuration mode
command to enable Green Ethernet-Energy-Detect mode on a port. Use the
no form of this command, to disable it on a port.
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Syntax
green-ethernet energy-detect

no green-cthernet energy-detect

Parameters
N/A

Default Configuration
Disabled.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
Energy-Detect only works on copper ports. When a port is enabled for auto
selection, copper/fiber Energy-Detect cannot work.

It takes the PHY ~5 seconds to fall into sleep mode when the link is lost after
normal operation.

Example

console(config)# interface gil0/1
console(config-if)# green-ethernet energy-detect

green-ethernet short-reach (global)

Use the green-ethernet short-reach Global Configuration mode command to
enable Green-Ethernet Short-Reach mode globally. Use the no form of this
command to disabled it.

Syntax
green-ethernet short-reach

no green-ethernet short-reach

Parameters
N/A
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Default Configuration
Disabled.

Command Mode
Global Configuration mode

Example

console(config)# green-ethernet short-reach

green-ethernet short-reach (interface)

Use the green-ethernet short-reach Interface Configuration mode command
to enable green-ethernet short-reach mode on a port. Use the no form of this
command to disable it on a port.

Syntax
green-ethernet short-reach

no green-cthernet short-reach

Parameters
N/A

Default Configuration
Disabled.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
When Short-Reach mode is enabled and is not forced, the VCT (Virtual
Cable Tester) length check must be performed.

The VCT length check can be performed only on a copper port operating at a
speed of 1000 Mbps. If the media is not copper or the link speed is not 1000,
Mbps Short-Reach mode is not applied.
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When the interface is set to enhanced mode, after the VCT length check has
completed and set the power to low, an active monitoring for errors is done
continuously. In the case of errors crossing a certain threshold, the PITY will
be reverted to long reach.

Note that EEE cannot be enabled if the Short-Reach mode is enabled.

Example

console(config)# interface gi0/1
console(config-if)# green-ethernet short-reach

green-ethernet short-reach force

Use the green-ethernet short-reach force Interface Configuration mode
command to force short-reach mode on a port. Use the no form of this
command to return to default.

Syntax
green-ethernet short-reach force

no green-ethernet short-reach force

Parameters
N/A

Default Configuration
Short-reach mode is not forced.

Command Mode
Interface (Ethernet) Configuration mode

Example

console(config)# interface gi0/1
console(config-if)# green-ethernet short-reach force
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green-ethernet short-reach threshold

Use the green-ethernet short-reach threshold Global Configuration mode
command to set the maximum cable length for applying short-reach. Use the
no form of this command to return to default.

Syntax
green-ethernet short-reach threshold cable-length

no green-ethernet short-reach threshold

Parameters
cable-length—Specifies the maximum cable length (in meters) measured by
VCT that allows applying short-reach mode (cable-length 0-70 meters)

Default Configuration
The default length is 40 meters.

Command Mode
Global Configuration mode

User Guidelines

Note that the automatic cable length measurement accuracy is +-10 meters.
L.c. a cable with a real length of 30 m may be evaluated in the range of
20m—40m. Length performance depends on the link partner signal quality,
cable quality and whether the link partner also operates in short-reach mode.

Marvell recommends a default of 50m for any cable type.

However, Marvell tests show that the link partner can operate error free with a
cable length of up to 80 m (cat 5¢).

The user may choose to change the threshold parameter under certain
circumstances.

Setting the threshold to 0 meters, basically results in the short reach feature
always being disabled, because the threshold is always exceeded.
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Example

console(config)# interface gi0/1
console(config-if)# green-ethernet short-reach threshold 30

green-ethernet power-meter reset

Use the green-ethernet power meter reset Privileged EXEC mode command
to reset the power save meter.

Syntax
green-ethernet power-meter reset

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example

console# green-ethernet power-meter reset

show green-ethernet

Use the show green-ethernet Privileged EXEC mode command to display
green-cthernet configuration and information.

Syntax
show green-ethernet /interface-id [ detailed|

Parameters

* interface-id—Specifies an Ethernet port
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* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode

User Guidelines
The power savings displayed is relevant to the power saved by:

*  Energy detect
e Short reach

The EEE power saving is dynamic by nature since it is based on port
utilization and is therefore not taken into consideration.

The following describes the reasons for non-operation displayed by this
command.

If there are a several reasons, then only the highest priority reason is displayed.

Example

Short-Reach Non-Operational Reasons

Priority Reason Description

1 NP Port is not present

2 LT Link Type is not supported (fiber)

3 LS Link Speed Is not Supported (100M,10M,10G)

4 LL Link Length received from VCT test exceeds threshold
6 LD Port Link is Down — NA

console# show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Disabled

Power Savings: 24% (1.08W out of maximum 4.33W)
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Cumulative Energy Saved: 33 [Watt*Hour]

Short-Reach cable length threshold: 50m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

gi0o/1  on on off off off
gi0/2  on off LU on off off < 50
gi0/3  on off LU off off off
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Port Channel Commands

channel-group

Use the channel-group Interface (Ethernet) Configuration mode command
to associate a port with a port-channel. Use the no form of this command to
remove a port from a port-channel.

Syntax
channel-group port-channe/mode {on [ auto}

no channel-group

Parameters

*  port-channel—Specifies the port channel number for the current port to

join.

* mode—Specifies the mode of joining the port channel. The possible
values are:

— on—VForces the port to join a channel without an LACP operation.

— auto—Vorces the port to join a channel as a result of an LACP
operation.

Default Configuration
The port is not assigned to a port-channel.

Command Mode
Interface (Ethernet) Configuration mode

Default mode is on.
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Example
The following example forces port gi0/1 to join port-channel 1 without an
LACP operation.

console(config)# interface gi0/1
console(config-if)# channel-group 1 mode on

port-channel load-balance

Use the port-channel load-balance Global Configuration mode command to
configure the load balancing policy of the port channeling. Use the no form of
this command to reset to default.

Syntax
port-channel load-balance {srec-dst-mac

/ sre-dst-mac-ip
/

no port-channel load-balance

Parameters

*  src-dst-mac—Port channel load balancing is based on the source and
destination MAC addresses.

*  src-dst-mac-ip—Port channel load balancing is based on the source and
destination of MAC and IP addresses.

Default Configuration
sre-dst-mac is the default option.

Command Mode
Global Configuration mode

Example

console(config)# port-channel load-balance src-dst-mac
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show interfaces port-channel

Use the show interfaces port-channel Privileged EXEC mode command to
display port-channel information for all port channels or for a specific port
channel.

Syntax
show interfaces port-channel /interface-id]

Parameters
interface-id—Specify an interface ID. The interface ID must be a Port
Channel.

Command Mode
Privileged EXEC mode

Examples
The following example displays information on all port-channels.

console# show interfaces port-channel
Load balancing: src-dst-mac.

Gathering information...

Channel Ports

Pol Active: 1,lInactive: gi0/2-3

Po2 Active: 5 Inactive: gi0/4
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Address Table Commands

bridge multicast filtering

Use the bridge multicast filtering Global Configuration mode command to
enable the filtering of Multicast addresses. Use the no form of this command
to disable Multicast address filtering.

Syntax
bridge multicast filtering

no bridge multicast filtering

Default Configuration
Multicast address filtering is disabled. All Multicast addresses are flooded to
all ports.

Command Mode
Global Configuration mode

User Guidelines
When this feature is enabled, unregistered Multicast tratfic (as opposed to
registered) will still be flooded.

All registered Multicast addresses will be forwarded to the Multicast groups.
There are two ways to manage Multicast groups, one is the IGMP Snooping
feature, and the other is the bridge multicast forward-all command.

Example
The following example enables bridge Multicast filtering.

console(config)# bridge multicast filtering
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bridge multicast mode

Use the bridge multicast mode IInterface (VLAN) Configuration mode
command to configure the Multicast bridging mode. Use the no form of this
command to return to the default configuration.

Syntax
bridge multicast mode {mac-group | ipv#-group | ipv4-src-group}

no bridge multicast mode

Parameters

* mac-group—>Specifies that Multicast bridging is based on the packet's
VLAN and MAC address.

* ipv4-group—Specifies that Multicast bridging is based on the packet's
VLAN and MAC address for non-I1Pv4 packets, and on the packet's VLAN
and IPv4 destination address for [Pv4 packets.

* ipv4-src-group—Specifies that Multicast bridging is based on the packet's
VLAN and MAC address for non-1Pv4 packets, and on the packet's VLAN,
IPv4 destination address and IPv4 source address for IPv4 packets.

Default Configuration
The default mode is mac-group.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group option when using a network management system that
uses a MIB based on the Multicast MAC address. Otherwise, it is
recommended to use the ipv4 mode, because there is no overlapping of [Pv4
Multicast addresses in these modes.
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For each Forwarding Data Base (FDB) mode, use different CLI commands to
configure static entries in the FDB, as described in the following table:

FDB Mode CLI Commands
mac-group bridge multicast address bridge multicast forbidden address
ipv4-group bridge multicast ip-address | bridge multicast forbidden ip-
addresss
1pv4-src-group bridge multicast source bridge multicast forbidden source
group group

The following table describes the actual data that is written to the Forwarding
Data Base (FDB) as a function of the IGMP version that is used in the
network:

FDB mode IGMP version 2 IGMP version 3

mac-group MAC group address MAC group address
ipv4-group IP group address IP group address
ipv4-src-group () IP source and group addresses

(*) Note that (*,G) cannot be written to the FDB if the mode is ipv4-src-
group. In that case, no new FDB entry is created, but the port is added to the
static (S,G) entries (if they exist) that belong to the requested group. It is
recommended to set the FDB mode to ipv4-group or mac-group for IGMP
version 2.

If an application on the device requests (*,G), the operating FDB mode is
changed to

ipv4-group.

Example

The following example configures the Multicast bridging mode as an mac-
group on VLAN 2.

console(config)# interface vlan 2
console(config-if)# bridge multicast mode mac-group
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bridge multicast address

Use the bridge multicast address IInterface (VLAN) Configuration mode
command to register a MAC-layer Multicast address in the bridge table and
statically add or remove ports to or from the group. Use the no form of this
command to unregister the MAC address.

Syntax
bridge multicast address {mac-multicast-address | ipv#-multicast-address}
[/add | remove] {ethernet interface-list | port-channel port-channel-list})

no bridge multicast address { mac-multicast-address}

Parameters

* mac-multicast-address | ipv4-multicast-address—Specifies the group
Multicast address.

* add—Adds ports to the group.
* remove—Removes ports from the group.

* cthernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

* port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen
to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

If ethernet interface-list or port-channel port-channel-list is specified
without specifying add or remove, the default option is add.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
To register the group in the bridge database without adding or removing ports
or port channels, specify the mac-multicast-address parameter only.
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Static Multicast addresses can be defined on static VLANSs only.

You can execute the command before the VLAN is created.

Examples
Example 1 - The following example registers the MAC address to the bridge
table:

console(config)# interface vlan 8
console(config-if)# bridge multicast address 01:00:5e:02:02:03

Example 2 - The following example registers the MAC address and adds ports
statically.

console(config)# interface vlan 8

console(config-if)# bridge multicast address 01:00:5e:02:02:03
add gi0/1-2

bridge multicast forbidden address

Use the bridge multicast forbidden address IInterface (VLAN) Configuration
mode command to forbid adding or removing a specific Multicast address to
or from specific ports. Use the no form of this command to restore the default
configuration.

Syntax

bridge multicast forbidden address { mac-multicast-address | ipv4-multicast-
address} {add | remove} {ethernet interface-list | port-channel port-
channel-list}

no bridge multicast forbidden address { mac-multicast-address}

Parameters

* mac-multicast-address | ipv4-multicast-address—Specifies the group
Multicast address.

* add—Forbids adding ports to the group.

* remove—Forbids removing ports from the group.

Address Table Commands | M3



* ethernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

* port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen
to designate a range of port channels.

Default Configuration
No forbidden addresses are defined.

Default option is add.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered,
using bridge multicast address.

You can execute the command before the VLAN is created.
Example

The following example forbids MAC address 0100.5¢02.0203 on port gi0/4
within VLAN 8.

console(config)# interface vlan 8
console(config-if)# bridge multicast address 0100.5e02.0203

console(config-if)# bridge multicast forbidden address
0100.5e02.0203 add gi0/4

bridge multicast ip-address

Use the bridge multicast ip-address lInterface (VLAN) Configuration mode
command to register IP-layer Multicast addresses to the bridge table, and
statically add or remove ports to or from the group. Use the no form of this
command to unregister the IP address.

114 [ Address Table Commands



Syntax
bridge multicast ip-address jp-multicast-address [/add | remove] {intertace-
list | port-channel port-channel-list})

no bridge multicast ip-address ip-multicast-address

Parameters
* ip-multicast-address—Specifies the group IP Multicast address.
* add—Adds ports to the group.
* remove—Removes ports from the group.

* interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a
range of ports.

* port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen
to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

Default option is add.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
To register the group in the bridge database without adding or removing ports
or port channels, specify the ip-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANSs only.

You can execute the command before the VLAN is created.

Example
The following example registers the specified IP address to the bridge table:

console(config)# interface vlan 8

Address Table Commands | 415



console(config-if)# bridge multicast ip-address 239.2.2.2

The following example registers the IP address and adds ports statically.

console(config)# interface vlan 8

console(config-if)# bridge multicast ip-address 239.2.2.2 add
gi0/4

bridge multicast forbidden ip-address

Use the bridge multicast forbidden ip-address IInterface (VLAN)
Contfiguration mode command to forbid adding or removing a specific IP
Multicast address to or from specific ports. Use the no form of this command
to restore the default configuration.

Syntax
bridge multicast forbidden ip-address {ip-multicast-address} {add |
remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast forbidden ip-address {p-multicast-address}

Parameters
* ip-multicast-address—Specifies the group IP Multicast address.
* add—TForbids adding ports to the group.
* remove—Forbids removing ports from the group.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

»  port-channel port-channel-list—Specities a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen
to designate a range of port channels.

Default Configuration
No forbidden addresses are defined.
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Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example
The following example registers IP address 239.2.2.2, and forbids the IP
address on port gi0/4 within VLAN 8.

console(config)# interface vlan 8
console(config-if)# bridge multicast ip-address 239.2.2.2

console(config-if)# bridge multicast forbidden ip-address
239.2.2.2 add gi0/4

bridge multicast source group

Use the bridge multicast source group IInterface (VLAN) Configuration
mode command to register a source IP address - Multicast IP address pair to
the bridge table, and statically add or remove ports to or from the source-
group. Use the no form of this command to unregister the source-group-pair.

Syntax
bridge multicast source ip-address group ip-multicast-address [[add |
remove/ {ethernet interface-list | port-channel port-channel-list}/

no bridge multicast source ip-address group ip-multicast-address

Parameters
* ip-address—Specifies the source IP address.
* ip-multicast-address—Specifies the group IP Multicast address.
* add—Adds ports to the group for the specific source IP address.

* remove—Removes ports from the group for the specific source IP address.
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* ethernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

* port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen
to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
You can execute the command before the VLAN is created.

Example
The following example registers a source IP address - Multicast IP address pair
to the bridge table:

console(config)# interface vlan 8

console(config-if)# bridge multicast source 13.16.1.1 group
239.2.2.2

bridge multicast forbidden source group

Use the bridge multicast forbidden source group IInterface (VLAN)
Configuration mode command to forbid adding or removing a specific IP
source address - Multicast address pair to or from specific ports. Use the no
form of this command to return to the default configuration.

Syntax
bridge multicast forbidden source ip-address group ip-multicast-address
{add | remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast forbidden source ip-address group ip-multicast-address
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Parameters
* ip-address—Specifies the source IP address.
* ip-multicast-address—Specifies the group IP Multicast address.
¢ add—Forbids adding ports to the group for the specific source IP address.

* remove—Forbids removing ports from the group for the specific source [P

address.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

»  port-channel port-channel-list—Specities a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen
to designate a range of port channels.

Default Configuration
No forbidden addresses are defined.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example
The following example registers a source IP address - Multicast IP address pair
to the bridge table, and forbids adding the pair to port gi0/4 on VLAN 8:

console(config)# interface vlan 8

console(config-if)# bridge multicast source 13.16.1.1 group
239.2.2.2

console(config-if)# bridge multicast forbidden source
13.16.1.1 group 239.2.2.2 add gi0/4
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bridge multicast ipvé mode

Use the bridge multicast ipv6 mode Interface (VLAN) Configuration mode
command to configure the Multicast bridging mode for IPv6 Multicast
packets. Use the no form of this command to return to the default
configuration.

Syntax
bridge multicast ipv6 mode {mac-group | ip-group | ip-src-group}

no bridge multicast ipv6 mode

Parameters

* mac-group—>Specifies that Multicast bridging is based on the packet's
VLAN and MAC destination address.

* ip-group—Specifies that Multicast bridging is based on the packet's VLAN
and IPv6 destination address for IPv6 packets.

* ip-src-group—Specifies that Multicast bridging is based on the packet's
VLAN, IPv6 destination address and IPv6 source address for IPv6 packets.

Default Configuration
The default mode is mac-group.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Use the mac-group mode when using a network management system that
uses a MIB based on the Multicast MAC address.
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For each Forwarding Data Base (FDB) mode, use different CLI commands to
configure static entries for IPv6 Multicast addresses in the FDB, as described
in the following table:

FDB Mode CLI Commands
bridge multicast address bridge multicast forbidden
mac-group
address
ipv6-group bridge multicast ipv6 ip-address  |bridge multicast ipv6 forbidden
ip-address
ipv6-src-group  |bridge multicast ipv6 source bridge multicast ipv6 forbidden
group source group

The following table describes the actual data that is written to the Forwarding
Data Base (FDB) as a function of the MLD version that is used in the
network:

FDB mode MLD version 1 MLD version 2

mac-group MAC group address MAC group address

ipv6-group IPv6 group address IPv6 group address
ipv6-src-group () IPv6 source and group addresses

(*) Note that (*,G) cannot be written to the FDB if the mode is ip-src-group.
In that case, no new FDB entry is created, but the port is added to the (S,G)
entries (if they exist) that belong to the requested group.

If an application on the device requests (*,G), the operating FDB mode is
changed to ip-group.

You can execute the command before the VLAN is created.
Example

The following example configures the Multicast bridging mode as an ip-
group on VLAN 2.

console(config)# interface vlan 2
console(config-if)# bridge multicast ipv6 mode

ip-group

Address Table Commands | 421



bridge multicast ipv6 ip-address

Use the bridge multicast ipv6 ip-address IInterface (VLAN) Configuration
mode command to register an IPv6 Multicast address to the bridge table, and
statically add or remove ports to or from the group. Use the no form of this
command to unregister the IPv6 address.

Syntax

bridge multicast ipv6 ip-address ipv6-multicast-address [/add | remove]
{ethernet interface-list |

port-channel port-channel-list}/

no bridge multicast ipv6 ip-address ip-multicast-address

Parameters
* ipv6-multicast-address—Specifies the group [Pv6 multicast address.
* add—Adds ports to the group.
* remove—Removes ports from the group.

* ecthernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces; use a hyphen
to designate a range of ports.

* port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen
to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
To register the group in the bridge database without adding or removing ports
or port channels, specify the ipv6-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANs only.
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You can execute the command before the VLAN is created.

Example
Example 1 - The following example registers the IPv6 address to the bridge
table:

console(config)# interface vlan 8

console(config-if)# bridge multicast ipv6 ip-address
FF00:0:0:0:4:4:4:1

Example 2 - The following example registers the IPv6 address and adds ports
statically.

console(config)# interface vlan 8

console(config-if)# bridge multicast ipv6 ip-address
FF00:0:0:0:4:4:4:1 add gi0/1-2

bridge multicast ipv6 forbidden ip-address

Use the bridge multicast ipv6 forbidden ip-address Interface (VLAN)
Configuration mode command to forbid adding or removing a specific [Pv6
Multicast address to or from specific ports. To restore the default
configuration, use the no form of this command.

Syntax
bridge multicast ipv6 forbidden ip-address {ipv6-multicast-address} {add |
remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast ipv6 forbidden ip-address {ipv6-multicast-address}

Parameters
*  ipvo-multicast-address—Specifies the group [Pv6 Multicast address.
* add—Forbids adding ports to the group.

* remove—Ftorbids removing ports from the group.
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* ethernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

* port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen
to designate a range of port channels.

Default Configuration
No forbidden addresses are defined.

The default option is add.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example
The following example registers an IPv6 Multicast address, and forbids the
IPv6 address on port gi0/4 within VLAN §.

console(config)# interface vlan 8

console(config-if)# bridge multicast ipv6 ip-address
FF00:0:0:0:4:4:4:1

console(config-if)# bridge multicast ipv6 forbidden ip-
address FF00:0:0:0:4:4:4:1 add gi0/4

bridge multicast ipv6 source group

Use the bridge multicast ipv6 source group lInterface (VLAN) Configuration
mode command to register a source IPv6 address - Multicast IPv6 address pair
to the bridge table, and statically add or remove ports to or from the source-

group. Use the no form of this command to unregister the source-group-pair.
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Syntax

bridge multicast ipv6 source 1pv6-source-address group ipv6-multicast-
address [[add | remove] {ethernet interface-list | port-channel pori-channel-
list}]

no bridge multicast ipv6 source ipvG-address group ipv6-multicast-address

Parameters
* ipv6-source-address—Specifies the source IPv6 address.
* ipv6-multicast-address—Specifies the group IPv6 Multicast address.
* add—Adds ports to the group for the specific source IPv6 address.

* remove—Removes ports from the group for the specific source IPv6

address.

* ethernet interface-fise—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

»  port-channel port-channel-list—Specities a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen
to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode
Interface (VLAN) Configuration mode

Example
The following example registers a source IPv6 address - Multicast IPv6
address pair to the bridge table:

console(config)# interface vlan 8

console(config-if)# bridge multicast source 2001:0:0:0:4:4:4
group FF00:0:0:0:4:4:4:1
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bridge multicast ipv6 forbidden source group

Use the bridge multicast ipv6 forbidden source group IInterface (VLAN)
Configuration mode command to forbid adding or removing a specific [Pvo
source address - Multicast address pair to or from specific ports. Use the no
form of this command to return to the default configuration.

Syntax

bridge multicast ipv6 forbidden source ipv6-source-address group 1pv6-
multicast-address {add | remove} {ethemnet interface-list | port-channel
port-channel-list}

no bridge multicast ipv6 forbidden source ipv6-address group 1pvo-
multicast-address

Parameters
* ipv6-source-address—Specifies the source IPv6 address.
* ipv6-multicast-address—Specifies the group IPv6 Multicast address.

* add—Forbids adding ports to the group for the specific source IPv6
address.

* remove—Forbids removing ports from the group for the specific source
IPv6 address.

* ethernet interface-fis=—Specifies a list of Fthernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

* port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen
to designate a range of port channels.

Default Configuration
No forbidden addresses are defined.

Command Mode
Interface (VLAN) Configuration mode
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User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IPv6 address - Multicast IPv6
address pair to the bridge table, and forbids adding the pair to gi0/4 on VLAN
8:

console(config)# interface vlan 8

console(config-if)# bridge multicast source 2001:0:0:0:4:4:4
group FF00:0:0:0:4:4:4:1

console(config-if)# bridge multicast forbidden source
2001:0:0:0:4:4:4:1 group FF00:0:0:0:4:4:4:1 add gi0/4

bridge multicast unregistered

Use the bridge multicast unregistered Interface (Ethernet, Port Channel)
Configuration mode command to configure forwarding unregistered
Multicast addresses. Use the no form of this command to restore the default
configuration.

Syntax
bridge multicast unregistered {forwarding | filtering}

no bridge multicast unregistered

Parameters
* forwarding—Forwards unregistered Multicast packets.

* filtering—Filters unregistered Multicast packets.

Default Configuration
Unregistered Multicast addresses are forwarded.
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Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Do not enable unregistered Multicast filtering on ports that are connected to
routers, because the 224.0.0.x address range should not be filtered. Note that
routers do not necessarily send IGMP reports for the 224.0.0.x range.

You can execute the command before the VLAN is created.

Example
The following example specifies that unregistered Multicast packets are
filtered on gi0/1:

console(config)# interface gi0/1
console(config-if)# bridge multicast unregistered filtering

bridge multicast forward-all

Use the bridge multicast forward-all Interface (VLAN) Configuration mode
command to enable forwarding all multicast packets for a range of ports or
port channels. Use the no form of this command to restore the default
configuration.

Syntax
bridge multicast forward-all {add | remove} {ethernet interface-list | port-
channel port-channel-list}

no bridge multicast forward-all

Parameters
* add—Forces forwarding of all Multicast packets.
* remove—Does not force forwarding of all Multicast packets.

* ecthernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.
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»  port-channel port-channel-list—Specities a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen
to designate a range of port channels.

Default Configuration
Forwarding of all Multicast packets is disabled.

Command Mode
Interface (VLAN) Configuration mode

Example
The following example enables all Multicast packets on port gi0/4 to be
forwarded.

console(config)# interface vlan 2
console(config-if)# bridge multicast forward-all add gi0/4

bridge multicast forbidden forward-all

Use the bridge multicast forbidden forward-all Interface (VLAN)
Configuration mode command to forbid a port to dynamically join Multicast
groups. Use the no form of this command to restore the default
configuration.

Syntax
bridge multicast forbidden forward-all {add | remove} {ethernet intertace-
list | port-channel port-channel-list}

no bridge multicast forbidden forward-all

Parameters
* add—Forbids forwarding of all Multicast packets.
* remove—Does not forbid forwarding of all Multicast packets.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.
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» port-channel port-channel-list—Specities a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen
to designate a range of port channels.

Default Configuration
Ports are not forbidden to dynamically join Multicast groups.

The default option is add.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Use this command to forbid a port to dynamically join (by IGMP, for
example) a Multicast group.

The port can still be a Multicast router port.

Example
The following example forbids forwarding of all Multicast packets to gi0/1
within VLAN 2.

console(config)# interface vlan 2

console(config-if)# bridge multicast forbidden forward-all
add ethernet gi0/1

mac address-table static

Use the mac address-table static Global Configuration mode command to
add a MAC-layer station source address to the MAC address table. Use the no
form of this command to delete the MAC address.

Syntax
mac address-table static mac-address vlan vian-id interface mterface-1d
[permanent / delete-on-reset / delete-on-timeout / secure] |

no mac address-table static [ mac-address] vian vian-id
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Parameters
* mac-address—MAC address (Range: Valid MAC address)
* vlan-id— Specify the VLAN

* interface-id—Specify an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel (Range: valid ethernet port,
valid port-channel)

* permanent—The permanent static MAC address. The keyword is applied
by the default.

¢ delete-on-reset—The delete-on-reset static MAC address.
¢ delete-on-timeout—The delete-on-timeout static MAC address.

* secure—The secure MAC address. May be used only in a secure mode.

Default Configuration
No static addresses are defined. The default mode for an added address is
permanent.

Command Mode
Global Contfiguration mode

User Guidelines
Use the command to add a static MAC address with given time-to-live in any
mode or to add a secure MAC address in a secure mode.

Each MAC address in the MAC address table is assigned two attributes: type

and time-to-live.

The following value of time-of-live is supported:
* permanent—MAC address is saved until it is removed manually.
* delete-on-reset—MAC address is saved until the next reboot.

* delete-on-timeout—MAC address that may be removed by the aging
timer.

The following types are supported:

* static— MAC address manually added by the command with the following
keywords specifying its time-of-live:

— permanent
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—  delete-on-reset
— delete-on-timeout
A static MAC address may be added in any port mode.

* secure— A MAC address added manually or learned in a secure mode. Use
the mac address-table static command with the secure keyword to add a
secure MAC address. The MAC address cannot be relearned.

A secure MAC address may be added only in a secure port mode.

* dynamic— a MAC address learned by the switch in non-secure mode. A
value of its time-to-live attribute is delete-on-timeout.

Examples
Example 1 - The following example adds two permanent static MAC address:

console(config)# mac address-table static 00:3f:bd:45:5a:bl
vlan 1 interface gi0/1

console(config)# mac address-table static 00:3f:bd:45:5a:b2
vlan 1 interface gi0/1 permanent

Example 2 - The following example adds a deleted-on-reset static MAC
address:

console(config)# mac address-table static 00:3f:bd:45:5a:b2
vlan 1 interface gi0/1 delete-on-reset

Example 3 - The following example adds a deleted-on-timeout static MAC
address:

console(config)# mac address-table static 00:3f:bd:45:5a:b2
vlan 1 interface gi0/1 delete-on-timeout

Example 4 - The following example adds a secure MAC address:

console(config)# mac address-table static 00:3f:bd:45:5a:b2
vlan 1 interface gi0/1 secure
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clear mac address-table

Use the clear mac address-table Privileged EXEC mode command to remove
learned or secure entries from the forwarding database (FDB).

Syntax
clear mac address-table dynamic interface interface-id

clear mac address-table secure interface interface-id

Parameters

* dynamic interface mferface-id—Delete all dynamic (learned) addresses on
the specified interface. The interface ID can be one of the following types:
Ethernet port or port-channel. If interface ID is not supplied, all dynamic
addresses are deleted.

* secure interface nterface-id—Delete all the secure addresses learned on
the specific interface. A secure address on a MAC address learned on ports
on which port security is defined.

Default Configuration
For dynamic addresses, if interface-id is not supplied, all dynamic entries are

deleted.

Command Mode
Privileged EXEC mode

Examples:
Example 1 - Delete all dynamic entries from the FDB.

console# clear mac address-table dynamic

Example 2 - Delete all secure entries from the FDB learned on secure port

gi0/1.

console# clear mac address-table secure interface gi0/1
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mac address-table aging-time

Use the mac address-table aging-time Global configuration command to set
the aging time of the address table. Use the no form of this command to
restore the default.

Syntax
mac address-table aging-time seconds

no mac address-table aging-time

Parameters
seconds—Time is number of seconds. (Range:10-630)

Default Configuration
300

Command Mode
Global Configuration mode

Example

console(config)# mac address-table aging-time 600

port security

Use the port security Interface (Ethernet, Port Channel) Configuration mode
command to enable port security learning mode on an interface. Use the no
form of this command to disable port security learning mode on an interface.

Syntax
port security [forward / discard / discardshutdown]| [trap seconds|

no port security

Parameters

* forward—Forwards packets with unlearned source addresses, but does not
learn the address.
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* discard—Discards packets with unlearned source addresses.

* discard-shutdown—Discards packets with unlearned source addresses and
shuts down the port.

* trap seconds—Sends SNMP traps and specifies the minimum time
interval in seconds between consecutive traps. (Range: 1-1000000)

Default Configuration
The feature is disabled by default.

The default mode is discard.

The default number of seconds is zero, but if traps is entered, a number of
seconds must also be entered.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The command may be used only when the interface in the regular (non-
secure with unlimited MAC learning) mode.

See the mac address-table static command for information about MAC
address attributes (type and time-to-live) definitions.

When the port security command enables the lock mode on a port all
dynamic addresses learned on the port are changed to permanent secure
addresses.

When the port security command enables a mode on a port differing from
the lock mode all dynamic addresses learned on the port are deleted.

When the no port security command cancels a secure mode on a port all
secure addresses defined on the port are changed to dynamic addresses.

Additionally to set a mode, use the port security command to set an action
that the switch should perform on a frame which source MAC address cannot
be learned.
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Example

The following example forwards all packets to port gi0/1 without learning
addresses of packets from unknown sources and sends traps every 100
seconds, if a packet with an unknown source address is received.

console(config)# interface gi0/4
console(config-if)# port security mode lock
console(config-if)# port security forward trap 100
console(config-if)# exit

port security mode

Use the port security mode Interface (Ethernet, Port Channel) Configuration
mode command configures the port security learning mode. Use the no form
of this command to restore the default configuration.

Syntax
port security mode {max-addresses | lock }

no port security mode

Parameters

* max-addresses— Non-secure mode with limited learning dynamic MAC
addresses. The static MAC addresses may be added on the port manually
by the mac address-table static command.

* lock— Secure mode without MAC learning. The static and secure MAC
addresses may be added on the port manually by the mac address-table
static command.

Default Configuration
The default port security mode is

lock.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

436 | Address Table Commands



User Guidelines
The default port mode is called regular. In this mode, the port allows
unlimited learning of dynamic addresses.

The static MAC addresses may be added on the port manually by the mac
address-table static command.

The command may be used only when the interface in the regular (non-
secure with unlimited MAC learning) mode.

Use the port security mode command to change the default mode before the
port security command.

Example
The following example sets the port security mode to

Lock for gi0/4.

console(config)# interface gi0/4
console(config-if)# port security mode lock
console(config-if)# port security
console(config-if)# exit

port security max

Use the port security max Interface (Ethernet, Port Channel) Configuration
mode command to configure the maximum number of addresses that can be
learned on the port while the port is in port, max-addresses or secure mode.
Use the no form of this command to restore the default configuration.

Syntax
port security max max-addr

no port security max

Parameters
max-addr—Specifies the maximum number of addresses that can be learned
on the port. (Range: 0-256)
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Default Configuration
This default maximum number of addresses is 1.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The command may be used only when the interface in the regular (non-
secure with unlimited MAC learning) mode.

Use this command to change the default value before the port security
command.

Example
The following example sets the port to limited learning mode:

console(config)# interface gi0/4
console(config-if)# port security mode max
console(config-if)# port security max 20
console(config-if)# port security
console(config-if)# exit

port security routed secure-address

Use the port security routed secure-address Interface (Ethernet, Port
Channel) Configuration mode command to add a MAC-layer secure address
to a routed port. (port that has an IP address defined on it). Use the no form
of this command to delete a MAC address from a routed port.

Syntax
port security routed secure-address mac-address

no port security routed secure-address mac-address

Parameters

mac-address—Specifies the MAC address.
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Default Configuration
No addresses are defined.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode. It cannot be
configured for a range of interfaces (range context).

User Guidelines

This command enables adding secure MAC addresses to a routed port in port
security mode. The command is available when the port is a routed port and
in port security mode. The address is deleted if the port exits the security
mode or is not a routed port.

Example
The following example adds the MAC-layer address 00:66:66:66:66:66 to
gi0/1.

console(config)# interface gi0/1

console(config-if)# port security routed secure-address
00:66:66:66:66:66

show mac address-table

Use the show mac address-table Privileged EXEC mode command to view
entries in the MAC address table.

Syntax
show mac address-table /dynamic | static | secure] [vian vian/ [interface
interface-id|] [address mac-address]

Parameters
* dynamic—Displays only dynamic MAC address table entries.
* static—Displays only static MAC address table entries.
* secure—Displays only secure MAC address table entries.

* vlan—Displays entries for a specific VLAN.
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* interface-id—Displays entries for a specific interface ID. The interface ID
can be one of the following types: Ethernet port or port-channel.

* mac-address—Displays entries for a specific MAC address.

Default Configuration
If no parameters are entered, the entire table is displayed.

Command Mode
Privileged EXEC mode

User Guidelines

Internal usage VLANs (VLANs that are automatically allocated on routed
ports) are presented in the VLAN column by a port number and not by a
VLAN ID.

Example
Example 1 - Displays entire address table.

console# show mac address-table
Aging time is 300 sec

VLAN MAC Address Port Type

1 00:00:26:08:13:23 0 self

1 00:3f:bd:45:5a:b1 gio/1 static
1 00:a1:b0:69:63:13 gi0/2 dynamic
2 00:a1:h0:69:63:13 gio/3 dynamic
gi0/4 00:al:b0:69:61:12 gi0/4 dynamic

Example 2 - Displays address table entries containing the specified MAC
address.

console# show mac address-table address 00:3f:bd:45:5a:bl
Aging time is 300 sec
VLAN MAC Address Port Type
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1 00:3f:bd:45:5a:b1 static gio/4

show mac address-table count

Use the show mac address-table count Privileged EXEC mode command to
display the number of addresses present in the Forwarding Database.

Syntax
show mac address-table count /vlan vian [ interface interface-id]

Parameters
*  vlan—Specifies VLAN.

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

Command Mode
Privileged EXEC mode

Example

console# show mac address-table count
This may take some time.

Capacity : 16384

Free 1 16379

Used 5

Secure

Dynamic
Static

Internal :

= N N O

console#
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show bridge multicast mode

Use the show bridge multicast mode Privileged EXEC mode command to
display the Multicast bridging mode for all VLANS or for a specific VLAN.

Syntax
show bridge multicast mode /v/an vian-id|

Parameters
vlan vian-rd—Specifies the VLAN ID.

Command Mode
Privileged EXEC mode

Example
The following example displays the Multicast bridging mode for all VLANs

console# show bridge multicast mode

VLAN IPv4 Multicast Mode IPv6 Multicast Mode
Admin Oper Admin Oper

1 MAC-GROUP MAC-GROUP MAC-GROUP MAC-GROUP

11 1Pv4-GROUP 1Pv4-GROUP 1Pv6-GROUP 1Pv6-GROUP

12 1Pv4-SRC- I1Pv4-SRC- IPv6-SRC- I1Pv6-SRC-
GROUP GROUP GROUP GROUP

show bridge multicast address-table

Use the show bridge multicast address-table Privileged EXEC mode
command to display Multicast MAC addresses or [P Multicast address table
information.

Syntax
show bridge multicast address-table /vian vian-id/
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show bridge multicast address-table /vian vian-id] [address mac-multicast-
address] [format {ip | mac}/

show bridge multicast address-table /vlan vian-id] [address ipv#-multicast-
address/ [source ipv#-source-address]

show bridge multicast address-table /vlan vian-id] [address ipv6-multicast-
address/ [source ipv6-source-address]

Parameters
*  vlan-id v/an-id—Display entries for specified VLAN ID.

* address—Display entries for specified Multicast address. The possible
values are:

- mac-multicast-address—Specifies the MAC Multicast address.
- ipv4-multicast-address—Specifies the IPv4 Multicast address.
—  ipv6-multicast-address—Specifies the IPv6 Multicast address.

* format—Applies if mac-multicast-address was selected. In this case either
MAC or IP format can be displayed. Display entries for specified Multicast
address format. The possible values are:

- ip—Specifies that the Multicast address is an IP address.

— mac—Specifies that the Multicast address is a MAC address.
* source —Specifies the source address. The possible values are:

- ipv4-address—Specifies the source IPv4 address.

— ipv6-address—Specifies the source IPv6 address.

Default Configuration
If the format is not specified, it defaults to mac (only if mac-multicast-
address was entered).

If VLAN ID is not entered, entries for all VLANG are displayed.
If MAC or IP address is not supplied, entries for all addresses are displayed.

Command Mode
Privileged EXEC mode
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User Guidelines
A MAC address can be displayed in IP format only if it is within the range
0100.5¢00.0000 through 0100.5¢7£.££ft.

Multicast router ports (defined statically or discovered dynamically) are
members in all MAC groups.

Ports that were defined via the bridge multicast forbidden forward-all
command are displayed in all forbidden MAC entries.

Changing the Multicast mode can move static Multicast addresses that are
written in the device FDB to a shadow configuration because of FDB hash
collisions.

Example
The following example displays bridge Multicast address information.

console# show bridge multicast address-table
Multicast address table for VLANs in MAC-GROUP bridging mode:

Vlan MAC Address Type Ports
8 01:00:5e:02:02:03 Static 1-2
Forbidden ports for Multicast addresses:

Vlan MAC Address Ports

8 01:00:5e:02:02:03 gio/4

Multicast address table for VLANs in I[Pv4-GROUP bridging mode:

Vlan MAC Address Type Ports
1 224.0.0.251 Dynamic gi0/2
Forbidden ports for Multicast addresses:

Vlan MAC Address Ports

1 232.5.6.5

1 233.22.2.6

444 | Address Table Commands



Multicast address table for VLANs in IPv4-SRC-GROUP bridging mode:

Vlan Group Address Source address Type

1 224.2.2.251 11.2.2.3 Dynamic
Forbidden ports for Multicast addresses:
Vlan Group Address Source Address Ports
8 239.2.2.2 * gi0/4

8 239.2.2.2 1.1.1.11 gi0/4

Multicast address table for VLANs in IPv6-GROUP bridging mode:

VLAN IP/MAC Address Type Ports

Ports

8 102::4:4:4 Static gi0/1-2, gi0/3, Pol

Forbidden ports for Multicast addresses:
VLAN IP/MAC Address Ports

Multicast address table for VLANs in IPv6-SRC-GROUP bridging mode:

Vlan Group Address Source address Type

Ports

8 102::4:4:4 * Static

8 f02::4:4:4 fe80::200:7ff: Static
fe00:200

Forbidden ports for Multicast addresses:

Vlan Group Address Source address Ports

8 102::4:4:4 * gi0/4

8 Tf02::4:4:4 Te80::200:7Ff:f gi0/4
€00:200
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show bridge multicast address-table static

Use the show bridge multicast address-table static Privileged EXEC mode
command to display the statically-configured Multicast addresses.

Syntax
show bridge multicast address-table static /v/an vian-id] [all]

show bridge multicast address-table static /v/an vian-id] [address mac-
multicast-address/ [mac/ ip)

show bridge multicast address-table static /vian vian-id] /address jpv4-
multicast-address] [source ipv4-source-address]

show bridge multicast address-table static /vian vian-id] [address ipvo-
multicast-address] [source ipv6-source-address]

Parameters

* vlan vlan-id—Specifies the VLAN ID.

* address—Specifies the Multicast address. The possible values are:
- mac-multicast-address—Specifies the MAC Multicast address.
- ipv4-multicast-address—Specifies the IPv4 Multicast address.
- ipv6-multicast-address—Specifies the IPv6 Multicast address.

* source—Specifies the source address. The possible values are:
- ipv4-address—Specifies the source IPv4 address.

- ipv6-address—Specifies the source IPv6 address.

Default Configuration
When all/mac/ip is not specified, all entries (MAC and IP) will be displayed.

Command Mode
Privileged EXEC mode

User Guidelines
A MAC address can be displayed in IP format only if it is within the range
0100.5¢00.0000—- 0100.5¢7¢.£Etf.
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Example
The following example displays the statically-configured Multicast addresses.

console# show bridge multicast address-table static
MAC-GROUP table

Vlan MAC Address Ports

1 0100.9923.8787 gi0/1, gio/2
Forbidden ports for multicast addresses:

Vlan MAC Address Ports

IPv4-GROUP Table

Vlan IP Address Ports
1 231.2.2.3 gi0/1, gio/2
19 231.2.2.8 gi0/2-3

Forbidden ports for multicast addresses:

Vlan IP Address Ports

1 231.2.2.3 gio/4

19 231.2.2.8 gio/3

IPv4-SRC-GROUP Table:

Vlan Group Address Source Ports
address

Forbidden ports for multicast addresses:

Vlan Group Address Source Ports
address
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IPv6-GROUP Table

Vlan IP Address Ports

191 FF12::8 gi0/1-4
Forbidden ports for multicast addresses:
Vlan IP Address Ports

11 FF12::3 gio/4

191 FF12::8 gi0/4

IPv6-SRC-GROUP Table:

Vlan Group Address Source Ports
e address ______
192 FF12::8 TTTTTTTTTTTTTTT gi0/1-4
FE80::201:C9A9:FE40:8
988

Forbidden ports for multicast addresses:

Vlan Group Address Source Ports
e el _ address  ______
192 FF12::3  TTTTTTTTTTTTTTT gi0/4
FEB0::201:C9A9:FE40:8
988

show bridge multicast filtering

Use the show bridge multicast filtering Privileged EXEC mode command to
display the Multicast filtering configuration.

Syntax
show bridge multicast filtering vian-id
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Parameters
vlan-id—Specities the VLAN ID. (Range: Valid VLAN)

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example displays the Multicast configuration for VLAN 1.

console# show bridge multicast filtering 1
Filtering: Enabled

VLAN: 1

Forward-All

Port Static Status
gio/1 Forbidden Filter
gi0/2 Forward Forward(s)
gi0/3 - Forward(d)

show bridge multicast unregistered

Use the show bridge multicast unregistered Privileged EXEC mode
command to display the unregistered Multicast filtering configuration.

Syntax
show bridge multicast unregistered /interface-id/

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Default Configuration
Display for all interfaces.
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Command Mode
Privileged EXEC mode

Example
The following example displays the unregistered Multicast configuration.

console# show bridge multicast unregistered

Port Unregistered
gi0/1 Forward
gi0/2 Filter
gi0/3 Filter

show ports security

Use the show ports security Privileged EXEC mode command to display the
port-lock status.

Syntax
show ports security /interface-id | detailed)

Parameters

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Display for all interfaces. If detailed is not used, only present ports are
displayed.

Command Mode
Privileged EXEC mode
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Example
The following example displays the port-lock status of all ports.

console# show ports security

Port Status Learning Action Maximum Trap

Frequency

gio/1 Enabled Max- Discard 3 Enabled

100
Addresses

gi0/2 Disabled Max- - 28 - -
Addresses

gi0/3 Enabled Lock Discard 8 Disabled -

The following table describes the fields shown above.

Field Description

Port The port number.

Status The port security status. The possible values are: Enabled or
Disabled.

Action The action taken on violation.

Maximum The maximum number of addresses that can be associated on this

port in the Max-Addresses mode.

Trap The status of SNMP traps. The possible values are: Enable or
Disable.
Frequency The minimum time interval between consecutive traps.

show ports security addresses

Use the show ports security addresses Privileged EXEC mode command to
display the current dynamic addresses in locked ports.

Syntax
show ports security addresses /interface-id | detarled)
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Parameters

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Display for all interfaces. If detailed is not used, only present ports are
displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays dynamic addresses in all currently locked
port:

Port  Status Learning  Current Maximum

gi0/1  Disabled  Lock 0 10
gi0/2  Disabled  Lock 0 1
gi0/3  Disabled  Lock 0 1
gi0/4  Disabled  Lock 0 1
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Port Monitor Commands

port monitor

Use the port monitor Interface Configuration (Ethernet) mode command to
start a port monitoring session (mirroring). Use the no form of this command
to stop a port monitoring session.

Syntax
port monitor src-interface-id [rx | tx|

no port monitor sre-mtertace-id

Parameters

* 1x—Monitors received packets only. If no option is specified, it monitors
both rx and tx.

* tx—Monitors transmitted packets only. If no option is specified, it
monitors both rx and tx.

*  sre-inferface-id—Specifies an interface ID. The interface ID must be and
Ethernet port.

Default Configuration
Monitors both received and transmitted packets.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
This command enables port copy between source port (sre-interface) to a
destination port (The port in context).

The analyzer port for port ingress traffic mirroring should be the same port for
all mirrored ports.

The analyzer port for port egress tratfic mirroring should be the same port for
all mirrored ports.
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Source ports cannot be destination ports at the same time.

The following restrictions apply to ports that are configured to be monitor
ports:

The port is not a member in a port-channel.
An IP interface is not configured on the port.
GVRP is not enabled on the port.

The port is not a member in any VLAN, except for the default VLAN (will
be automatically removed from the default VLAN).

L2 protocols, such as: LLDP, CDP, LBD, STP, LACP, are not active on the
destination port.

Note the following:

In this mode some traffic duplication on the analyzer port may be
observed. For example:

—  Port 2 is being egress monitored by port 4.
-~ Port 2 & 4 are members in VLAN 3.

—  An unknown unicast packet sent to VLAN 3 will egress from port 4
twice, once as normal forward and another time as mirrored from port

2.

—  Moreover, if port 2 is an untagged member in VLAN 3 and port 4 is a
tagged member then both instances will look different (one is tagged
and the other is not).

When the port is configured to 8§02.1X auto mode, it will forward any
mirrored traffic regardless of the 802.1X state. However, it will operate as a
normal network port (forward traffic) only after authorization is done.

Mirrored traffic is exposed to the STP state, 1.e. if the port is in STP
blocking, it will not egress any mirrored tratfic.

Example
The following example copies traffic for both directions (T'x and Rx) from the
source port gil/2 to destination port gi0/1.

console(config)# interface gi0/1
console(config-if)# port monitor gi0/2
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console(config-if)# exit

show ports monitor

Use the show ports monitor EXEC mode command to display the port
monitoring status.

Syntax
show ports monitor

Command Mode
User EXEC mode

Example
The following example displays the port monitoring status.

console# show ports monitor

Source port Destination Port Type Status
gi0/1 gi0/4 RX,TX Active
gi0/2 gi0/4 RX, TX Active
gi0/3 gi0/4 RX Active
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LLDP Commands

lidp run

Use the lldp run Global Configuration mode command to enable LLDP. To
disable LLDP, use the no form of this command.

Syntax
1ldp run

no lldp run

Parameters
N/A.

Default Configuration
Enabled

Command Mode
Global Configuration mode

Example

console(config)# I1ldp run

lldp transmit

Use the lldp transmit Interface (Ethernet) Configuration mode command to
enable transmitting LLDP on an interface. Use the no form of this command
to stop transmitting LLDP on an interface.

Syntax
lldp transmit

no lldp transmit
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Parameters
N/A

Default Configuration
Enabled

Command Mode
Interface (Ethernet) Configuration mode

console(config-if) #

User Guidelines
LLDP manages LAG ports individually. LLDP sends separate advertisements
on each port in a LAG.

LLDP operation on a port is not dependent on the STP state of a port. Le.
LLDP frames are sent on blocked ports.

If a port is controlled by 802.1x, LLDP operates only if the port is authorized.

Example

console(config)# interface gi0/1
console(config-if)# 1ldp transmit

lidp receive

Use the lldp receive Interface (Ethernet) Configuration mode command to
enable receiving LLDP on an interface. Use the no form of this command to
stop receiving LLDP on an Interface (Ethernet) Configuration mode
interface.

Syntax
1ldp receive

no lldp receive

Parameters
N/A
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Default Configuration
Enabled

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
LLDP manages LAG ports individually. LLDP data received through LAG
ports is stored individually per port.

LLDP operation on a port is not dependent on the STP state of a port. Le.
LLDP frames are received on blocked ports.

If a port is controlled by 8§02.1x, LLDP operates only if the port is authorized.

Example

console(config)# interface gi0/1
console(config-if)# 1ldp receive

lidp timer

Use the lldp timer Global Configuration mode command to specify how
often the software sends LLDP updates. Use the no form of this command to
restore the default configuration.

Syntax
1ldp timer seconds

no lldp timer

Parameters
timer seconds—Specifies, in seconds, how often the software sends LLDP
updates (range: 5-32768 seconds).

Default Configuration
30 seconds.
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Command Mode
Global Configuration mode

Example
The following example sets the interval for sending LLDP updates to 60
seconds.

console(config)# 1ldp timer 60

lidp hold-multiplier

Use the lldp hold-multiplier Global Configuration mode command to
specify how long the receiving device holds a LLDP packet before discarding
it. Use the no form of this command to restore the default configuration.

Syntax
1ldp hold-multiplier number

no lldp hold-multiplier

Parameters
hold-multiplier number—Specifies the LLDP packet hold time interval as a
multiple of the LLDP timer value (range: 2-10).

Default Configuration
The default LLDP hold multiplier is 4.

Command Mode
Global Configuration mode

User Guidelines
The actual Time-To-Live (TTL) value of LLDP frames is calculated by the
following formula:

TTL = min(65535, LLDP-Timer * LLDP-hold-multiplier)

For example, if the value of the LLDP timer is 30 seconds, and the value of
the LLDP hold multiplier is 4, then the value 120 is encoded in the TTL field
of the LLDP header.

460 | LLDP Commands



Example
The following example sets the LLDP packet hold time interval to 90
seconds.

console(config)# I1ldp timer 30
console(config)# UI1ldp hold-multiplier 3

lldp reinit
Use the lldp reinit Global Configuration mode command to specify the

minimum time an LLDP port waits before reinitializing LLDP transmission.
Use the no form of this command to revert to the default setting.

Syntax
lldp reinit seconds

no lldp reinit

Parameters
reinit seconds—Specifies the minimum time in seconds an LLDP port waits
before reinitializing LLDP transmission. (Range: 1-10)

Default Configuration
2 seconds

Command Mode
Global Configuration mode

Example

console(config)# Ildp reinit 4

lidp tx-delay

Use the lldp tx-delay Global Configuration mode command to set the delay
between successive LLDP frame transmissions initiated by value/status
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changes in the LLDP local systems MIB. Use the no form of this command to
restore the default configuration.

Syntax
lldp tx-delay seconds

no lldp tx-delay

Parameters

tx-delay seconds—Specifies the delay in seconds between successive LLDP
frame transmissions initiated by value/status changes in the LLDP local
systems MIB (range: 1-8192 seconds).

Default Configuration
The default LLDP frame transmission delay is 2 seconds.

Command Mode
Global Configuration mode

User Guidelines
It is recommended that the tx-delay be less than 25% of the LLDP timer
interval.

Example
The following example sets the LLDP transmission delay to 10 seconds.

console(config)# 1ldp tx-delay 10

lidp optional-tlv

Use the lldp optional-tlv Interface (Ethernet) Configuration mode
command to specify which optional TLVs are transmitted. Use the no form of
this command to restore the default configuration.

For 802.1, see the lldp optional-tlv §02.1 command.

Syntax
lldp optional-tlv t/v [¢lv2 ... tlv5 | none]
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Parameters

*  tlv—Specifies the TLVs to be included. Available optional TLVs are: port-
desc, sys-name, sys-desc, sys-cap, 8§02.3-mac-phy, 802.3-lag, §02.3-max-
frame-size.

* none—Clear all optional TLVs from the interface.

If the 802.1 protocol is selected, see the command below.

Default Configuration
The following TLV are transmitted:

¢ sys-name

* sys-cap

Command Mode
Interface (Ethernet) Configuration mode

Example
The following example specifies that the port description TLV is transmitted

on gil/2.

console(config)# interface gi0/2
console(config-if)# 1ldp optional-tlv port-desc

lidp optional-tiv 802.1

Use the lldp optional-tlv 802.1 Interface (Ethernet) Configuration mode
command to specify whether to transmit the §02.1 TLV. Use the no form of
this command to revert to the default setting.

Syntax
lldp optional-tlv 802.1 pvid {enable | disable}- The PVID is advertised or
not advertised.

no lldp optional-tlv 802.1 pvid - The PVID advertise state is returned to
default.
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1ldp optional-tlv 802.1 ppvid add ppvid - The Protocol Port VLAN ID
(PPVID) is advertised. The PPVID is the PVID that is used depending on the
packet’s protocol.

lldp optional-tlv 802.1 ppvid remove ppvid - The PPVID is not advertised.
1ldp optional-tlv 802.1 vlan add vian-id - This vian-idis advertised.
lldp optional-tlv 802.1 vlan remove vian-id - This vian-idis not advertised.

11dp optional-tlv 802.1 protocol add {stp [ rstp | mstp [ pause | 802.1x |
lacp | gvip} - The protocols selected are advertised.

11dp optional-tlv 802.1 protocol remove {stp | rstp | mstp | pause | 802.1x |
lacp | gvip} - The protocols selected are not advertised.

Parameters

* lldp optional-tlv 802.1 pvid {enable | disable} —Advertises or stop
advertize the PVID of the port.

* lldp optional-tlv 802.1 ppvid add/remove ppvid—Adds/removes PPVID
for advertising. (range: 0-4094). PPVID = 0 indicates that the port is not
capable of supporting port and protocol VLANs and/or the port is not
enabled with any protocol VLANS.

* add/rtemove vian-id—Adds/removes VLAN for advertising (range: 0-4094).

* add/remove {stp [ 1stp | mstp | pause | 802.1x | lacp | gvip}—Add
specifies to advertise the specified protocols; remove specifies not to
advertise the specified protocol.

Default Configuration
The following 802.1 TLV is transmitted:

Command Mode
Interface (Ethernet) Configuration mode

Example

console(config)# [1ldp optional-tlv 802.1 protocol add stp
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lldp management-address

Use the lldp management-address Interface (Ethernet) Configuration mode
command to specify the management address advertised by an interface. Use
the no form of this command to stop advertising management address
information.

Syntax
lldp management-address {ip-address | none | automatic [interface-id/}

no lldp management-address

Parameters
* ip-address—Specifies the static management address to advertise.
* none—>Specifies that no address is advertised.

* automatic—Specifies that the software automatically selects a
management address to advertise from all the IP addresses of the product.
In case of multiple IP addresses, the software selects the lowest IP address
among the dynamic IP addresses. If there are no dynamic addresses, the
software selects the lowest IP address among the static IP addresses.

* automatic interface-id—Specifies that the software automatically selects a
management address to advertise from the IP addresses that are
configured on the interface ID. In case of multiple IP addresses, the
software selects the lowest IP address among the dynamic IP addresses of
the interface. If there are no dynamic addresses, the software selects the
lowest IP address among the static IP addresses of the interface. The
interface ID can be one of the following types: Ethernet port, port-channel
or VLAN. Note that if the port or port- channel are members in a VLAN
that has an IP address, that address is not included because the address is
associated with the VLAN.

Default Configuration
No IP address is advertised.

The default advertisement is automatic.

Command Mode
Interface (Ethernet) Configuration mode
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User Guidelines
Each port can advertise one IP address.

Example
The following example sets the LLDP management address advertisement
mode to automatic on gi0/2.

console(config)# interface gi0/2
console(config-if)# 1ldp management-address automatic

lldp notifications

Use the lldp notifications Interface (Ethernet) Configuration mode
command to enable/disable sending LLDP notifications on an interface. Use
the no form of this command to restore the default configuration.

Syntax
lldp notifications {enable [ disable}

no lldp notifications

Parameters
* enable—Enables sending LLDP notifications.
* disable—Disables sending LLDP notifications.

Default Configuration
Disabled.

Command Mode
Interface (Ethernet) Configuration mode

Example
The following example enables sending LLDP notifications on gi0/1.

console(config)# interface gil/1
console(config-if)# [1ldp notifications enable
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lldp notifications interval

Use the lldp notifications interval Global Configuration mode command to
configure the maximum transmission rate of LLDP notifications. Use the no
form of this command to return to the default.

Syntax
lldp notifications interval seconds

no lldp notifications interval
Parameters
interval seconds—The device does not send more than a single notification in

the indicated period (range: 5-3600).

Default Configuration
5 seconds

Command Mode
Global Configuration mode

Example

console(config)# 1ldp notifications interval 10

lidp med

Use the lldp med Interface (Ethernet) Configuration mode command to
enable or disable LLDP Media Endpoint Discovery (MED) on a port. Use the
no form of this command to return to the default state.

Syntax
lldp med {enable [tlv... tIvf] | disable}

no lldp med

Parameters
¢ enable—Enable LLDP MED
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* tlv—Specifies the TLV that should be included. Available TLVs are:
Network-Policy, Location, Inventory. The Capabilities TLV is always
included if LLDP-MED is enabled.

* disable—Disable LLDP MED on the port

Default Configuration
Enabled with network-policy TLV

Command Mode
Interface (Ethernet) Configuration mode

Example
The following example enables LLDP MED with the location TLV on gi0/3.

console(config)# interface gi0/3
console(config-if)# 1ldp med enable location

lldp med notifications topology-change

Use the lldp med notifications topology-change Interface (Ethernet)
Configuration mode command to enable sending LLDP MED topology
change notifications on a port. Use the no form of this command to restore
the default configuration.

Syntax
lldp med notifications topology-change {enable | disable}

no lldp med notifications topology-change

Parameters
* enable—Enables sending LLDP MED topology change notifications.
* disable—Disables sending LLDP MED topology change notifications.

Default Configuration
Disable is the default.
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Command Mode
Interface (Ethernet) Configuration mode

Example
The following example enables sending LLDP MED topology change
notifications on gi0/2.

console(config)# interface gi0/2

console(config-if)# 1ldp med notifications topology-change
enable

lldp med fast-start repeat-count

When a port comes up, LLDP can send packets more quickly than usual
using its fast-start mechanism.

Use the lldp med fast-start repeat-count Global Configuration mode
command to configure the number of packets that is sent during the
activation of the fast start mechanism. Use the no form of this command to
return to default.

Syntax
lldp med fast-start repeat-count number

no lldp med fast-start repeat-count

Parameters
repeat-count number—Specifies the number of times the fast start LLDPDU
is being sent during the activation of the fast start mechanism. The range is 1-

10.

Default Configuration
3

Command Mode
Global Configuration mode
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Example

console(config)# 1ldp med fast-start repeat-count 4

Ildp med network-policy (global)

Use the lldp med network-policy Global Configuration mode command to
define a LLDP MED network policy.

The lldp med network-policy command creates the network policy, which is
attached to a port by lldp med network-policy (interface).

The network policy defines how LLDP packets are constructed.

Use the no form of this command to remove LLDP MED network policy.

Syntax
lldp med network-policy number application [vian vian-id] [vian-type

{tagged | untagged}/ [up prionty] [dscp value/

no lldp med network-policy number

Parameters
* number—Network policy sequential number. The range is 1-32.

* application—The name or the number of the primary function of the
application defined for this network policy. Available application names
are:

- voice

- voice-signaling

- guest-voice

- guest-voice-signaling
- softphone-voice

- video-conferencing
- streaming-video

- video-signaling.

*  vlan v/an-1d—VLAN identifier for the application.
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* vlan-type—Specifies if the application is using a tagged or an untagged
VLAN.

* up priority—User Priority (Layer 2 priority) to be used for the specified
application.

* dscp value—DSCP value to be used for the specified application.

Default Configuration
No network policy is defined.

Command Mode
Global Configuration mode

User Guidelines
Use the lldp med network-policy Interface Configuration command to
attach a network policy to a port.

Up to 32 network policies can be defined.

Example

This example creates a network policy for the voice-signal application and
attaches it to port 1. LLDP packets sent on port 1 will contain the
information defined in the network policy.

console(config)# I1ldp med network-policy 1 voice-signaling vlan
1 vlan-type untagged up 1 dscp 2

console(config)# interface gi0/1
console(config-if)# 1ldp med network-policy add 1

Ildp med network-policy (interface)

Use the lldp med network-policy Interface (Ethernet) Configuration mode
command to attach or remove an LLDP MED network policy on a port.
Network policies are created in lldp med network-policy (global).

Use the no form of this command to remove all the LLDP MED network
policies from the port.
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Syntax
lldp med network-policy {add | remove} number

no lldp med network-policy number

Parameters

* number—Specifies the network policy sequential number. The range is 1-

32

* add/remove number—Attaches/removes the specified network policy to
the interface.

Default Configuration
No network policy is attached to the interface.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
For each port, only one network policy per application (voice, voice-signaling,
etc.) can be defined.

Example

This example creates a network policy for the voice-signally application and
attaches it to port 1. LLDP packets sent on port 1 will contain the
information defined in the network policy.

console(config)# I1ldp med network-policy 1 voice-signaling vlan
1 vlan-type untagged up 1 dscp 2

console(config)# interface gi0/1
console(config-if)# 1ldp med network-policy add 1

clear lldp table

Use the clear lldp table command in Privileged EXEC mode to clear the
neighbors table for all ports or for a specific port.
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Syntax
clear lldp table /interface-id]

Parameters
interface-id—Specifies a port ID.

Default Configuration
If no interface is specified, the default is to clear the LLDP table for all ports.

Command Mode
Privileged EXEC mode

Example

console# clear 1ldp table gi0/1

lldp med location

Use the lldp med location Interface (Ethernet) Configuration mode
command to configure the location information for the LLDP Media
Endpoint Discovery (MED) for a port. Use the no form of this command to
delete location information for a port.

Syntax
1ldp med location {{coordinate data} | {civic-address data} | {ecs-elin
data}t}

no lldp med location {coordinate [ civic-address | ecs-elin}

Parameters

* coordinate data—Specities the location data as coordinates in
hexadecimal format.

* civic-address data—Specifies the location data as a civic address in
hexadecimal format.

* ecs-elin data—Specities the location data as an Emergency Call Service
Emergency Location Identification Number (ECS ELIN) in hexadecimal
format.
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* data—Specifies the location data in the format defined in ANSI/TIA 1057:
dotted hexadecimal data: Each byte in a hexadecimal character string is

two hexadecimal digits. Bytes are separated by a period or colon. (Length:
coordinate: 16 bytes. Civic-address: 6-160 bytes. Ecs-elin: 10-25 bytes)

Default Configuration
The location is not configured.

Command Mode
Interface (Ethernet) Configuration mode

Example
The following example configures the LLDP MED location information on
gi0/2 as a civic address.

console(config)# interface gi0/2

console(config-if)# 1ldp med location civic-address
616263646566

lldp chassis-id
Use the lldp chassis-id Global Configuration mode command to configure

the source of the chassis ID of the port. Use the no form of this command to
restore the chassis ID source to default.

Syntax
ldp chassis-id {mac-address | host-name}

no lldp chassis-id

Parameters
* mac-address—Specifies the chassis ID to use the device MAC address.

*  host-name—Specifies the chassis ID to use the device configured host
name.

Default Configuration
MAC address.
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Command Mode
Global Configuration mode

User Guidelines
The host name should be configured to be a unique value.

If the chassis ID configured to be used in LLDP packets is empty, LLDP uses
the default chassis ID (specified above).

Example
The following example configures the chassis ID to be the MAC address.

console(config)# Ildp chassis-id mac-address

show lldp configuration

Use the show lldp configuration Privileged EXEC mode command to display
the LLDP configuration for all ports or for a specific port.

Syntax
show Ildp configuration /interface-id | detailed)

Parameters

* interface-id—Specifies the port ID.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode
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Examples

Example 1 - Display LLDP contfiguration for all ports.

console# show 1ldp configuration
State: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

Notifications interval: 5 seconds

Port State Optional TLVs
gio/1 RX,TX PD, SN, SD, SC
gi0/2 X PD, SN

gio/3 RX,TX PD, SN, SD, SC
gi0/4 RX,TX D, SN, SD, SC

Address
172.16.1.1
172.16.1.1
None
automatic

Notifications
Disabled
Disabled
Disabled
Disabled

Example 2 - Display LLDP configuration single port.

console# show lldp configuration
State: Enabled

LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
Port State Optional TLVs

gio/1

Address Notifications

gio/1 Rx and Tx None
802.3 optional TLVs: None
802.1 optional TLVs

PVID: Disabled
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PPVIDs:

VLANs:

Protocols:

The following table describes the significant fields shown in the display:

Field Description
Timer The time interval between LLDP updates.
Hold multiplier The amount of time (as a multiple of the timer interval) that the

receiving device holds a LLDP packet before discarding it.

Reinit timer The minimum time interval an LLDP port waits before re-
initializing an LLDP transmission.

Tx delay The delay between successive LLDP frame transmissions initiated by
value/status changes in the LLDP local systems MIB.

Port The port number.

State The port’s LLDP state.

Optional TLVs Optional TLVs that are advertised. Possible values are:
PD - Port description

SN - System name

SD - System description

SC - System capabilities

Address The management address that is advertised.

Notifications Indicates whether LLDP notifications are enabled or disabled.
PVID Port VLAN ID advertised.

PPVID Protocol Port VLAN ID advertised.

show lldp med configuration

Use the show lldp med configuration Privileged EXEC mode command to
display the LLDP Media Endpoint Discovery (MED) configuration for all
ports or for a specific port.

Syntax
show lldp med configuration /interface-id [ detailed|
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Parameters
* interface-id—Specifies the port ID.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
If no port ID is entered, the command displays information for all ports. If
detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode

Examples
Example 1 - The following example displays the LLDP MED configuration
for all interfaces.

console# show 1ldp med configuration

Fast Start Repeat Count: 4.

Network policy 1

Application type: voiceSignaling

VLAN ID: 1 untagged

Layer 2 priority: 0

DSCP: 0

Port Capabilities Network Policy Location Notifications Inventory

gi0/1 Yes Yes Yes Enabled Yes
gi0/2 Yes Yes No Enabled No
gi0/3 No No No Enabled No

Example 2 - The following example displays the LLDP MED configuration
for gi0/1.

console# show Ildp med configuration gi0/1
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Port Capabilities Network Policy Location Notifications Inventory
gi0/1 Yes Yes Yes Enabled Yes
Network policies:

Location:

Civic-address: 61:62:63:64:65:66

show lldp local tlvs-overloading

When an LLDP packet contains too much information for one packet, this is
called overloading. Use the show lldp local tlvs-overloading EXEC mode
command to display the status of TLVs overloading of the LLDP on all ports
or on a specific port.

Syntax
show lldp local tlvs-overloading /interface-id/

Parameters
interface-id—Specifies a port ID.

Default Configuration
If no port ID is entered, the command displays information for all ports.

Command Mode
User EXEC mode

User Guidelines
The command calculates the overloading status of the current LLDP
configuration, and not for the last LLDP packet that was sent.

Example

console# show 1ldp local tlvs-overloading gi0/1
TLVs Group Bytes Status

Mandatory 31 Transmitted
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LLDP-MED Capabilities 9 Transmitted
LLDP-MED Location 200 Transmitted
802.1 1360 Overloading
Total: 1600 bytes

Left: 100 bytes

show lldp local

Use the show lldp local Privileged EXEC mode command to display the
LLDP information that is advertised from a specific port.

Syntax
show lldp local interface-id

Parameters
Interface-id—Specifies a port ID.

Default Configuration
If no port ID is entered, the command displays information for all ports.

Command Mode
Privileged EXEC mode

Example
The following examples display LLDP information that is advertised from
gi0/1 and 2.

console# show 1ldp local gi0/1
Device ID: 0060.704C.73FF

Port ID: gi0/1

Capabilities: Bridge

System Name: ts-7800-1

System description:

Port description:

Management address: 172.16.1.8
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802.3 MAC/PHY Configuration/Status
Auto-negotiation support: Supported
Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 100BASE-TX full duplex,

1000BASE-T full duplex

Operational MAU type: 1000BaseTFD

802.3 Link Aggregation

Aggregation capability: Capable of being aggregated
Aggregation status: Not currently in aggregation
Aggregation port ID: 1

802.3 Maximum Frame Size: 1522

802.3 EEE

Local Tx: 30 usec

Local Rx: 25 usec

Remote Tx Echo: 30 usec

Remote Rx Echo: 25 usec

802.1 PVID: 1

802.1 PPVID: 2 supported, enabled

802.1 VLAN: 2 (VLAN2)

802.1 Protocol: 88 8E 01

LLDP-MED capabilities: Network Policy, Location ldentification

LLDP-MED Device type: Network Connectivity
LLDP-MED Network policy

Application type: Voice

Flags: Tagged VLAN

VLAN ID: 2

Layer 2 priority: O

DSCP: 0

LLDP-MED Location

Coordinates: 54:53:c1:f7:51:57:50:ba:5b-97:27:80:00:00:67:01
Hardware Revision: Bl

Firmware Revision: Al

Software Revision: 3.8
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Serial number: 7978399
Manufacturer name: Manufacturer
Model name: Model 1

Asset ID: Asset 123

console# show 1ldp local gi0/2
LLDP is disabled.

show lldp neighbors

Use the show lldp neighbors Privileged EXEC mode command to display
information about neighboring devices discovered using LLDP. The
information can be displayed for all ports or for a specific port.

Syntax
show lldp neighbors /interface-id]

Parameters
interface-id—Specifies a port ID.

Default Configuration
If no port ID is entered, the command displays information for all ports.

Command Mode
Privileged EXEC mode

User Guidelines
A TLV value that cannot be displayed as an ASCII string is displayed as an
hexadecimal string.

Examples

Example 1 - The following example displays information about neighboring
devices discovered using LLDP on all ports on which LLDP is enabled and
who are up.

Location information, if it exists, is also displayed.

console# show 1ldp neighbors
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System capability legend:

B - Bridge; R - Router; W - Wlan Access Point; T - telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater;

TP - Two Ports MAC Relay; S - S-VLAN; C - C-VLAN; O - Other

Port Device ID Port ID System Name Capabilities TTL

gi0/1 00:00:00:11:11:11 gi0/1 ts-7800-2 B 90
gi0/1 00:00:00:11:11:11 gi0/1 ts-7800-2 B 90
gi0/2 00:00:26:08:13:24 gi0/3 ts-7900-1 B, R 90
gi0/3 00:00:26:08:13:24 gi0/2 ts-7900-2 W 90

Example 2 - The following example displays information about neighboring
devices discovered using LLDP on port 1.

console# show Ildp neighbors gi0/1
Device ID: 00:00:00:11:11:11

Port ID: gi0/1

System Name: ts-7800-2

Capabilities: B

System description:

Port description:

Management address: 172.16.1.1

Time To Live: 90 seconds

802.3 MAC/PHY Configuration/Status
Auto-negotiation support: Supported.
Auto-negotiation status: Enabled.

Auto-negotiation Advertised Capabilities: 100BASE-TX full duplex,
1000BASE-T full duplex.

Operational MAU type: 1000BaseTFD

802.3 Power via MDI

MDI Power support Port Class: PD

PSE MDI Power Support: Not Supported

PSE MDI Power State: Not Enabled

PSE power pair control ability: Not supported.
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PSE Power Pair: Signal

PSE Power class: 1

802.3 Link Aggregation

Aggregation capability: Capable of being aggregated
Aggregation status: Not currently in aggregation
Aggregation port ID: 1

802.3 Maximum Frame Size: 1522

802.3 EEE

Remote Tx: 25 usec

Remote Rx: 30 usec

Local Tx Echo: 30 usec

Local Rx Echo: 25 usec

802.1 PVID: 1

802.1 PPVID: 2 supported, enabled
802.1 VLAN: 2(VLAN2)

802.1 Protocol: 88 8E 01

LLDP-MED capabilities: Network Policy.
LLDP-MED Device type: Endpoint class 2.
LLDP-MED Network policy

Application type: Voice

Flags: Unknown policy

VLAN ID: O
Layer 2 priority: O
DSCP: 0O

LLDP-MED Power over Ethernet
Device Type: Power Device
Power source: Primary power
Power priority: High

Power value: 9.6 Watts
Hardware revision: 2.1
Firmware revision: 2.3
Software revision: 2.7.1
Serial number: LM759846587
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Manufacturer name: VP

Model name: TR12
Asset ID: 9
LLDP-MED Location

Coordinates: 54:53:c1:f7:51:57:50:ba:5b:97:27:80:00:00:67:01

The following table describes significant LLDP fields shown in the display:

Field Description

Port The port number.

Device ID The neighbor device’s configured ID (name) or MAC
address.

Port ID The neighbor device’s port ID.

System name

The neighbor device’s administratively assigned name.

Capabilities

The capabilities discovered on the neighbor device.
Possible values are:

B - Bridge

R - Router

W - WLAN Access Point
T - Telephone

D - DOCSIS cable device
H - Host

r - Repeater

O - Other

System description

The neighbor device’s system description.

Port description

The neighbor device’s port description.

Management address

The neighbor device’s management address.

Auto-negotiation
support

The auto-negotiation support status on the port.
(supported or not supported)

Auto-negotiation status

The active status of auto-negotiation on the port.

(enabled or disabled)

Auto-negotiation
Advertised Capabilities

The port speed/duplex/flow-control capabilities
advertised by the auto-negotiation.
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Field Description

Operational MAU type |The port MAU type.

LLDP MED

Capabilities The sender's LLDP-MED capabilities.

Device type

The device type. Indicates whether the sender is a
Network Connectivity Device or Endpoint Device, and
if an Endpoint, to which Endpoint Class it belongs.

LLDP MED - Network Policy

Application type

The primary function of the application defined for
this network policy.

Flags

Flags. The possible values are:

Unknown policy: Policy is required by the device, but is
currently unknown.

Tagged VLAN: The specified application type is using a
tagged VLAN.

Untagged VLAN: The specified application type is
using an Untagged VLAN.

VLAN ID

The VLAN identifier for the application.

Layer 2 priority

The Layer 2 priority used for the specified application.

DSCP

The DSCP value used for the specified application.

LLDP MED - Power Over Et|

hernet

Power type

The device power type. The possible values are: Power
Sourcing Entity (PSE) or Power Device (PD).

Power Source

The power source utilized by a PSE or PD device. A
PSE. device advertises its power capability. The possible
values are: Primary power source and Backup power
source. A PD device advertises its power source. The
possible values are: Primary power, Local power,
Primary and Local power.

Power priority

The PD device priority. A PSE device advertises the
power priority configured for the port. A PD device
advertises the power priority configured for the device.
The possible values are: Critical, High and Low.
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Field Description

Power value The total power in watts required by a PD device from
a PSE device, or the total power a PSE device is
capable of sourcing over a maximum length cable
based on its current configuration.

LLDP MED - Location

Coordinates, Civic The location information raw data.

address, ECS ELIN.

show lldp statistics

Use the show lldp statistics EXEC mode command to display LLDP statistics
on all ports or a specific port.

Syntax
show lldp statistics /interface-id | detarled)

Parameters

e interface-id

Specities the port ID.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
If no port ID is entered, the command displays information for all ports. If
detailed is not used, only present ports are displayed.

Command Mode
User EXEC mode

Example

console# show lldp statistics

Tables Last Change Time: 14-Oct-2010 32:08:18
Tables Inserts: 26

Tables Deletes: 2
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Tables Dropped: 0
Tables Ageouts: 1

TX Frames
Ageouts

Port Total Total
Total

gio/2 0 0
gio/3 730 0
gi0/4 0 0

RX Frame RX TLVs

Discarded Errors Discarded Unrecognized

0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

RX

o O O o

The following table describes significant LLDP fields shown in the display:

Field Description

Port The port number.

Device ID The neighbor device’s configured ID (name) or MAC
address.

Port ID The neighbor device’s port ID.

System name

The neighbor device’s administratively assigned name.

Capabilities

The capabilities discovered on the neighbor device.
Possible values are:

B - Bridge

R - Router

W - WLAN Access Point
T - Telephone

D - DOCSIS cable device
H - Host

1 - Repeater

O - Other

System description

The neighbor device’s system description.

Port description

The neighbor device’s port description.

Management address

The neighbor device’s management address.
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Field

Description

Auto-negotiation
support

The auto-negotiation support status on the port.
(Supported or Not Supported)

Auto-negotiation
status

The active status of auto-negotiation on the port.

(Enabled or Disabled)

Auto-negotiation

The port speed/duplex/flow-control capabilities advertised

Advertised by the auto-negotiation.

Capabilities

Operational MAU The port MAU type.

type

LLDP MED

Capabilities The sender's LLDP-MED capabilities.

Device type The device type. Indicates whether the sender is a

Network Connectivity Device or Endpoint Device, and if
an Endpoint, to which Endpoint Class it belongs.

LLDP MED - Network

Policy

Application type

The primary function of the application defined for this
network policy.

Flags

Flags. The possible values are:
Unknown policy: Policy is required by the device, but is
currently unknown.

Tagged VLAN: The specified application type is using a
Tagged VLAN.

Untagged VLAN: The specified application type is using
an Untagged VLAN.

VLANID

The VLAN identifier for the application.

Layer 2 priority

The Layer 2 priority used for the specified application.

DSCP

The DSCP value used for the specified application.

LLDP MED - Location

Coordinates, Civic

address, ECS ELIN.

The location information raw data.
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Spanning-Tree Commands

spanning-tree
Use the spanning-tree Global Configuration mode command to enable

spanning-tree functionality. Use the no form of this command to disable the
spanning-tree functionality.

Syntax
spanning-tree

no spanning-tree

Parameters
N/A

Default Configuration
Spanning-tree is enabled.

Command Mode
Global Configuration mode

Example
The following example enables spanning-tree functionality.

console(config)# spanning-tree

spanning-tree mode

Use the spanning-tree mode Global Configuration mode command to select
which Spanning Tree Protocol (STP) protocol to run. Use the no form of this
command to restore the default configuration.
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Syntax
spanning-tree mode {stp/ rstp

/ mst}

no spanning-tree mode

Parameters
* stp—Specifies that STP is enabled.
* 1stp—Specifies that the Rapid STP is enabled.
* mst—Specifies that the Multiple STP is enabled.

Default Configuration
The default is STP.

Command Mode
Global Configuration mode

User Guidelines
In RSTP mode, the device uses STP when the neighbor device uses STP.

In MSTP mode, the device uses RSTP when the neighbor device uses RSTP,
and uses STP when the neighbor device uses STP.

Example
The following example enables MSTP.

console(config)# spanning-tree mode mst

spanning-tree forward-time

Use the spanning-tree forward-time Global Configuration mode command
to configure the spanning-tree bridge forward time, which is the amount of
time a port remains in the listening and learning states before entering the
forwarding state. Use the no form of this command to restore the default
configuration.
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Syntax
spanning-tree forward-time seconds

no spanning-tree forward-time

Parameters
seconds—Specifies the spanning-tree forward time in seconds. (Range: 4-30)

Default Configuration
15 seconds.

Command Mode
Global Configuration mode

User Guidelines
When configuring the forwarding time, the following relationship should be
maintained:

2*(Forward-Time - 1) >= Max-Age

Example
The following example configures the spanning tree bridge forwarding time to
25 seconds.

console(config)# spanning-tree forward-time 25

spanning-tree hello-time

Use the spanning-tree hello-time Global Configuration mode command to
configure how often the device broadcasts Hello messages to other devices.
Use the no form of this command to restore the default configuration.

Syntax
spanning-tree hello-time seconds

no spanning-tree hello-time

Parameters
seconds—Specifies the spanning-tree Hello time in seconds. (Range: 1-10)
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Default Configuration
2 seconds.

Command Mode
Global Configuration mode

User Guidelines
When configuring the Hello time, the following relationship should be
maintained:

Max-Age >= 2*(Hello-Time + 1)

Example
The following example configures the spanning-tree bridge hello time to 5
seconds.

console(config)# spanning-tree hello-time 5

spanning-tree max-age
Use the spanning-tree max-age Global Configuration mode command to

configure the STP maximum age. Use the no form of this command to
restore the default configuration.

Syntax
spanning-tree max-age seconds

no spanning-tree max-age

Parameters
seconds—Specifies the spanning-tree bridge maximum age in seconds.
(Range: 6-40)

Default Configuration
The default maximum age is 20 seconds.

Command Mode
Global Configuration mode
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User Guidelines
When configuring the maximum age, the following relationships should be
maintained:

2*(Forward-Time - 1) >= Max-Age
Max-Age >= 2*(Hello-Time + 1)
Example

The following example configures the spanning-tree bridge maximum age to
10 seconds.

console(config)# spanning-tree max-age 10

spanning-tree priority

Use the spanning-tree priority Global Configuration mode command to
configure the device STP priority, which is used to determine which bridge is
selected as the root bridge. Use the no form of this command to restore the
default device spanning-tree priority.

Syntax
spanning-tree priority priority

no spanning-tree priority

Parameters
priority—Specifies the bridge priority. (Range: 0-61440)

Default Configuration
Default priority = 32768.

Command Mode
Global Configuration mode

User Guidelines
The priority value must be a multiple of 4096.
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The switch with the lowest priority is the root of the spanning tree. When
more than one switch has the lowest priority, the switch with the lowest MAC
address is selected as the root.

Example
The following example configures the spanning-tree priority to 12288.

console(config)# spanning-tree priority 12288

spanning-tree disable

Use the spanning-tree disable Interface (Ethernet, Port Channel)
Contfiguration mode command to disable the spanning tree on a specific port.
Use the no form of this command to enable the spanning tree on a port.

Syntax
spanning-tree disable

no spanning-tree disable

Parameters
N/A

Default Configuration
Spanning tree is enabled on all ports.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example disables the spanning tree on gi0/4

console(config)# interface gi0/4
console(config-if)# spanning-tree disable
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spanning-tree cost

Use the spanning-tree cost Interface (Ethernet, Port Channel) Configuration
mode command to configure the spanning-tree path cost for a port. Use the
no form of this command to restore the default configuration.

Syntax
spanning-tree cost cost

no spanning-tree cost

Parameters
cost—Specifies the port path cost. (Range: 1-200000000)

Default Configuration
Default path cost is determined by port speed and path cost method (long or
short) as shown below

Interface Long Short
Port-channel 20,000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
Gigabit Ethernet (1000 Mbps) 20,000 4
Ethernet (10 Mbps) 2,000,000 100

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example configures the spanning-tree cost on gi0/4 to 35000.

console(config)# interface gi0/4
console(config-if)# spanning-tree cost 35000
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spanning-tree port-priority
Use the spanning-tree port-priority Interface (Ethernet, Port Channel)

Configuration mode command to configure the port priority. Use the no form
of this command to restore the default configuration.

Syntax
spanning-tree port-priority priority

no spanning-tree port-priority

Parameters
priority—Specifies the port priority. (Range: 0-240)

Default Configuration
The default port priority is 128.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The priority value must be a multiple of 16.

Example
The following example configures the spanning priority on gi0/4 to 96

console(config)# iInterface gi0/4
console(config-if)# spanning-tree port-priority 96

spanning-tree portfast

Use the spanning-tree portfast Interface (Ethernet, Port Channel)
Contfiguration mode command to enable the PortFast mode. In PortFast
mode, the interface is immediately put into the forwarding state upon linkup,
without waiting for the standard forward time delay. Use the no form of this
command to disable the PortFast mode.
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Syntax
spanning-tree portfast [auto]

no spanning-tree portfast

Parameters

auto—Specifies that the software waits for 3 seconds (with no Bridge Protocol
Data Units (BPDUs) received on the interface) before putting the interface
into the PortFast mode.

Default Configuration
PortFast mode is disabled.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example enables the PortFast mode on gi0/4.

console(config)# interface gi0/4
console(config-if)# spanning-tree portfast

spanning-tree link-type

Use the spanning-tree link-type Interface (Ethernet, Port Channel)
Configuration mode command to override the default link-type setting
determined by the port duplex mode, and enable RSTP transitions to the
Forwarding state. Use the no form of this command to restore the default
configuration.

Syntax
spanning-tree link-type {point-to-point | shared}

no spanning-tree spanning-tree link-type

Parameters

* point-to-point—Specifies that the port link type is point-to-point.
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*  shared—Specifies that the port link type is shared.

Default Configuration

The device derives the port link type from the duplex mode. A full-duplex
port is considered a point-to-point link and a half-duplex port is considered a
shared link.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example enables shared spanning-tree on gi0/4.

console(config)# interface gi0/4
console(config-if)# spanning-tree link-type shared

spanning-tree pathcost method

Use the spanning-tree pathcost method Global Configuration mode
command to set the default path cost method. Use the no form of this
command to return to the default configuration.

Syntax
spanning-tree pathcost method {/ong / short}

no spanning-tree pathcost method

Parameters

* long—Specifies that the default port path costs are within the range:
1-200,000,000.

* short—Specifies that the default port path costs are within the range:
1-200,000,000.

Default Configuration
Long path cost method.
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Command Mode
Global Configuration mode

User Guidelines
This command applies to all the spanning tree instances on the switch.

e If the short method is selected, the switch calculates the default cost as
100.

* If the long method is selected, the switch calculates the default cost as
20000.

Example
The following example sets the default path cost method to Long.

console(config)# spanning-tree pathcost method long

spanning-tree bpdu (Global)

Use the spanning-tree bpdu Global Configuration mode command to define
Bridge Protocol Data Unit (BPDU) handling when the spanning tree is
disabled globally or on a single interface. Use the no form of this command to
restore the default configuration.

Syntax
spanning-tree bpdu {filtering | flooding}

no spanning-tree bpdu

Parameters

* filtering—Specifies that BPDU packets are filtered when the spanning tree

is disabled on an interface.

* flooding—Specifies that untagged BPDU packets are flooded
unconditionally (without applying VLAN rules) to all ports with the
spanning tree disabled and BPDU handling mode of flooding. Tagged
BPDU packets are filtered.
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Default Configuration
The default setting is flooding.

Command Mode
Global Configuration mode

User Guidelines
The filtering and flooding modes are relevant when the spanning tree is
disabled globally or on a single interface.

Example
The following example defines the BPDU packet handling mode as flooding
when the spanning tree is disabled on an interface.

console(config)# spanning-tree bpdu flooding

spanning-tree bpdu (Interface)

Use the spanning-tree bpdu Interface (Ethernet, Port Channel)
Contfiguration mode command to define BPDU handling when the spanning
tree is disabled on a single interface. Use the no form of this command to
restore the default configuration.

Syntax
spanning-tree bpdu {filtering | flooding}

no spanning-tree bpdu

Parameters

* filtering—Specifies that BPDU packets are filtered when the spanning tree
is disabled on an interface.

¢ tlooding—Specifies that untagged BPDU packets are flooded
unconditionally (without applying VLAN rules) to ports with the spanning
tree disabled and BPDU handling mode of flooding. Tagged BPDU packets
are filtered.
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Default Configuration
The spanning-tree bpdu (Global) command determines the default
configuration.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example defines the BPDU packet as flooding when the
spanning tree is disabled on gi0/3.

console(config)# interface gi0/3
console(config-if)# spanning-tree bpdu flooding

spanning-tree guard root

use the spanning-tree guard root Interface (Ethernet, Port Channel)
Configuration mode command to enable Root Guard on all spanning-tree
instances on the interface. Root guard prevents the interface from becoming
the root port of the device. Use the no form of this command to disable the
root guard on the interface.

Syntax
spanning-tree guard root

no spanning-tree guard root

Default Configuration
Root guard is disabled.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Root Guard can be enabled when the device operates in any mode (STPF,
RSTP and MSTP).
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When Root Guard is enabled, the port changes to the alternate state if the
spanning-tree calculations select the port as the root port.

Example
The following example prevents gi0/1 from being the root port of the device.

console(config)# interface gi0/1
console(config-if)# spanning-tree guard root

spanning-tree bpduguard

Use the spanning-tree bpduguard Interface (Ethernet, Port Channel)
Contfiguration mode command to shut down an interface when it receives a
Bridge Protocol Data Unit (BPDU). Use the no form of this command to
restore the default configuration.

Syntax
spanning-tree bpduguard {enable | disable}

no spanning-tree bpduguard

Parameters
bpduguard enable—Enables BPDU Guard.

bpduguard disable—Disables BPDU Guard.

Default Configuration
BPDU Guard is disabled.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The command can be enabled when the spanning tree is enabled (useful
when the port is in the PortFast mode) or disabled.
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Example
The following example shuts down gi0/4 when it receives a BPDU.

console(config)# interface gi0/4
console(config-if)# spanning-tree bpduguard enable

clear spanning-tree detected-protocols

Use the clear spanning-tree detected-protocols Privileged EXEC mode
command to restart the STP migration process (force renegotiation with
neighboring switches) on all interfaces or on the specified interface

Syntax
clear spanning-tree detected-protocols /interface interface-id/

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Default Configuration
All interfaces.

Command Mode
Privileged EXEC mode

User Guidelines
This feature can only be used when working in RSTP or MSTP mode.

Example
This restarts the STP migration process on all interfaces.

console# clear spanning-tree detected-protocols
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spanning-tree mst priority
Use the spanning-tree mst priority Global Configuration mode command to

configure the device priority for the specified spanning-tree instance. Use the
no form of this command to restore the default configuration.

Syntax
spanning-tree mst instance-id priority priority

no spanning-tree mst nstance-1d priority

Parameters
* instance-id—Specifies the spanning-tree instance ID. (Range:1-16)

*  priority—Specifies the device priority for the specified spanning-tree
instance. This setting determines the likelihood that the switch is selected
as the root switch. A lower value increases the probability that the switch is
selected as the root switch. (Range: 0-61440)

Default Configuration
The default priority is 32768.

Command Mode
Global Configuration mode

User Guidelines
The priority value must be a multiple of 4096.

The switch with the lowest priority is the root of the spanning tree.

Example
The following example configures the spanning tree priority of instance 1 to

4096.

console(config)# spanning-tree mst 1 priority 4096
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spanning-tree mst max-hops

Use the spanning-tree mst max-hops Global Configuration mode command
to configure the number of hops in an MST region before the BDPU is
discarded and the port information is aged out. Use the no form of this
command to restore the default configuration.

Syntax
spanning-tree mst max-hops hop-count

no spanning-tree mst max-hops

Parameters

max-hops hop-count—Specifies the number of hops in an MST region before
the BDPU is discarded. (Range: 1-40)

Default Configuration
The default number of hops is 20.

Command Mode
Global Configuration mode

Example
The following example configures the maximum number of hops that a
packet travels in an MST region before it is discarded to 10.

console(config)# spanning-tree mst max-hops 10

spanning-tree mst port-priority
Use the spanning-tree mst port-priority Interface (Ethernet, Port Channel)

Configuration mode command to configure the priority of a port. Use the no
form of this command to restore the default configuration.

Syntax
spanning-tree mst instance-id port-priority priority

no spanning-tree mst instance-id port-priority

Spanning-Tree Commands | 507



Parameters
* instance-id—Specifies the spanning tree instance ID. (Range: 1-15)

*  priority—Specities the port priority. (Range: 0-240 in multiples of 16)

Default Configuration
The default port priority is 128.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The priority value must be a multiple of 16.

Example
The following example configures the port priority of gi0/1 to 144.

console(config)# interface gi0/1
console(config-if)# spanning-tree mst 1 port-priority 144

spanning-tree mst cost

Use the spanning-tree mst cost Interface (Ethernet, Port Channel)
Contfiguration mode command to configure the path cost for MST
calculations. If a loop occurs, the spanning tree considers path cost when
selecting an interface to put in the Forwarding state. Use the no form of this
command to restore the default configuration.

Syntax
spanning-tree mst /nstance-id cost cost

no spanning-tree mst nstance-id cost

Default Configuration
N/A
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Parameters
* instance-id—Specifies the spanning-tree instance ID. (Range: 1-15)

*  cost—Specifies the port path cost. (Range: 1-200000000)

Default Configuration
Default path cost is determined by the port speed and path cost method
(long or short) as shown below:

Interface Long Short
Port-channel 20,000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
Gigabit Ethernet (1000 Mbps) 20,000 4
Ethernet (10 Mbps) 2,000,000 100

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example configures the MSTP instance 1 path cost for port

gi0/1 to 4.

console(config)# interface gi0/1
console(config-if)# spanning-tree mst 1 cost 4

spanning-tree mst configuration

Use the spanning-tree mst configuration Global Configuration mode
command to enable configuring an MST region by entering the MST mode.

Syntax
spanning-tree mst configuration

Command Mode
Global Configuration mode
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User Guidelines

For two or more switches to be in the same MST region, they must contain
the same VLAN mapping, the same configuration revision number, and the
same name.

Example
The following example configures an MST region.

console(config)# spanning-tree mst configuration
console(config-mst)# instance 1 vlan 10-20
console(config-mst)# name regionl
console(config-mst)# revision 1

instance (MST)

Use instance MST Configuration mode command to map VLANs to an MST
instance. Use the no form of this command to restore the default mapping.

Syntax
instance instance-id vlan vian-range

no instance instance-id vian vian-range

Parameters
* instance-id—MST instance (Range: 1-16)

* vlan-range—The specified range of VLANs is added to the existing ones.
To specify a range, use a hyphen. To specilfy a series, use a comma. (Range:
1-4094)

Default Configuration
All VLANs are mapped to the common and internal spanning tree (CIST)
instance (instance 0).

Command Mode
MST Contiguration mode
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User Guidelines

All VLANS that are not explicitly mapped to an MST instance are mapped to
the common and internal spanning tree (CIST) instance (instance 0) and
cannot be unmapped from the CIST.

For two or more devices to be in the same MST region, they must have the
same VLAN mapping, the same configuration revision number, and the same
name.

Example
The following example maps VLANs 10-20 to MST instance 1.

console(config)# spanning-tree mst configuration
console(config-mst)# instance 1 vlan 10-20

name (MST)

Use the name MST Configuration mode command to define the MST
instance name. Use the no form of this command to restore the default
setting.

Syntax
name string

no name

Parameters
string—Specifies the MST instance name. (Length: 1-32 characters)

Default Configuration
The default name is the bridge MAC address.

Command Mode
MST Configuration mode

Example
The following example defines the instance name as Regionl.
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console(config)# spanning-tree mst configuration
console(config-mst)# name regionl

revision (MST)

Use the revision MST Contfiguration mode command to define the MST
configuration revision number. Use the no form of this command to restore
the default configuration.

Syntax
revision value

no revision

Parameters
value—Specifies the MST configuration revision number. (Range: 0-65535)

Default Configuration
The default configuration revision number is 0.

Command Mode
MST Configuration mode

Example
The following example sets the configuration revision to 1.

console(config)# spanning-tree mst configuration
console(config-mst) # revision 1

show (MST)

Use the show MST Configuration mode command to display the current or
pending MST region configuration.

Syntax
show {current | pending}
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Parameters
* current—Displays the current MST region configuration.

* pending—Displays the pending MST region configuration.

Default Configuration
N/A

Command Mode
MST Configuration mode

Example

The following example displays a pending MST region configuration
console(config-mst)# show pending

Gathering information ..........

Current MST configuration

Name: Regionl

Revision: 1

Instance VLANs Mapped State

0 1-4094 Disabled
console(config-mst)#

exit (MST)

Use the exit MST Contfiguration mode command to exit the MST region
Contfiguration mode and apply all configuration changes.

Syntax
exit

Parameters
N/A

Default Configuration
N/A
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Command Mode
MST Contiguration mode

Example
The following example exits the MST Configuration mode and saves
changes.

console(config)# spanning-tree mst configuration
console(config-mst)# exit
console(config)#

abort (MST)

Use the abort MST Configuration mode command to exit the MST
Configuration mode without applying the configuration changes.

Syntax
abort

Parameters
N/A

Default Configuration
N/A

Command Mode
MST Configuration mode

Example
The following example exits the MST Configuration mode without saving
changes.

console(config)# spanning-tree mst configuration
console(config-mst)# abort
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show spanning-tree

Use the show spanning-tree Privileged EXEC mode command to display the
spanning-tree configuration.

Syntax
show spanning-tree /inferface-id] [instance instance-id/

show spanning-tree /detail/ [active | blockedports] [instance instance-rd]

show spanning-tree mst-configuration

Parameters

* instance mstance-id—Specifies the spanning tree instance ID. (Range:
1-16).

* detail—Displays detailed information.

* active—Displays active ports only.

* blockedports—Displays blocked ports only.

* mst-configuration—Displays the MST configuration identifier.

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Default Configuration
If no interface is specified, the default is all interfaces.

Command Mode
Privileged EXEC mode

User Guidelines
This command only works when MST is enabled.
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Example
The following examples display spanning-tree information in various
configurations

console# show spanning-tree
Spanning tree enabled mode RSTP
Default port cost method: long
Loopback guard: Disabled

Root ID Priority 32768
Address 00:01:42:97:e0:00
Cost 20000
Port gio/1
Hello Time 2 sec Max Age 20 Forward Delay 15
sec sec
Bridge Priority 36864
ID Address 00:02:4b:29:7a:00
Hello Time 2 sec Max Age 20 Forward Delay 15
sec sec
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Interfaces

Name State Prio. No Cost Sts Role PortFas Type
__________________________ —_  t e
gi0/1 Enable 128.1 20000 FRW  Root —------- P2p (RSTP)
gi0/2 d 128.2 20000 FRW Desg No Shared
gi0/3  Enable 128.3 20000 - - No (STP)
gi0/4 d 128.4 20000 BLK Altn - -

Disabl No Shared

ed (STP)

Enable

d
console# show spanning-tree
Spanning tree enabled mode RSTP
Default port cost method: long
Root ID Priority 36864

Address 00:02:4b:29:7a:00

This switch is the Root.

Hello Time 2 sec Max Age 20 Forward Delay 15

sec sec

Interfaces
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Name State Prio.Nbr Cost Sts Role PortFas Type
_______________________________ —_  t S
gi0/1 -- 128.1 20000 FRW  Desg ------- P2p (RSTP)
gio/s2 Enable 128.2 20000 FRW  Desg - Shared
gior3 d 128.3 20000 - - No (STP)
gioz4  Enable 128 4 20000 FRW Desg No -
d - Shared
Disabl (STP)
ed
Enable
d
console# show spanning-tree
Spanning tree disabled (BPDU filtering) mode RSTP
Default port cost method: long
Root ID Priority NZA
Address NZA
Path Cost NZA
Root Port NZA
Hello Time N/A  Max Age N/A Forward Delay N/A
Bridge Priority 36864
ID Address 00:02:4b:29:7a:00
Hello Time 2 sec Max Age 20 Forward Delay 15
sec sec
Interfaces
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Name State Prio.Nb Cost Sts Role PortFas Type

_____________________________ —_  t e
- -- 128.1 20000 - - mm———- -
gion/1 Enable 128.2 20000 - - - -
gio/2 d 128.3 20000 - - - -
gio/3 Enable 128.4 20000 - - - -
giora d -
Disabl
ed
Enable
d
console# show spanning-tree active
Spanning tree enabled mode RSTP
Default port cost method: long
Root ID Priority 32768
Address 00:01:42:97:e0:00
Path Cost 20000
Root Port gion/1
Hello Time 2 sec Max Age 20 Forward Delay 15
sec sec
Bridge Priority 36864
ID Address 00:02:4b:29:7a:00
Hello Time 2 sec Max Age 20 Forward Delay 15
sec sec
Interfaces
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State Prio.Nbr Cost Sts

-- 128.1 20000 FRW
Enable 128.2 20000 FRW
d 128.4 20000 BLK
Enable

d

Enable

d

Role
Root
Desg
Altn

PortFas Type

t e __
——————— P2p (RSTP)
- Shared

No (STP)

No Shared

No (STP)

console# show spanning-tree blockedports
Spanning tree enabled mode RSTP
Default port cost method: long

Root ID Priority 32768
Address 00:01:42:97:e0:00
Path Cost 20000
Root Port gio/1
Hello Time 2 sec Max Age 20
sec
Bridge Priority 36864
ID
Address 00:02:4b:29:7a:00
Hello Time 2 sec Max Age 20
sec
Interfaces
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Name State Prio.Nbr Cost Sts Role PortFas Type

____________________________ —_,— t e
- - 128.4 19 BLK Altn ——————- Shared
gio/4 Enable - (STP)
d No
console# show spanning-tree detail
Spanning tree enabled mode RSTP
Default port cost method: long
Root ID Priority 32768
Address 00:01:42:97:e0:00
Path Cost 20000
Root Port gion/1
Hello Time 2 sec Max Age 20 Forward Delay 15
sec sec
Bridge Priority 36864
1D Address 00:02:4b:29:7a:00
Hello Time 2 sec Max Age 20 Forward Delay 15
sec sec

Number of topology changes 2 last change occurred 2d18h ago

Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15

Port 1 (gi0/1) enabled

State: Forwarding Role: Root

Port id: 128.1 Port cost: 20000

Type: P2p (configured: auto) Port Fast: No (configured:no)
RSTP Address: 00:01:42:97:e0:00
Designated bridge Priority: Designated path cost: 0O
32768 BPDU guard: Disabled

Designated port id: 128.25
Guard root: Disabled
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Number of transitions to forwarding state: 1
BPDU: sent 2, received 120638

Port 2 (gi0/2) enabled

State: Forwarding Role: Designated

Port id: 128.2 Port cost: 20000

Type: Shared (configured: auto) Port Fast: No (configured:no)
STP Address: 00:02:4b:29:7a:00
Designated bridge Priority: Designated path cost: 20000
32768 BPDU guard: Disabled

Designated port id: 128.2
Guard root: Disabled

Number of transitions to forwarding state: 1
BPDU: sent 2, received 170638

Port 3 (gi0/3) disabled

State: N/A Role: N/A

Port id: 128.3 Port cost: 20000

Type: N/A (configured: auto) Port Fast: N/A (configured:no)
Designated bridge Priority: N/A Address: N/A

Designated port id: N/A Designated path cost: N/A
Guard root: Disabled BPDU guard: Disabled

Number of transitions to forwarding state: N/A
BPDU: sent N/A, received N/A

Port 4 (gi0/4) enabled

State: Blocking Role: Alternate

Port id: 128.4 Port cost: 20000

Type: Shared (configured:auto) Port Fast: No (configured:no)
STP Address: 00:30:94:41:62:c8
Designated bridge Priority: Designated path cost: 20000
28672 BPDU guard: Disabled

Designated port id: 128.25
Guard root: Disabled

Number of transitions to forwarding state: 1
BPDU: sent 2, received 120638
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Number of transitions to forwarding state: N/A
BPDU: sent N/A, received N/A

console# show spanning-tree ethernet gi0/1

Port 1 (gi0/1) enabled

State: Forwarding Role: Root

Port id: 128.1 Port cost: 20000

Type: P2p (configured: auto) Port Fast: No (configured:no)
RSTP Address: 00:01:42:97:e0:00
Designated bridge Priority: Designated path cost: 0O
32768 BPDU guard: Disabled

Designated port id: 128.25
Guard root: Disabled

Number of transitions to forwarding state: 1
BPDU: sent 2, received 120638

console# show spanning-tree mst-configuration
Name: Regionl
Revision: 1

Instance Vlans mapped State
0 1-9, 21-4094 Enabled
1 10-20 Enabled

console# show spanning-tree
Spanning tree enabled mode MSTP
Default port cost method: long
#HHHH#E MST 0 Vlans Mapped: 1-9

CST Root ID Priority 32768
Address 00:01:42:97:e0:00
Path Cost 20000
Root Port giO/1

Hello Time 2 secMax Age 20 Forward Delay 15
sec sec
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IST Master ID

Interface

Name

gi0/1
gi0/2
gio/3
gi0/4

S

Enable
d
Enable
d
Enable
d
Enable
d

Priority 32768
Address 00:02:4b:29:7a:00

This switch is the IST master.

Hello Time 2 secMax Age 20
sec

Max hops 20

Prio.Nbr Cost Sts Role
128.1 20000 FRW Root
128.2 20000 FRW Desg
128.3 20000 FRW Desg
128.4 20000 FRW Desg

#i####E MST 1 Vlans Mapped: 10-20

Root ID

Bridge ID

Priority 24576

Address 00:02:4b:29:89:76
Path Cost 20000

Root Port gi0/4

Rem hops 19

Priority 32768
Address 00:02:4b:29:7a:00
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PortFas

Delay 15

Type

P2p Bound
(RSTP)
Shared
Bound (STP)
P2p

P2p



Interfaces

Name State Prio.Nbr Cost Sts Role PortFas Type
e e — et
gio/1 Enable 128.1 20000 FRW  Boun ------- P2p Bound
gi0/2 d 128.2 20000 FRW  Boun No (RSTP)
gio/3 Enable 128.3 20000 BLK  Altn No Shared
gioz4a d 128.4 20000 FRW Root No Bound (STP)

Enable No P2p

d P2p

Enable

d

console# show spanning-tree detail
Spanning tree enabled mode MSTP
Default port cost method: long
#iH#H#HH# MST 0 Vlans Mapped: 1-9

CST Root ID Priority 32768
Address 00:01:42:97:e0:00
Path Cost 20000
Root Port gi0/1

Hello Time 2 secMax Age 20 Forward Delay 15
sec sec

IST Master ID Priority 32768
Address 00:02:4b:29:7a:00

This switch is the IST master.

Hello Time 2 secMax Age 20 Forward Delay 15
sec sec

Max hops 20

Number of topology changes 2 last change
occurred 2d18h ago

Times: hold 1, topology change 35,
notification 2

hello 2, max age 20, forward delay 15
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Port 1 (gi0/1) enabled

State: Forwarding Role: Root

Port id: 128.1 Port cost: 20000
Type: P2p (configured: auto) Boundary Port Fast: No
RSTP (configured:no)
Designated bridge Priority: 32768 Address:
Designated port id: 128.25 00:01:42:97:e0:00

Number of transitions to forwarding Designated path cost: 0
state: 1
BPDU: sent 2, received 120638

Port 2 (gi0/2) enabled

State: Forwarding Role: Designated
Port id: 128.2 Port cost: 20000
Type: Shared (configured: auto) Port Fast: No
Boundary STP (configured:no)
Designated bridge Priority: 32768 Address:

Designated port id: 128.2 00:02:4b:29:7a:00
Number of transitions to forwarding Designated path cost:
state: 1 20000

BPDU: sent 2, received 170638

Port 3 (gi0/3) enabled

State: Forwarding Role: Designated
Port id: 128.3 Port cost: 20000
Type: Shared (configured: auto) Port Fast: No
Internal (configured:no)
Designated bridge Priority: 32768 Address:

Designated port id: 128.3 00:02:4b:29:7a:00
Number of transitions to forwarding Designated path cost:
state: 1 20000

BPDU: sent 2, received 170638
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Port 4 (gi0/4) enabled

State: Forwarding Role: Designated
Port id: 128.4 Port cost: 20000
Type: Shared (configured: auto) Port Fast: No
Internal (configured:no)
Designated bridge Priority: 32768 Address:
Designated port id: 128.2 00:02:4b:29:7a:00

Number of transitions to forwarding Designated path cost:

state: 1
BPDU: sent 2,

20000

received 170638

#HHHH#HE MST 1 Vlans Mapped: 10-20

Root 1D

Bridge ID

Priority 24576

Address 00:02:4b:29:89:76
Path Cost 20000

Root Port gi0O/4

Rem hops 19

Priority 32768
Address 00:02:4b:29:7a:00

Number of topology changes 2 last change
occurred 1d9h ago

Times: hold 1, topology change 2, notification

2
hello 2, max age 20, forward delay 15
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Port 1 (gi0/1) enabled
State: Forwarding
Port id: 128.1

Type: P2p (configured: auto) Boundary

RSTP

Designated bridge Priority: 32768
Designated port id: 128.1

Number of transitions to forwarding
state: 1

BPDU: sent 2, received 120638

Port 2 (gi0/2) enabled

State: Forwarding

Port id: 128.2

Type: Shared (configured: auto)
Boundary STP

Designated bridge Priority: 32768
Designated port id: 128.2

Number of transitions to forwarding
state: 1

BPDU: sent 2, received 170638

Port 3 (gi0/3) disabled

State: Blocking

Port id: 128.3

Type: Shared (configured: auto)
Internal

Designated bridge Priority: 32768
Designated port id: 128.78

Number of transitions to forwarding
state: 1

BPDU: sent 2, received 170638

Spanning-Tree Commands

Role: Boundary

Port cost: 20000
Port Fast: No
(configured:no)
Address:
00:02:4b:29:7a:00
Designated path cost:
20000

Role: Designated
Port cost: 20000
Port Fast: No
(configured:no)
Address:
00:02:4b:29:7a:00
Designated path cost:
20000

Role: Alternate

Port cost: 20000
Port Fast: No
(configured:no)
Address:
00:02:4b:29:1a:19
Designated path cost:
20000



Port 4 (gi0/4) enabled

State: Forwarding

Port id: 128.4

Type: Shared (configured: auto)
Internal

Designated bridge Priority: 32768
Designated port id: 128.2

Number of transitions to forwarding
state: 1

BPDU: sent 2, received 170638

Role: Designated
Port cost: 20000
Port Fast: No
(configured:no)
Address:
00:02:4b:29:7a:00

Designated path cost:

20000

console# show spanning-tree
Spanning tree enabled mode MSTP
Default port cost method: long
#i#H#E MST 0 Vlans Mapped: 1-9

CST Root 1D Priority 32768

Address 00:01:42:97:-:e0:00

Path Cost 20000
Root Port gi0/1

Hello Time 2 secMax
sec

IST Master ID Priority 32768

Age 20 Forward Delay 15

Sec

Address 00:02:4b:19:7a:00

Path Cost 10000
Rem hops 19

Bridge ID Priority 32768

Address 00:02:4b:29:7a:00

Hello Time 2 secMax
sec

Max hops 20

Age 20 Forward Delay 15

sec
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console# show spanning-tree

Spanning tree enabled mode MSTP
Default port cost method: long
#HHHHE MST 0 Vlans Mapped: 1-9

CST Root 1D Priority 32768
Address 00:01:42:97:e0:00

This switch is root for CST and IST master.
Root Port gi0/1

Hello Time 2 secMax Age 20 Forward Delay 15
sec sec

Max hops 20

show spanning-tree bpdu

Use the show spanning-tree bpdu User EXEC mode command to display the
BPDU handling when spanning-tree is disabled.

Syntax
show spanning-tree bpdu /interface-1d | detailed)

Parameters

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Show information for all interfaces. If detailed is not used, only present ports
are displayed.

Command Mode
User EXEC mode
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Example
The following examples display spanning-tree BPDU information:

console# show spanning-tree bpdu

The following is the output if the global BPDU handling
command is not supported.

Interface Admin Mode Oper Mode
gi0/1 Filtering Filtering
gio/2 Filtering Filtering
gio/3 Filtering Guard

The following is the output if both the global BPDU handling
command and the per-interface BPDU handling command are
supported.

Global: Flooding

Interface Admin Mode Oper Mode
gio/1 Global Flooding
gio/2 Global STP

gio/3 Flooding STP
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VLAN Commands

vlan database

Use the vlan database Global Configuration mode command to enter the
VLAN Configuration mode. This mode is used to create VLAN(s) and define
the default VLAN.

Use the exit command to return to Global Configuration mode.

Syntax
vlan database

Parameters
N/A

Default Configuration
VLAN 1 exists by default.

Command Mode
Global Configuration mode

Example
The following example enters the VLAN Contfiguration mode, creates VLAN
1972 and exits VLAN Configuration mode.

console(config)# vlan database
console(config-vlan)# vlan 1972
console(config-vlan)# exit
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vlian

Use the vlan VLAN Configuration mode or Global Configuration mode
command to create a VLAN and assign it a name (if only a single VLAN is
being created). Use the no form of this command to delete the VLAN(s).

Syntax
vlan vian-range | {vlan-id [name vian-name|}

no vlan vian-range

Parameters

*  vlan-range—Specifies a list of VLAN IDs. Separate nonconsecutive VLAN
IDs with a comma and no spaces. Use a hyphen to designate a range of IDs
(range: 2-4094).

*  vian-id—Specifies a VLAN ID. (range: 2-4094).

*  vian-name—Specifies the VLAN name. (range: 1-32 characters).

Default Configuration
VLAN 1 exists by default.

Command Mode
Global Configuration mode

VLAN Database Configuration mode

User Guidelines
If the VLAN does not exist, it is created. If the VLAN cannot be created then
the command is finished with error and the current context is not changed.

Example
The following example creates a few VLANs. VLAN 1972 is assigned the
name Marketing.

console(config)# vlan database
console(config-vlan)# vlan 19-23
console(config-vlan)# vlan 100
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console(config-vlan)# vlan 1972 name Marketing
console(config-vlan)# exit

show vlan

Use the show vlan Privileged EXEC mode command to display the following
VLAN information for all VLANSs or for a specific VLAN:

 VLANID

*  VLAN name

* Ports on the VLAN

*  Whether the VLAN was is dynamic or permanent
*  Whether authorization is required on the VLAN

Syntax
show vlan [tag v/an-id | name vian-name]

Parameters
* tag vlan-id—Specifies a VLAN ID.

* name v/an-name—Specifies a VLAN name string (length: 1-32 characters)

Default Configuration
All VLANG are displayed.

Command Mode
Privileged EXEC mode

Examples:
Example 1—The following example displays information for all VLANGs:

console# show vlan
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Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN

VLAN Name Ports Created by
1 Default gi0/1 D

10 Marketing gi0/2 S

91 11 gi0/2 SGR

92 11 gi0/3-4 G

93 11 gi0/3-4 GR

Example 2—The following example displays information for the default
VLAN (VLAN 1):

console# show vlan tag 1
Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN

VLAN Name Ports Created by

Example 3—The following example displays information for the VLAN
named Marketing:

console# show vlan name Marketing
Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN

VLAN Name Ports Created by

536 | VLAN Commands



interface vlan

Use the interface vlan Global Configuration mode command to enter the
Interface Configuration (VLAN) mode for a specific VLAN. After this
command is entered, all commands configure this VLAN.

Syntax
interface vlan vian-rd

Parameters
*  vlan-id—Specifies the VLAN to be configured.

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines
If the VLAN does not exist, this command is finished with an error and the
current context is not changed.

Example
The following example configures VLAN 1 with IP address 131.108.1.27 and
subnet mask 255.255.255.0.

console(config)# interface vlan 1
console(config-if)# ip address 131.108.1.27 255.255.255.0

interface range vilan

Use the interface range vlan Global Configuration mode command to
configure multiple VLANSs simultaneously.

Syntax
interface range vlan vian-range
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Parameters

*  vian-range—Specifies a list of VLANSs. Separate nonconsecutive VLANs
with a comma and no spaces. Use a hyphen to designate a range of VLAN:G.

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines

Commands under the interface VLAN range context are executed
independently on each VLAN in the range. If the command returns an error
on one of the VLANG, an error message is displayed, and the system attempts
to configure the remaining VLANS.

Example
The following example groups VLANs 221 through 228 and 889 to receive the

same command(s).

console(config)# interface range vlan 221-228, vlan 889

name

Use the name Interface Configuration (VLAN) mode command to name a
VLAN. Use the no form of this command to remove the VLAN name.

Syntax
name string

no name

Parameters

*  string—Specifies a unique name associated with this VLAN. (Length:
1-32 characters).
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Default Configuration
No name is defined.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
The VLAN name must be unique.

Example
The following example assigns VLAN 19 the name Marketing.

console(config)# interface vlan 19
console(config-if)# name Marketing

switchport protected-port

Use the switchport protected-port Interface Configuration mode command
to isolate Unicast, Multicast, and Broadcast traffic at Layer 2 from other
protected ports on the same switch. Use the no form of this command to
disable protection on the port.

Syntax
switchport protected-port

no switchport protected-port

Parameters
N/A

Default Configuration
Unprotected

Command Mode
Interface (Ethernet, Port Channel) Configuration mode
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User Guidelines
Note that packets are subject to all filtering rules and Filtering Database
(FDB) decisions.

Use this command to isolate Unicast, Multicast, and Broadcast traffic at
Layer 2 from other protected ports (that are not associated with the same
community as the ingress interface) on the same switch. Please note that the
packet is still subject to FDB decision and to all filtering rules. Use the
switchport community Interface Configuration command to associate the
interface with a community.

Example

console(config)# interface giO/1
console(config-if)# switchport protected-port

show interfaces protected-ports

Use the show interfaces protected-ports EXEC mode command to display
protected ports configuration.

Syntax
show interfaces protected-ports |nterface-id | detailed)]

Parameters

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
Show all protected interfaces. If detailed is not used, only present ports are
displayed.

Command Mode
User EXEC mode
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Example

console# show interfaces protected-ports

Interface State Community
gio/1 Protected 1

gio/2 Protected Isolated
gio/3 Unprotected 20

gi0/4 Unprotected Isolated

switchport community

Use the switchport community Interface Configuration mode command to
associate a protected port with a community. Use the no form of this
command to return to the default.

Syntax
switchport community community

no switchport community

Parameters

*  community—Specifies the community number. (range: 1 - 31).

Default Configuration
The port is not associated with a community.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The command is relevant only when the port is defined as a protected port.
Use the switchport protected-port Interface Configuration command to
define a port as a protected port.
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Example

console(config)# interface giO/1
console(config-if)# switchport community 1

switchport

Use the switchport Interface Configuration mode command to put an
interface that is in Layer 3 mode into Layer 2 mode. Use the no form of this
command to put an interface in Layer 3 mode.

Syntax
switchport

no switchport

Parameters
N/A

Default Configuration
Layer 2 mode

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
Use the no switchport command to set the interface as a Layer 3 interface

Examples:
Example 1 - The following example puts the port gi0/1 into Layer 2 mode.

console(config)# interface giO/1
console(config-if)# switchport

Example 2 - The following example puts the port gi0/1 into Layer 3 mode.

console(config)# interface gi0/1

542 | VLAN Commands



console(config-if)# no switchport

switchport mode

Use the switchport mode Interface Configuration mode command to
configure the VLAN membership mode. Use the no form of this command to
restore the default configuration.

Syntax
switchport mode {access | trunk | general | private-vlan {promiscuous
host} | customer}

no switchport mode

Parameters
* access—Specifies an untagged layer 2 VLAN port.
*  trunk—Specifies a trunking layer 2 VLAN port.
* general—Specifies a full 802-1g-supported VLAN port.

* customer—Specifies that the port is connected to customer equipment.
Used when the switch is in a provider network.

*  private-vlan promiscuous—Private-VLAN promiscuous port.

* private-vlan host—Private-VLAN host port.

Default Configuration
Access mode.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
When the port’s mode is changed, it receives the configuration corresponding
to the mode.

If the port mode is changed to access and the access VLAN does not exist,
then the port does not belong to any VLAN.
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Example
Example 1 - The following example configures gi0/1 as an access port
(untagged layer 2) VLAN port.

console(config)# interface gi0/1
console(config-if)# switchport mode access
console(config-if)# switchport access vlan 2

Example 2 - The following example puts the port gi0/2 into private-vlan host
mode.

console(config)# interface gi0/2
console(config-if)# switchport mode private-vlan host

switchport access vian

A port in access mode can be an untagged member of at most a single VLAN.
The switchport access vlan Interface Configuration command reassigns an
interface to a different VLAN than it currently belongs or assigns it to none,
in which case it is not a member of any VLAN.

The no form of this command to restore the default configuration.

Syntax
switchport access vlan {v/an-id | none}

no switchport access vlan

Parameters
*  vlan-id—Specifies the VLAN to which the port is configured.

* none—>Specifies that the access port cannot belong to any VLAN.

Default Configuration
The interface belongs to the Default VLAN.
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Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

When the port is assigned to a different VLAN, it is automatically removed
from its previous VLAN and added it to the new VLAN. If the port is assigned
to none, it is removed from the previous VLAN and not assigned to any other
VLAN.

Anon-existed VLAN can be assigned as an Access VLAN. If the Access VLAN
does not exist the show interfaces switchport command adds text "(Inactive)"
after VLAN ID.

Example
The following example assigns access port gi0/1 to VLAN 2 (and removes it
from its previous VLAN).

console(config)# interface gi0/2
console(config-if)# switchport mode access
console(config-if)# switchport access vlan 2

switchport trunk allowed vian

A trunk interface is an untagged member of a single VLAN, and, in addition,
it may be an tagged member of one or more VLANs. Use the switchport trunk

allowed vlan Interface Configuration mode command to add/remove
VLAN(s) to/from a trunk port.

Syntax
switchport trunk allowed vlan {all | none | add vian-list | remove vian-list |
except vian-list}

Parameters

* all—Specifies all VLANs from 1 to 4094. At any time, the port belongs to
all VLAN s existing at the time. (range: 1-4094).

* none—>Specifies an empty VLAN list The port does not belong to any
VLAN.
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* add vian-list—List of VLAN IDs to add to the port. Separate
nonconsecutive VLAN IDs with a comma and no spaces. Use a hyphen to
designate a range of IDs.

* remove vian-list—List of VLAN IDs to remove from a port. Separate
nonconsecutive VLAN IDs with a comma and no spaces. Use a hyphen to
designate a range of IDs.

* except vian-list—List of VLAN IDs including all VLANSs from range 1-
4094 except VLANSs belonging to vian-list.

Default Configuration
By default, trunk ports belongs to all created VLANS.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
Use the switchport trunk allowed vlan command to specify which VLANSs the
port belongs to when its mode is configured as trunk.

Example
To add VLANs 2,3 and 100 to trunk ports 1 to 13

console(config)# interface range gi0/1-3

console(config-if)# switchport mode trunk
console(config-if)# switchport trunk allowed vlan add 2-3,100
console(config-if)# exit

switchport trunk native vlan

If an untagged packet arrives on a trunk port, it is directed to the port’s native
VLAN. Use the switchport trunk native vlan Interface Configuration mode
command to define the native VLAN for a trunk interface. Use the no form of
this command to restore the default native VLAN.

Syntax
switchport trunk native vlan {v/an-id | none}
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no switchport trunk native vlan

Parameters
*  vlan-id—Specifies the native VLAN ID.

* none—>Specifies the access port cannot belong to any VLAN.

Default Configuration
The default native VLAN is the Default VLAN.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

If the interface does not belong to the VLAN it is added to the VLAN, if the
interface is not a forbidden member of this VLAN. If the interface is a
forbidden member of an added VLAN, the interface does not become a
member of this specific VLAN and an error message is displayed. This
message will only be displayed once.") and the command continues to
execute if there are more VLANS in the vlan-list.

The interface is set as VLAN untagged egress interface. A value of the
interface PVID is set to this VLAN ID.

The configuration is applied only when the port mode is trunk.

Examples
The following example defines VLAN 2 as native VLAN for port gi0/1:

console(config)# interface gi0/1
console(config-if)# switchport trunk native vlan 2
console(config-if)# exit

switchport general allowed vian

General ports can receive tagged or untagged packets. Use the switchport
general allowed vlan Interface Configuration mode command to add/remove
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VLANS to/from a general port and configure whether packets on the egress are
tagged or untagged. Use the no form of this command to reset to the default.

Syntax
switchport general allowed vlan {add | remove} vian-/ist [tagged |
untagged|

no switchport general allowed vlan

Parameters

* add vilan-list—List of VLAN IDs to add. Separate nonconsecutive VLAN
IDs with a comma and no spaces. Use a hyphen to designate a range of
IDs. (range: 1-4094)

* remove vian-list—List of VLAN IDs to remove. Separate nonconsecutive
VLAN IDs with a comma and no spaces. Use a hyphen to designate a range

of IDs.

* tagged—Specify that packets are transmitted tagged for the configured
VLANs

* untagged—Specify that packets are transmitted untagged for the

configured VLANS (this is the default)

Default Configuration
The port is not a member of any VLAN.

Packets are transmitted untagged.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

If the interface is a forbidden member of an added VLAN, the interface does
not become a member of this specific VLAN. There will be an error message
in this case ("An interface cannot become a a member of a forbidden VLAN,
This message will only be displayed once.") and the command continues to
execute in case if there are more VLANs in the vlan-list.

The configuration is applied only when the port mode is general.
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Example
The example adds gi0/l and to VLAN 2 and 3. Packets are tagged on the
egress:

console(config)# interface gi0/1

console(config-if)# switchport general allowed vlan add 2-3
tagged

switchport general pvid

Use the switchport general pvid Interface Configuration mode command to
configure the Port VLAN ID (PVID) of an interface when it is in general
mode. Use the no form of this command to restore the default configuration.

Syntax
switchport general pvid vian-id

no switchport general pvid

Parameters
*  vlan-id—Specifies the Port VLAN ID (PVID).

Default Configuration
The PVID is the Default VLAN PVID.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
Example 1 - The following example sets the gi0/2 PVID to 234.

console(config)# interface gi0/2
console(config-if)# switchport general pvid 234

Example 2 - The following example performs the following:

* Adds VLANs 2&3 as tagged, and VLAN 100 as untagged to gi0/4
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¢ Defines VID 100 as the PVID

console(config)# interface gi0/4
console(config-if)# switchport mode general

console(config-if)# switchport general allowed vlan add 2-3
tagged

console(config-if)# switchport general allowed vlan add 100
untagged

console(config-if)# switchport general pvid 100
console(config-if)# exit

switchport general ingress-filtering disable

Use the switchport general ingress-filtering disable Interface Configuration
mode command to disable port ingress filtering (no packets are discarded at
the ingress) on a general port. Use the no form of this command to restore the
default configuration.

Syntax
switchport general ingress-filtering disable

no switchport general ingress-filtering disable

Parameters
N/A

Default Configuration
Ingress filtering is enabled.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example disables port ingress filtering on gi0/1.

console(config)# interface gi0/1
console(config-if)# switchport mode general
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console(config-if)# switchport general ingress-filtering
disable

switchport general acceptable-frame-type

The switchport general acceptable-frame-type Interface Configuration mode
command configures the types of packets (tagged/untagged) that are filtered
(discarded) on the interface. Use the no form of this command to return
ingress filtering to the default.

Syntax
switchport general acceptable-frame-type {tagged-only | untagged-only |
all}

no switchport general acceptable-frame-type

Parameters

* tagged-only—Ignore (discard) untagged packets and priority-tagged
packets.

* untagged-only—Ignore (discard) VLAN-tagged packets (not including
priority-tagged packets)

* all—Do not discard packets untagged or priority-tagged packets.

Default Configuration
All frame types are accepted at ingress (all).

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example configures port gi/3 to be in general mode and to
discard untagged frames at ingress.

console(config)# interface gi0/3
console(config-if)# switchport mode general

console(config-if)# switchport general acceptable-frame-type
tagged-only
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switchport customer vian

Use the switchport customer vlan Interface Configuration mode command
to set the port's VLAN when the interface is in customer mode (set by the
switchport mode command). Use the no form of this command to restore the
default configuration.

Syntax
switchport customer vlan v/an-id

no switchport customer vlan

Parameters
*  vlan-id—Specifies the customer VLAN.

Default Configuration
No VLAN is configured as customer.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

When a port is in customer mode it is in QinQ mode. This enables the user
to use their own VLAN arrangements (PVID) across a provider network. The
switch is in QinQ mode when it has one or more customer ports.

Example
The following example defines gi0/4 as a member of customer VLAN 5.

console(config)# interface gi0/4
console(config-if)# switchport mode customer
console(config-if)# switchport customer vlan 5
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switchport general forbidden vlan

Use the switchport general forbidden vlan Interface Configuration mode
command to forbid adding/removing specific VLANs to/from a port. Use the
no form of this command to restore the default configuration.

Syntax
switchport general forbidden vlan {add v/an-list | remove vian-list}

no switchport general forbidden vlan

Parameters

* add vian-list—Specifies a list of VLAN IDs to add to interface. Separate
nonconsecutive VLAN IDs with a comma and no spaces. Use a hyphen to
designate a range of IDs.

* remove v/an-list—Specifies a list of VLAN IDs to remove from interface.
Separate nonconsecutive VLAN IDs with a comma and no spaces. Use a
hyphen designate a range of IDs.

Default Configuration
All VLANS are allowed.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The forbidden VLAN cannot be one that does not exist on the system, or one
that is already defined on the port.

Example
The following example define s gi0/4 as a forbidden membership in VLANs 5-
7:

console(config)# interface gi0/4
console(config-if)# switchport general forbidden vlan add 5-7
console(config-if)# exit
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map protocol protocols-group

Use the map protocol protocols-group VLAN Configuration mode command
to map a protocol to a group of protocols. This protocol group can then be
used in switchport general map protocols-group vlan. Use the no form of this
command to delete a protocol from a group.

Syntax
map protocol protocol | encapsulation-value| protocols-group group

no map protocol protocol | encapsulation)

Parameters

*  protocol—Specifies a 16-bit protocol number or one of the reserved names
listed in the User Guidelines. (range: 0x0600-0xFFFF)

*  encapsulation-value—Specifies one of the following values: Ethernet,
rfc1042, llcOther.

*  protocols-group group—Specifies the group number of the group of
protocols (range: 1-2147483647).

Default Configuration
The default encapsulation value is Ethernet.

Command Mode
VLAN Database Configuration mode

User Guidelines
Forwarding of packets based on their protocol requires setting up groups of
protocols and then mapping these groups to VLANS.

The value 0x8100 is not valid as the protocol number for Ethernet
encapsulation.

The following protocol names are reserved for Ethernet Encapsulation:

. lp
* arp
* ipv6
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* ipx

Example
The following example maps the IP protocol to protocol group number 213.

console(config)# vlan database
console(config-vlan)# map protocol ip protocols-group 213

switchport general map protocols-group vian

Use the switchport general map protocols-group vlan Interface
Configuration mode command to forward packets based on their protocol,
otherwise known as setting up a classifying rule. This command forwards
packets arriving on an interface containing a specific protocol to a specific
VLAN. Use the no form of this command to stop forwarding packets based on
their protocol.

Syntax
switchport general map protocols-group group vlan vian-id

no switchport general map protocols-group group

Parameters

»  group—Specifies the group number as defined in map protocol protocols-
group command (range: 1-65535).

*  vlan-id—Defines the VLAN ID in the classifying rule.

Default Configuration
N/A

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The VLAN classification rule priorities are:

*  MAC-based VLAN (best match among the rules)
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*  Subnet-based VLAN (best match among the rules)
*  Protocol-based VLAN
* PVID

Example
The following example forwards packets with protocols belong to protocol-
group 1 to VLAN 8.

console(config-if)# switchport general map protocols-group 1
vlan 8

show vlan protocols-groups

Use the show vlan protocols-groups EXEC mode command to display the
protocols that belong to the defined protocols-groups.

Syntax
show vlan protocols-groups

Parameters
N/A

Default Configuration
N/A

Command Mode
User EXEC mode
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Example
The following example displays protocols-groups information.

console# show vlan protocols-groups

Encapsulation Protocol Group 1D
Ethernet 0x800 (1P) 1
Ethernet 0x806 (ARP) 1
Ethernet 0x86dd (IPv6) 2
Ethernet 0x8898 3

map subnet subnets-group

Use the map subnet subnets-group VLAN Configuration mode command to
map an [P subnet to a group of IP subnets. Use the no form of this command
to delete the map.

Syntax
map subnet ip-address prefix-mask subnets-group group

no map subnet ip-address prefix-mask

Parameters

*  jp-address—Specifies the IP address prefix of the subnet to be mapped to
the group.

*  prefix-mask—Specifies the number of 1s in the mask.

»  group—Specifies the group number. (range: 1-2147483647)

Default Configuration
N/A

Command Mode
VLAN Database Configuration mode
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User Guidelines

Forwarding of packets based on their IP subnet requires setting up groups of IP subnets
and then mapping these groups to VLANSs.

Example
The following example maps an IP subnet to the group of IP subnets 4. It
then maps this group of IP subnets to VLAN 8

console(config)# vlan database

console(config-vlan)# map subnet 172.16.1.1 24 subnets-group
4

console(config-vlan)# switchport general map subnets-group 4
vian 8

switchport general map subnets-group vlan

Use the switchport general map subnets-group vlan Interface Configuration
mode command to set a subnet-based classification rule. Use the no form of
this command to delete a subnet-based classification rule.

Syntax
switchport general map subnets-group group vlan vian-id

no switchport general map subnets-group group

Parameters
»  group—Specifies the group number. (range: 1-2147483647)
*  vian-id—Defines the VLAN ID associated with the rule.

Default Configuration
N/A

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

558 | VLAN Commands



User Guidelines
The VLAN classification rule priorities are:

1. MAC-based VLAN (Best match among the rules)
2.  Subnet-based VLAN (Best match among the rules)
3. Protocol-based VLAN

4. PVID

Example
The following example maps an IP subnet to the group of IP subnets 4. It
then maps this group of IP subnets to VLAN §

console(config)# vlan database

console(config-vlan)# map subnet 172.16.1.1 24 subnets-group
4

console(config-vlan)# switchport general map subnets-group 4
vian 8

show vlan subnets-groups

Use the show vlan subnets-groups EXEC mode command to display subnets-
groups information.

Syntax
show vlan subnets-groups

Parameters
N/A

Default Configuration
N/A

Command Mode
User EXEC mode
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Example
The following example displays subnets-groups information.

console# show vlan subnets-groups

IP Subnet Address Mask Group ID
1.1.1.1 32
172.16.2.0 24

show interfaces switchport

Use the show interfaces switchport Privileged EXEC command to display the
administrative and operational status of all interfaces or a specific interface.

Syntax
show interfaces switchport [interface-id|

Parameters

*  [Interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

Command Mode
Privileged EXEC mode

Default
Displays the status of all interfaces.

Example
console# show interfaces switchport gi0/1

Gathering information...
Name: gi0/1

Switchport: enable
Administrative Mode: access
Operational Mode: down
Access Mode VLAN: 1
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Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs Enabled: 1
2-4094 (Inactive)
General PVID: 1
General VLANs Enabled: none
General Egress Tagged VLANs Enabled: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
General GVRP VLANS: none
Customer Mode VLAN: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs Enabled: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN Enabled: none
Protected: Enabled, Uplink is gi0/1
Classification rules:
Classification Type Group ID VLAN ID

Protocol 1 19
Protocol 1 20
Protocol 2 72
Subnet 1 15
private-vlan

Use the private-vlan Interface VLAN Configuration mode command to
configure a private VLAN. Use the no form of this command to return the
VLAN to normal VLAN configuration.

Syntax
private-vlan {primary | community | isolated}
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no private-vlan

Parameters
*  primary—Designate the VLAN as a primary VLAN.
* community—Designate the VLAN as a community VLAN.
* isolated—Designate the VLAN as an isolated VLAN.

Default Configuration
No private VLANs are configured.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
*  The VLAN type cannot be changed if there is a private VLAN port that is a

member in the VLAN.
* The VLAN type cannot be changed if it is associated with other private
VLAN:G.
* The VLAN type is not kept as a property of the VLAN when the VLAN is
deleted.
Example

The following example set vlan 2 to be primary vlan:

console(config)# interface vlan 2
console(config-if)# private-vlan primary

private-vlan association

Use the private-vlan association Interface VLAN Configuration mode
command to configure the association between the primary VLAN and
secondary VLANS. Use the no form of this command to remove the
association.
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Syntax
private-vlan association [add | remove| secondary-vian-list

no private-vlan association

Parameters

add secondary-vian-list—List of VLAN IDs of type secondary to add to a
primary VLAN. Separate nonconsecutive VLAN IDs with a comma and no
spaces. Use a hyphen to designate a range of IDs. This is the default action.

remove secondary-vian-list—List of VLAN IDs of type secondary to
remove association from a primary VLAN. Separate nonconsecutive VLAN

IDs with a comma and no spaces. Use a hyphen to designate a range of
IDs.

Default Configuration
No private VLANs are configured.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines

The command can only be executed in the context of the primary VLAN.

A private VLAN cannot be removed or have its type changed, if it is
associated with other private VLAN:G.

A primary VLAN can be associated with only a single, isolated VLAN.
A secondary VLAN can be associated with only one primary VLAN.

The association of secondary VLANs with a primary VLAN cannot be
removed if there are private VLAN ports that are members in the
secondary VLAN.

In MSTP mode, all the VLANs that are associated with a private VLAN
must be mapped to the same instance.
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Example
The following example associate secondary VLAN 20,21,22 and 24 to primary
VLAN 2.

console(config)# interface vlan 2
console(config-if)# private-vlan association add 20-22,24

switchport private-vlan mapping

Use the switchport private-vlan mapping Interface Configuration mode
command to configure the VLANs of the private VLAN promiscuous port.
Use the no form of this command to reset to default.

Syntax
switchport private-vlan mapping primary-vian-id [add | remove| secondary-
vian-list

no switchport private-vlan mapping

Parameters
*  prmary-vlan-id—The VLAN ID of the primary VLAN.

* add secondary-vian-list—Specifies one or more secondary VLANSs to be
added to the port.

* remove sccondary-vian-list—Specifies one or more secondary VLANS to be
removed from the port.

Default Configuration
No VLAN is configured.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The secondary VLANSs should be associated with the primary VLANS,
otherwise the configuration is not accepted.
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Example
The following example add promiscuous port gi0/1 to primary VLAN 10 and
to secondary VLAN 20.

console(config)# interface gi0/4
console(config-if)# switchport private-vlan mapping 10 add 20

switchport private-vlan host-association

Use the switchport private-vlan host-association Interface Configuration
mode command to configure the VLANS of the private VLAN host port. Use
the no form of this command to reset to default.

Syntax
switchport private-vlan host-association primary-vian-id secondary-vian-id

no switchport private-vlan host-association

Parameters
*  prmary-vlan-id—The VLAN ID of the primary VLAN.

*  secondary-vlan-list—Specifies the secondary VLAN. The secondary VLAN
is an isolated port.

Default Configuration
No VLAN is configured.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The secondary VLAN must be associated with the primary VLAN, otherwise
the configuration is not accepted. See the private-vlan association command.
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Example
The following example set port gi0/4 to secondary VLAN 20 in primary
VLAN 10.

console(config)# interface gi0/1

console(config-if)# switchport private-vlan host-association
10 20

show vlan private-vlan

Use the show vlan private-vlan EXEC mode command to display private
VLAN information.

Syntax
show vlan private-vlan [tag v/an-id|

Parameters
* tag vlan-id—Primary VLAN that represent the private VLAN to be
displayed.

Default Configuration
All private VLANSs are displayed.

Command Mode
User EXEC mode

User Guidelines

The show command does not include non-private VLAN ports that are
members in private VLANs. Tag parameters of non-primary VLAN will result
in an empty show output.

Example

console# show vlan private-vlan
Primary Secondary Type Ports
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150 primary gi0/1

150 151 isolated gio/2
160 primary gi0/3
160 161 community gi0/4

console# show vlan private-vlan 150

Primary Secondary Type Ports
150 primary gio/1
150 151 isolated gi0/4

switchport access multicast-tv vian

Use the switchport access multicast-tv vlan Interface Configuration mode
command to enable receiving Multicast transmissions on an interface that is
not the access port VLAN, while keeping the L2 segregation with subscribers
on different access port VLANs. Use the no form of this command to disable
receiving Multicast transmissions.

Syntax
switchport access multicast-tv vlan vian-id

no switchport access multicast-tv vlan

Parameters
*  vian-id—Specifies the Multicast TV VLAN ID.

Default Configuration
Receiving Multicast transmissions is disabled.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The user cannot transmit Multicast transmissions on the Multicast TV
VLAN.

VLAN Commands | 567



A Multicast TV VLAN cannot be enabled if a guest VLAN is enabled on the
interface.

Example
The following example enables gi0/4 to receive Multicast transmissions from

VLAN 11.

console(config)# interface gi0/4
console(config-if)# switchport access multicast-tv vlan 11

switchport customer multicast-tv vian

Use the switchport customer multicast-tv vlan Interface Configuration mode
command to enable receiving Multicast transmissions from a VLAN that is
not the customer port's VLAN, while keeping the L2 segregation with
subscribers on different customer port VLANG.

Syntax
switchport customer multicast-tv vlan {add vian-list | remove vian-list}

Parameters
* add vian-lis=—Specifies a list of Multicast TV VLANS to add to interface.

* remove vian-list—Specifies a list of Multicast TV VLANs to remove from
interface.

Default Configuration
The port is not a member in any Multicast TV VLAN.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The user cannot transmit Multicast transmissions on Multicast TV VLANS.

A Multicast TV VLAN cannot be enabled if a guest VLAN is enabled on an
interface.
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Example
The following example enables gi0/4 to receive Multicast transmissions from
VLANs 5, 6, 7.

console(config)# interface gi0/4

console(config-if)# switchport customer multicast-tv vlan
add 5-7

show vlan multicast-tv

Use the show vlan Multicast-tv EXEC mode command to display the source
and receiver ports of Multicast-I'V VLAN. Source ports can transmit and

receive traffic to/from the VLAN, while receiver ports can only receive traffic
from the VLAN.

Syntax
show vlan Multicast-tv vlan vian-id

Parameters
*  vlan-id—Specifies the VLAN ID.

Default Configuration
N/A

Command Mode
User EXEC mode

Example
The following example displays information on the source and receiver ports
of Multicast-I'V VLAN 1000.

console# show vlan multicast-tv vlan 1000

Source Ports Receiver Ports
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ip internal-usage-vlan

The system assigns a VLAN to every IP address. In rare cases, this might
conflict with a user requirement for that VLAN. In this case, use the ip
internal-usage-vlan Interface Configuration mode command to reserve a
different VLAN as the internal usage VLAN of an interface. Use the no form
of this command to restore the default configuration.

Syntax
ip internal-usage-vlan v/an-id

no ip internal-usage-vlan

Parameters
*  vlan-id—Specifies the internal usage VLAN ID.

Default Configuration
No VLAN is reserved as an internal usage VLAN by default (using this

command).

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
An internal usage VLAN is assigned by the system when an IP interface is
defined on an Ethernet port or port-channel.

If an internal usage VLAN is not defined for a port, the software selects one of
the unused VLANS.

If a VLAN was chosen by the software for internal usage, but you want to use
that VLAN for a static or dynamic VLAN, do one of the following:

*  Remove the IP address from the interface (this releases the internal usage
VLAN).

* Recreate the VLAN on the required interface (now it will be assigned to
the interface and not be used as an internal usage VLAN)

570 | VLAN Commands



*  Recreate the IP interface (another internal usage VLAN is assigned to this
IP interface) or use this command to explicitly define the internal usage
VLAN.

Example
The following example reserves unused VLAN 200 as the internal usage
VLAN of gi0/3.

console(config)# interface gi0/3
console(config-if)# ip internal-usage-vlan 200

show vlan internal usage

Use the show vlan internal usage Privileged EXEC mode command to display
a list of VLANs used internally by the device (defined by the user).

Syntax
show vlan internal usage

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode
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Example
The following example displays the VLANSs used internally by the device.

console# show vlan internal usage

Usage VLAN Reserved IP address
gio/1 1007 No Active
gi0/2 1008 Yes Inactive
gi0/3 1009 Yes Active
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Voice VLAN Commands

voice vlan state

The voice vlan state Global Configuration mode command sets the type of
voice VLAN that is functional on the device or disables voice VLAN entirely.

The no format of the command returns to the default.

Syntax
voice vlan state {our-enabled | disabled|

no voice vlan state

Parameters
* oui-enabled—Voice VLAN is of type OUL
e disabled—Voice VLAN is disabled.

Default Configuration
Disabled

Command Mode
Global Contfiguration mode

User Guidelines
If the administrative state is:

* disabled — The operational state is disabled.

* oui-enabled —The operational state is oui-enabled.

Example:
Example 1 —The following example enables the OUI mode of Voice VLAN. The
first try did not work - it was necessary to first disable voice VLAN.

console(config)# voice vlan state oui-enabled
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Disable the voice VLAN before changing the voice VLAN trigger.
console(config)# voice vlan state disabled
console(config)# voice vlan state oui-enabled

<CR>

voice vian id

Use the voice vlan id Global Configuration mode command to statically
configure the VLAN identifier of the voice VLAN. The no format of the
command returns the voice VLAN to the default VLAN (1).

Syntax
voice vlan id v/an-id

no voice vlan id

Parameters
vlan id v/an-id—Specities the voice VLAN (range 1-4094).

Default Configuration
VLANID 1.

Command Mode
Global Configuration mode

User Guidelines
If the Voice VLAN does not exist, it is created automatically. It will not be
removed automatically by the no version of this command.

Example
The following example enables VLAN 35 as the voice VLAN on the device.

console(config)# voice vlan id 35

For Auto Voice VLAN, changes in the voice VLAN ID, CoS/802.1p,
and/or DSCP will cause the switch to advertise the administrative
voice VLAN as static voice VLAN which has higher priority than
voice VLAN learnt from external sources.
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Are you sure you want to continue? (Y/N)[Y] Y

30-Apr-2011 00:19:36 %VLAN-I1-VoiceVlanCreated: Voice Vlan ID 35
was created.

console(config)# 30-Apr-2011 00:19:51 %VLAN-I-ReceivedFromVSDP:
Voice VLAN updated by VSDP. Voice VLAN-ID 35, VPT 5, DSCP 46

voice vlan oui-table

Use the voice vlan oui-table Global Configuration mode command to
configure the voice OUI table. Use the no form of this command to restore
the default configuration.

Syntax
voice vlan oui-table {add mac-address-prefix | remove mac-address-prefix}
[ text]

no voice vlan oui-table

Parameters

* add mac-address-prefix—Adds the specified MAC address prefix to the
voice VLAN OUI table (length: 3 bytes).

* remove mac-address-prefix—Removes the specified MAC prefix address
from the voice VLAN OUI table (length: 3 bytes).

* text—Adds the specified text as a description of the specified MAC
address to the voice VLAN OUI table (length: 1-32 characters).

Default Configuration
The default voice VLAN OUI table is:

oul Description

00:01:81 Nortel

00:01:e3 Siemens AG Phone
00:03:6b Cisco Phone

00:09:6¢ Avaya Phone

00:0f:e2 Huawei-3COM Phone
00:10:49 Shoretel
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oul Description

00:60:b9 NEC/Philips Phone
00:d0:1e Pingtel Phone
00:€0:75 Veritel Polycom Phone
00:e0:bb 3COM Phone

Command Mode
Global Configuration mode

User Guidelines

The classification of a packet from VoIP equipment/phones is based on the
packet’s OUI in the source MAC address. OUIs are globally assigned
(administered) by the IEEE.

In MAC addresses, the first three bytes contain a manufacturer ID
(Organizationally Unique Identifiers (OUI)) and the last three bytes contain
a unique station ID.

Since the number of IP phone manufacturers that dominates the market is
limited and well known, the known OUI values are configured by default and
OUIs can be added/removed by the user when required.

Example
The following example adds an entry to the voice VLAN OUI table.

console(config)# voice vlan oui-table add 00:AA:BB experimental

voice vian cos mode

Use the voice vlan cos mode Interface Configuration mode command to
select the OUI voice VLAN Class of Service (CoS) mode. Use the no form of
this command to return to the default.

Syntax
voice vlan cos mode {src / all}

no voice vlan cos mode
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Parameters

*  stc—QoS attributes are applied to packets with OUIs in the source MAC
address. See the User Guidelines of voice vlan oui-table.

* all—QoS attributes are applied to packets that are classified to the Voice
VLAN.

Default Configuration
The default mode is src.

Command Mode
Interface Configuration mode

Example
The following example applies QoS attributes to voice packets.

console(config-if)# voice vlan cos mode all

voice vlan cos

Use the voice vlan cos Global Configuration mode command to set the OUI
Voice VLAN Class of Service (CoS). Use the no form of this command to
restore the default configuration.

Syntax
voice vlan cos cos [remark]

no voice vlan cos

Parameters
*  cos cos—Specifies the voice VLAN Class of Service value. (Range: 0-7)

* remark—Specifies that the L2 user priority is remarked with the CoS
value.

Default Configuration
The default CoS value is 5.

The L2 user priority is not remarked by default.
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Command Mode
Global Configuration mode

Example
The following example sets the OUI voice VLAN CoS to 7 and does not do

remarking.

console(config)# voice vlan cos 7

voice vlan aging-timeout

Use the voice vlan aging-timeout Global Configuration mode command to
set the OUI Voice VLAN aging timeout interval. Use the no form of this
command to restore the default configuration.

Syntax
voice vlan aging-timeout minutes

no voice vlan aging-timeout

Parameters

aging-timeout mnutes—Specifies the voice VLAN aging timeout interval in
minutes. (Range: 1-43200).

Default Configuration
1440 minutes

Command Mode
Global Configuration mode

Example
The following example sets the OUI Voice VLAN aging timeout interval to 12
hours.

console(config)# voice vlan aging-timeout 720
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voice vian enable

Use the voice vlan enable Interface Configuration mode mode command to
enable OUI voice VLAN configuration on an interface. Use the no form of
this command to disable OUI voice VLAN configuration on an interface.

Syntax
voice vlan enable

no voice vlan enable

Default Configuration
Disabled

Command Mode
Interface Configuration mode

User Guidelines
This command is applicable only if the voice VLAN state is globally
configured as OUI voice VLAN (using voice vlan state).

The port is added to the voice VLAN if a packet with a source MAC address
OUI address (defined by voice vlan oui-table) is trapped on the port. Note:
The packet VLAN ID does not have to be the voice VLAN, it can be any
VLAN.

The port joins the voice VLAN as a tagged port.

If the time since the last MAC address with a source MAC address OUI
address was received on the interface exceeds the timeout limit (configured
by voice vlan aging-timeout), the interface is removed from the voice VLAN.

Example
The following example enables OUI voice VLAN configuration on gi0/2.

console(config)# interface gi0/2
console(config-if)# voice vlan enable
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voice vlan secure

Use the voice vlan secure Interface Configuration mode mode command to
enable the secure mode for the OUI voice VLAN. Use the no form of this
command to disable the secure mode (see User Guidelines for an explanation
of secure mode).

Syntax
voice vlan secure

no voice vlan secure

Default Configuration
Disabled

Command Mode
Interface Configuration mode

User Guidelines

Secure mode specifies that packets that are classified to the voice VLAN with
a source MAC address that is not a OUI address (defined by voice vlan oui-
table) are discarded.

This command is relevant only to ports that were added to the voice VLAN
automatically.

Example
The following example enables the secure mode for the OUI Voice VLAN on
gi0/4.

console(config)# interface gi0/4
console(config-if)# voice vlan secure

show voice vilan

Use the show voice vlan Privileged EXEC mode command to display the
voice VLAN status for all interfaces or for a specific interface if the voice
VLAN type is OUL
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Syntax
show voice vlan [type our [{interface-id | detailedy}] ]

Parameters
* type oui—Common and OUl-voice-VLAN specific parameters are
displayed.
* interface-id—Specifies an Ethernet port ID.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
If the type parameter is omitted the current Voice VLAN type is used.

If the interface-id parameter is omitted then information about all present
interfaces is displayed. If detailed is used, non-present ports are also
displayed.

Command Mode
Privileged EXEC mode

User Guidelines
Using this command without parameters displays the current voice VLAN
type parameters and local and agreed voice VLAN settings.

Using this command with the type parameter displays the voice VLAN
parameters relevant to the type selected. The the local and agreed voice
VLAN settings are displayed only if this is the current voice VLAN state.

The interface-id parameter is relevant only for the OUI VLAN type.

Examples:

The following example displays the voice VLAN parameters.
switch>show voice vlan

Administrate Voice VLAN state is oui-enabled

The Operational Voice VLAN-ID is 2

Aging timeout: 1440 minutes

CoS: 6

Remark: Yes
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oul table

MAC Address - Prefix Description

00:EO0:BB 3COM

00:03:68B Cisco

00:E0:75 Veritel

00:D0:1E Pingtel

00:01:E3 Simens

00:60:B9 NEC/Philips

00:0F:E2 Huawe i-3COM

00:09:6E Avaya

Interface Enabled Secure Activated
gi0/1 Yes Yes Yes
gi0/2 Yes Yes No
gi0/3 No No
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IGMP Snooping Commands

ip igmp snooping (Global)
Use the ip igmp snooping Global Configuration mode command to enable

Internet Group Management Protocol (IGMP) snooping. Use the no form of
this command to disable IGMP snooping.

Syntax
ip igmp snooping
no ip igmp snooping

Default Configuration
Disabled.

Command Mode
Global Configuration mode

Example
The following example enables IGMP snooping.

console(config)# ip igmp snooping

ip igmp snooping vlan

Use the ip igmp snooping vlan Global Configuration mode command to
enable IGMP snooping on a specific VLAN. Use the no form of this
command to disable IGMP snooping on a VLAN interface.

Syntax
ip igmp snooping vlan vian-id

no ip igmp snooping vlan vian-id
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Parameters
*  vlan-id—Specifies the VLAN.

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
IGMP snooping can be enabled only on static VLANS.

IGMPv1, IGMPv2, and IGMPv3 Snooping are supported.

To activate IGMP snooping, bridge multicast filtering must be enabled by the
bridge multicast filtering command.

The user guidelines of the bridge multicast mode command describes the
configuration that is written into the FDB as a function of the FDB mode
and the IGMP version that is used in the network.

Example

console(config)# ip igmp snhooping vlan 2

ip igmp snooping vian mrouter

Use the ip igmp snooping vlan mrouter Global Configuration mode
command to enable automatic learning of Multicast router ports on a VLAN.
Use the no form of this command to remove the configuration.

Syntax
ip igmp snooping vlan v/an-id mrouter learn pim-dvmrp

no ip igmp snooping vlan v/an-id mrouter learn pim-dvmrp

Parameters
*  vlan-id—Specifies the VLAN.
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Default Configuration
Learning pim-dvmrp is enabled.

Command Mode
Global Configuration mode

User Guidelines
Multicast router ports are learned according to:

*  Queries received on the port

*  PIM/PIMv2 received on the port
*  DVMRP received on the port

*  MRDISC received on the port

*  MOSPF received on the port

You can execute the command before the VLAN is created.

Example

console(config)# ip igmp snooping vlan 1 mrouter learn pim-
dvmrp

ip igmp snooping vlan mrouter interface

Use the ip igmp snooping mrouter interface Global Configuration mode
command to define a port that is connected to a Multicast router port. Use
the no form of this command to remove the configuration.

Syntax
ip igmp snooping vlan v/an-id mrouter interface interface-list

no ip igmp snooping vlan v/an-id mrouter interface mnterface-list

Parameters
*  vlan-id—Specifies the VLAN.

* interface-list—Specifies the list of interfaces. The interfaces can be one of
the following types: Ethernet port or Port-channel.
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Default Configuration
No ports defined

Command Mode
Global Configuration mode

User Guidelines
A port that is defined as a Multicast router port receives all IGMP packets
(reports and queries) as well as all Multicast data.

You can execute the command before the VLAN is created.

Example

console(config)# ip igmp snooping vlan 1 mrouter interface
gi0/1

ip igmp snooping vlan forbidden mrouter

Use the ip igmp snooping vlan forbidden mrouter Global Configuration
mode command to forbid a port from being defined as a Multicast router port
by static configuration or by automatic learning. Use the no form of this
command to remove the configuration.

Syntax
ip igmp snooping vlan v/an-id forbidden mrouter interface inferface-list

no ip igmp snooping vlan vlan-id forbidden mrouter interface interface-list

Parameters
*  vlan-id—Specifies the VLAN.

* interface-list—Specifies a list of interfaces. The interfaces can be of one of
the following types: Ethernet port or Port-channel.

Default Configuration
No ports defined.
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Command Mode
Global Configuration mode

User Guidelines
A port that is a forbidden mrouter port cannot be a Multicast router port (i.c.
cannot be learned dynamically or assigned statically).

You can execute the command before the VLAN is created.

Example

console(config)# ip igmp snhooping vlan 1 forbidden mrouter
interface gi0/1

ip igmp snooping vlan static

Use the ip igmp snooping vlan static Global Configuration mode command
to register an IP-layer Multicast address to the bridge table, and to add static
ports to the group defined by this address. Use the no form of this command
to remove ports specified as members of a static Multicast group.

Syntax
ip igmp snooping vlan vian-id static ip-address [interface interface-list|

no ip igmp snooping vlan v/an-rdstatic ip-address [interface interface-list]

Parameter
*  vlan-id—Specifies the VLAN.
Specifies the IP Multicast address.

*  ip-address

* interface-list—Specifies a list of interfaces. The interfaces can be of one of
the following types: Ethernet port or Port-channel.

Default Configuration
No Multicast addresses are defined.

Command Mode
Global Configuration mode
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User Guidelines
Static Multicast addresses can only be defined on static VLAN:G.

You can execute the command before the VLAN is created.
You can register an entry without specifying an interface.

Using the no command without a port-list removes the entry.

Example

console(config)# ip igmp snhooping vlan 1 static 239.2.2.2
interface gi0/1

ip igmp snooping vlan multicast-tv

Use the ip igmp snooping vlan multicast-tv Global Configuration mode
command to define the Multicast IP addresses that are associated with a
Multicast TV VLAN. Use the no form of this command to remove all
assoclations.

Syntax
ip igmp snooping vlan vian-1d multicast-tv ip-multicast-address [count
number|

no ip igmp snooping vlan vian-id multicast-tv ip-multicast-address [count
number|

Parameters
*  vlan-id—Specifies the VLAN
*  p-multicast-address—Multicast IP address

* count number—Configures multiple contiguous Multicast IP addresses. If
not specified, the default is 1. (Range: 1-256)

Default Configuration
No Multicast IP address is associated.

Command Mode
Global Configuration mode
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User Guidelines
Use this command to define the Multicast transmissions on a Multicast-T'V

VLAN. The configuration is only relevant for an Access port that is a member
in the configured VLAN as a Multicast-I'V VLAN.

If an IGMP message is received on such an Access port, it is associated with
the Multicast-I'V VLAN only if it is for one of the Multicast IP addresses that
are associated with the Multicast-I'V VLAN.

Up to 256 VLANS can be configured.

Example

console(config)# ip igmp snooping vlan 1 multicast-tv
239.2.2.2 count 3

ip igmp snooping querier

Use the ip igmp snooping querier Global Configuration mode command to
enable globally the IGMP Snooping querier. Use the no form of this
command to disable the IGMP Snooping querier globally.

Syntax
ip igmp snooping querier

no ip igmp snooping querier

Parameters
N/A

Default Configuration
Enabled

Command Mode
Global Contfiguration mode

User Guidelines
To run the IGMP Snooping querier on a VLAN, you have enable it globally
and on the VLAN.
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Example
The following example disables the IGMP Snooping querier globally:

console(config)# no ip igmp snooping querier

ip igmp snooping querier address

Use the ip igmp snooping querier address Global Configuration mode
command to define globally the source IP address that the IGMP snooping
querier uses. Use the no form of this command to return to default.

Syntax
ip igmp snooping querier address zp-address

no ip igmp snooping querier address

Parameters

*  ip-address—Source IP address.

Default Configuration
no IP address

Command Mode
Global Configuration mode

User Guidelines

If an IP address is configured for the VLAN, it is used as the source address of
the IGMP snooping querier. If it is not configured for the VLAN and an IP
address is configured globally, it is used as the source address of the IGMP
snooping querier. If an IP address is not configured for the VLAN and is not
configured globally, the minimum IP address defined on the VLAN is used.

If an IP address is not configured for the VLAN and is not configured globally
and no IP address is defined on the VLAN, the querier is disabled.
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Example
The following example define IP address 10.5.234.205 as the Querier
Snooping IP address on a VLAN if it is not configured for the VLAN

console(config)# ip igmp snooping querier address
10.5.234.205

ip igmp snooping vlan querier

Use the ip igmp snooping vlan querier Global Configuration mode
command to enable the IGMP Snooping querier on a specific VLAN. Use the
no form of this command to disable the IGMP Snooping querier on a VLAN
interface.

Syntax
ip igmp snooping vlan vian-id querier

no ip igmp snooping vlan v/an-rd querier

Parameters
*  vlan-id—Specifies the VLAN.

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
The IGMP Snooping querier can be enabled on a VLAN only if IGMP
Snooping is enabled for that VLAN.

Example
The following example enables the IGMP Snooping querier on VLAN 1:

console(config)# ip igmp snooping vlan 1 querier
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ip igmp snooping vlan querier address
Use the ip igmp snooping vlan querier address Global Configuration mode

command to define the source IP address that the IGMP snooping querier
uses. Use the no form of this command to return to default.

Syntax
ip igmp snooping vlan vian-1d querier address ip-address

no ip igmp snooping vlan v/an-id querier address

Parameters
*  vlan-id—Specifies the VLAN.
*  jp-address—Source [P address.

Default Configuration

If an IP address is configured for the VLAN, it is used as the source address of
the IGMP snooping querier. If there are multiple IP addresses, the minimum
IP address defined on the VLAN is used.

Command Mode
Global Configuration mode

User Guidelines
If an IP address is not configured by this command, and no IP address is
configured for the querier’s VLAN, the querier is disabled.

Example

console(config)# ip igmp snooping vlan 1 querier address
10.5.234.205

ip igmp snooping vlan querier election
Use the ip igmp snooping vlan querier election Global Configuration mode
command to enable IGMP Querier election mechanism of an IGMP
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Snooping querier on a specific VLAN. Use the no form of this command to
disable Querier election mechanism.

Syntax
ip igmp snooping vlan vian-id querier election

no ip igmp snooping vlan v/an-id querier election

Parameters
*  vlan-id—Specifies the VLAN.

Default Configuration
Enabled

Command Mode
Global Configuration mode

User Guidelines
Use the no form of the ip igmp snooping vlan querier election command to
disable IGMP Querier election mechanism on a VLAN.

If the IGMP Querier election mechanism is enabled, the IGMP Snooping
querier supports the standard IGMP Querier election mechanism specified in

RFC2236 and RFC3376.

If IGMP Querier election mechanism is disabled, IGMP Snooping Querier
delays sending General Query messages for 60 seconds from the time it was
enabled. During this time, if the switch did not receive an IGMP query from
another Querier - it starts sending General Query messages. Once the switch
acts as a Querier, it will stop sending General Query messages if it detects
another Querier on the VLAN. In this case, the switch will resume sending
General Query messages if it does hear another Querier for Query Passive
interval that equals:

<Robustness>*<Query Interval > + 0.5* <Query Response Interval).

See the ip igmp robustness, ip igmp last-member-query-interval, and ip igmp
query-max-response-time commands for configurations of these parameters.

It is recommended to disable IGMP Querier election mechanism if there is an
[PM Multicast router on the VLAN.
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Example
The following example disables IGMP Snooping Querier election on VLAN 1:

console(config)# no ip igmp snooping vlan 1 querier
election

ip igmp snooping vlan querier version

Use the ip igmp snooping vlan querier version Global Configuration mode
command to configure the IGMP version of an IGMP Snooping querier on a
specific VLAN. Use the no form of this command to return to the default
version.

Syntax
ip igmp snooping vlan v/an-id querier version {2 /3}

no ip igmp snooping vlan v/an-id querier version

Parameters
*  vlan-id—Specifies the VLAN.
* querier version 2—Specifies that the IGMP version would be IGMPv2.
* querier version 3—Specifies that the IGMP version would be IGMPv3.

Default Configuration
IGMPv2.

Command Mode
Global Configuration mode

Example
The following example sets the version of the IGMP Snooping Querier VLAN
1 to 3:

console(config)# ip igmp snooping vlan 1 querier version 3
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ip igmp snooping vlan immediate-leave

Use the ip igmp snooping vlan immediate-leave Global Configuration mode
command to enable the IGMP Snooping Immediate-Leave processing on a
VLAN. Use the no format of the command to disable IGMP Snooping
Immediate-Leave processing.

Syntax
ip igmp snooping vlan v/an-1d immediate-leave

no ip igmp snooping vlan v/an-id immediate-leave

Parameters
*  vlan-id—Specifies the VLAN ID value. (Range: 1-4094).

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
You can execute the command before the VLAN is created.

Example
The following example enables IGMP snooping immediate-leave feature on
VLAN 1.

console(config)# ip igmp snooping vlan 1 immediate-leave

show ip igmp snooping groups
The show ip igmp snooping groups EXEC mode command displays the
Multicast groups learned by the IGMP snooping.
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Syntax
show ip igmp snooping groups [vlan v/an-id| [address ip-multicast-address)
[source 1p-address]

Parameters
* vlan van-ird—Specifies the VLAN ID.
* address jp-multicast-address—Specifies the [P multicast address.

* source ip-address—Specifies the IP source address.

Command Mode
User EXEC mode

User Guidelines
To see all Multicast groups learned by IGMP snooping, use the show ip igmp
snooping groups command without parameters.

Use the show ip igmp snooping groups command with parameters to see a
needed subset of all Multicast groups learned by IGMP snooping

To see the full Multicast address table (including static addresses), use the
show bridge multicast address-table command.

Example
The following example shows sample output:

console# show ip igmp snhooping groups

Vlan Group Source Include Exclude Comp-Mode
Address Address  Ports Ports

1 239.255.255 gio/1 v2
.250

show ip igmp snooping interface
The show ip igmp snooping interface EXEC mode command displays the
IGMP snooping configuration for a specific VLAN.
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Syntax
show ip igmp snooping interface vian-id

Parameters
*  vlan-id—Specifies the VLAN ID.

Command Mode
User EXEC mode

Example

The following example displays the IGMP snooping configuration for VLAN
1000

console# show ip igmp snooping interface 1000
IGMP Snooping is globally enabled
IGMP Snooping Querier is globally enabled
IGMP snooping querier global address: 194.10.12.56
VLAN 1000
IGMP Snooping is enabled
IGMP snooping last immediate leave: enable
Automatic learning of Multicast router ports is enabled
IGMP Snooping Querier is enabled
IGMP Snooping Querier operation state: is running
IGMP Snooping Querier version: 2
IGMP Snooping Querier election is enabled
IGMP Snooping Querier address: 194.12.10.166
IGMP snooping robustness: admin 2 oper 2
IGMP snooping query interval: admin 125 sec oper 125 sec
IGMP snooping query maximum response: admin 10 sec oper 10 sec

IGMP snooping last member query counter: admin 2 oper 2

IGMP snooping last member query interval: admin 1000 msec oper
500 msec

Groups that are in IGMP version 1 compatibility mode:
231.2.2.3, 231.2.2.3
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show ip igmp snooping mrouter
The show ip igmp snooping mrouter EXEC mode command displays

information on dynamically learned Multicast router interfaces for all VLANs
or for a specific VLAN.

Syntax
show ip igmp snooping mrouter [interface v/an-id)|

Parameters
*  vian-id—Specifies the VLAN ID.

Command Mode
User EXEC mode

Example
The following example displays information on dynamically learned
Multicast router interfaces for VLAN 1000:

console# show ip igmp snooping mrouter interface 1000

VLAN Dynamic Static Forbidden

1000 gio/1 gi0/2 gi0/3-4

show ip igmp snooping multicast-tv
The show ip igmp snooping multicast-tv EXEC mode command displays the
IP addresses associated with Multicast TV VLANs.

Syntax
show ip igmp snooping multicast-tv [vlan vian-id|

Parameters
*  vlan-id—Specifies the VLAN ID.
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Command Mode
User EXEC mode

Example

The following example displays the IP addresses associated with all Multicast

TV VLANS.

console# show ip igmp snooping multicast-tv

VLAN IP Address

O O O O O o o o
~N o o0~ WN P O
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IGMP Commands

ip igmp last-member-query-count

To configure the Internet Group Management Protocol (IGMP) last member
query counter, use the ip igmp last-member-query-count command in
interface configuration mode. To restore the default value, use the no form of
this command.

Syntax
ip igmp last-member-query-count count

no ip igmp last-member-query-count

Parameters
count—The number of times that group- or group-source-specific queries are
sent upon receipt of a message indicating a leave. (Range: 1-7)

Default Configuration
A value of IGMP Robustness variable.

Command Mode
Interface configuration

User Guidelines
Use the ip igmp robustness command to change the IGMP last member
query counter.

Example
The following example changes a value of the IGMP last member query
counter to 3:

interface vlan 1
ip igmp last-member-query-count 3
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ip igmp last-member-query-interval

To configure the Internet Group Management Protocol (IGMP) last member
query interval, use the ip igmp last-member-query-interval command in
interface configuration mode. To restore the default IGMP query interval, use
the no form of this command.

Syntax
ip igmp last-member-query-interval mi/liseconds

no ip igmp last-member-query-interval

Parameters

*  milliseconds—Interval, in milliseconds, at which IGMP group-specific
host query messages are sent on the interface. (Range: 100-25500).

Default Configuration
The default IGMP last member query interval is 1000 milliseconds.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Use the ip igmp last-member-query-interval command to configure the
IGMP last member query interval on an interface.

Example
The following example shows how to increase the the IGMP last member
query interval to 1500 milliseconds:

console(configt interface vlan 100
console(config-ifj ip igmp last-member-query-interval 1500
console(config-ifj# exit
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ip igmp query-interval

To configure the frequency at which the IGMP querier sends Internet Group
Management Protocol (IGMP) host-query messages from an interface, use
the ip igmp query-interval command in interface configuration mode. To
restore the default IGMP query interval, use the no form of this command.

Syntax
ip igmp query-interval seconds

no ip igmp query-interval

Parameters

*  seconds—Frequency, in seconds, at which the switch sends IGMP query
messages from the interface. The range is from 1 to 31744.

Default Configuration
The default IGMP query interval is 125 seconds.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines

Use the ip igmp query-interval command to configure the frequency at
which the IGMP querier sends IGMP host-query messages from an interface.
The IGMP querier sends query-host messages to discover which multicast
groups have members on the attached networks of the router.

The query interval must be bigger than the maximum query response time.

Example
The following example shows how to increase the frequency at which the
IGMP querier sends IGMP host-query messages to 180 seconds:

console(configlt interface vlan 100
console(config-if} ip igmp query-interval 180
console(config-ifj# exit
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Ip Igmp query-max-response-tlme

To configure the maximum response time advertised in Internet Group
Management Protocol (IGMP) queries, use the ip igmp query-max-response-
time command in interface configuration mode. To restore the default value,
use the no form of this command.

Syntax
ip igmp query-max-response-time seconds

no ip query-max-response-time

Parameters

*  seconds—Maximum response time, in seconds, advertised in IGMP
queries. (Range: 0-31744)

Default Configuration
10 seconds.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
This command controls the period during which the responder can respond
to an IGMP query message before the router deletes the group.

This command controls how much time the hosts have to answer an IGMP
query message before the router deletes their group. Configuring a value of
fewer than 10 seconds enables the router to prune groups faster.

The maximum query response time must be less than the query interval.

Note. If the hosts do not respond fast enough, they might be pruned
inadvertently. Therefore, the hosts must know to respond faster than 10
seconds (or the value you configure).
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Example
The following example configures a maximum response time of 8 seconds:

console(config)# interface vlan 100
console(config-if)# ip igmp query-max-response-time 8
console(config-if)# exit

ip igmp robustness

To configure the Internet Group Management Protocol (IGMP) robustness
variable, use the ip igmp robustness command in interface configuration
mode. To restore the default value, use the no form of this command.

Syntax
ip igmp robustness count

no ip igmp robustness

Parameters

*  count—The number of expected packet loss on a link. Parameter range.
(Range: 1-7).

Default Configuration
The default value is 2.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Use the ip igmp robustness command to change the IGMP robustness
variable.

Example
The following example changes a value of the IGMP robustness variable to 3:

console(config)# interface vlan 1
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console(config-if)#ip igmp robustness 3
console(config-if)#exit
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Link Aggregation Control Protocol
Commands

lacp system-priority

Use the lacp system-priority Global Configuration mode command to set the
system priority. Use the no form of this command to restore the default
configuration.

Syntax
lacp system-priority value

no lacp system-priority

Parameters
value—Specifies the system priority value. (Range: 1-65535)

Default Configuration
The default system priority is 1.

Command Mode
Global Contfiguration mode

Example
The following example sets the system priority to 120.

console(config)# lacp system-priority 120

lacp port-priority
Use the lacp port-priority Interface (Ethernet) Configuration mode

command to set the physical port priority. Use the no form of this command
to restore the default configuration.
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Syntax
lacp port-priority value

no lacp port-priority

Parameters
value—Specifies the port priority. (Range: luse the no form of this
command65535)

Default Configuration
The default port priority is 1.

Command Mode
Interface (Ethernet) Configuration mode

Example
The following example sets the priority of gi0/1.

console(config)# interface gi0/1
console(config-if)# lacp port-priority 247

lacp timeout

Use the lacp timeout Interface (Ethernet) Configuration mode command to
assign an administrative LACP timeout to an interface. Use the no form of
this command to restore the default configuration.

Syntax
lacp timeout {long / short}

no lacp timeout

Parameters
* long—Specifies the long timeout value.

* short—Specifies the short timeout value.
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Default Configuration
The default port timeout value is Long.

Command Mode
Interface (Ethernet) Configuration mode

Example

The following example assigns a long administrative LACP timeout to gio/1.

console(config)# interface gil/1
console(config-if)# lacp timeout long

show lacp

Use the show lacp Privileged EXEC mode command to display LACP
information for all Ethernet ports or for a specific Ethernet port.

Syntax
show lacp interface-id [parameters [ statistics | protocol-state|

Parameters

* interface-id —Specify an interface ID. The interface ID must be an
Ethernet port

* parameters—Displays parameters only.
* statistics—Displays statistics only.

*  protocol-state—Displays protocol state only.

Command Mode
Privileged EXEC mode

Example
The following example displays LACP information for gio/1.

console# show lacp ethernet gi0/1

Port gi0/1 LACP parameters:
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Actor

system priority:
system mac addr:
port Admin key:
port Oper key:

port Oper number:
port Admin priority:
port Oper priority:
port Admin timeout:
port Oper timeout:
LACP Activity:
Aggregation:
synchronization:
collecting:
distributing:
expired:

Partner

system priority:
system mac addr:
port Admin key:
port Oper key:

port Oper number:
port Admin priority:
port Oper priority:
port Admin timeout:
port Oper timeout:
LACP Activity:
Aggregation:
synchronization:
collecting:
distributing:
expired:

Port giO/1 LACP Statistics:

LACP PDUs sent:
LACP PDUs received:

Port gi0O/1 LACP Protocol State:
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LACP State Machines:

Receive FSM: Port Disabled State
Mux FSM: Detached State

Control Variables:

BEGIN: FALSE
LACP_Enabled: TRUE
Ready N: FALSE
Selected: UNSELECTED
Port_moved: FALSE

NNT: FALSE
Port_enabled: FALSE

Timer counters:

periodic tx timer: 0
current while timer: 0
wait while timer: 0

show lacp port-channel

Use the show lacp port-channel Privileged EXEC mode command to display
LACP information for a port-channel.

Syntax
show lacp port-channel /port channel number/

Parameters
port_channel_number—Specifies the port-channel number.

Command Mode
Privileged EXEC mode
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Example
The following example displays LACP information about port-channel 1.

console# show lacp port-channel 1

Port-Channel 1:Port Type 1000 Ethernet

Actor
System Priority: 1
MAC Address: 000285:0E1C00
Admin Key: 29
Oper Key: 29
Partner

System Priority: O
MAC Address: 00:00:00:00:00:00
Oper Key: 14
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GARP VLAN Registration Protocol
Commands

gvrp enable (Global)

Use the gvrp enable Global Configuration mode command to enable the
Generic Attribute Registration Protocol (GARP) VLAN Registration Protocol
(GVRP) globally. Use the no form of this command to disable GVRP on the

device.

Syntax
gvrp enable

no gvrp enable

Parameters
N/A

Default Configuration
GVRP is globally disabled.

Command Mode
Global Contfiguration mode

Example
The following example enables GVRP globally on the device.

console(config)# gvrp enable
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gvrp enable (Interface)

Use the gvrp enable Interface (Ethernet, Port Channel) Configuration mode
command to enable GVRP on an interface. Use the no form of this command
to disable GVRP on an interface.

Syntax
gvrp enable

no gvrp enable

Default Configuration
GVRP is disabled on all interfaces.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

An access port does not dynamically join a VLAN because it is always a
member of a single VLAN only. Membership in an untagged VLAN is
propagated in the same way as in a tagged VLAN. That is, the PVID must be
manually defined as the untagged VLAN ID.

Example
The following example enables GVRP on gi(/4.

console(config)# interface gi0/4
console(config-if)# gvrp enable

garp timer
Use the garp timer Interface Configuration mode command to adjust the

values of the join, leave and leaveall timers of GARP applications, such as
GVRP Use the no form of this command to restore the default configuration.

Syntax
garp timer {join [ leave | leaveall} timer-value
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no garp timer

Parameters
*  The following specify the type of timer. The possible values are:

- join—Specifies the GARP join timer. The timer value for this type of
timer specifies the time interval between the two join messages sent
by the GARP application.

- leave—Specifies the GARP leave timer. The timer value for this type
of timer specifies the time interval for a GARP application to wait for
a join message after receiving a leave message for a GARP attribute,
before it de-registers the GARP attribute.

- leaveall—Specifies the GARP leaveall timer. The timer value for this
type of timer specifies the time interval between leaveall messages for
a GARP entity, which prompt other GARP entities to re-reregister all
attribute information on this entity.

* timer-value—Specifies the timer value in milliseconds in multiples of 10.
(Range: 10-2147483640)

Default Configuration
The following are the default timer values:

*  Join timer—200 milliseconds
¢ Leave timer—600 milliseconds

¢ Leaveall timer—10000 milliseconds

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The timer-value must be a multiple of 10.

The following relationship must be maintained between the timers:

*  The leave timer value must be greater than or equal to three times the join
timer.

*  The leave-all timer value must be greater than the leave timer.
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Set the same GARP timer values on all Layer 2-connected devices to ensure
proper operation of the GARP application.

Example
The following example sets the leave timer for gi0/4 to 900 milliseconds.

onsole(config-if)# interface gi0/4
console(config-if)# garp timer leave 900

gvrp vian-creation-forbid

Use the gvrp vlan-creation-forbid Interface Configuration mode command to
disable dynamic VLAN creation or modification. Use the no form of this
command to enable dynamic VLAN creation or modification.

Syntax
gvrp vlan-creation-forbid

no gvrp vlan-creation-forbid

Default Configuration
Enabled.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example disables dynamic VLAN creation on gi0/3.

console(config-if)# interface gi0/3
console(config-if)# gvrp vlan-creation-forbid

gvrp registration-forbid
Use the gvrp registration-forbid Interface Configuration mode command to
deregister all dynamic VLANs on a port and prevent VLAN creation or
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registration on the port. Use the no form of this command to allow dynamic
registration of VLANs on a port.

Syntax
gvrp registration-forbid

no gvrp registration-forbid

Default Configuration
Dynamic registration of VLANSs on the port is allowed.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

Example
The following example forbids dynamic registration of VLANs on gi(/2.

console(config-if)# interface gi0/2
console(config-if)# gvrp registration-forbid

clear gvrp statistics

Use the clear gvrp statistics Privileged EXEC mode command to clear GVRP
statistical information for all interfaces or for a specific interface.

Syntax
clear gvrp statistics /interface-id/

Parameters
Interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Default Configuration
All GVRP statistics are cleared.

Command Mode
Privileged EXEC mode
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Example
The following example clears all GVRP statistical information on gi0/4.

console#clear gvrp statistics gi0/

show gvrp configuration

Use the show gvrp configuration EXEC mode command to display GVRP
configuration information, including timer values, whether GVRP and
dynamic VLAN creation are enabled, and which ports are running GVRP.

Syntax
show gvrp configuration /interface-id [ detailed|

Parameters
* interface-id—Specifies an interface ID. The interface ID can be one of the

following types: Ethernet port or port-channel.

* detailed—Displays information for non-present ports in addition to
present ports.

Default Configuration
All GVRP statistics are displayed for all interfaces. If detailed is not used,
only present ports are displayed.

Command Mode
User EXEC mode

Example
The following example displays GVRP configuration.

console# show gvrp configuration
GVRP Feature is currently Enabled on the device.
Maximum VLANs: 4094
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Port(s) GVRP Regist- Dynamic Timers(ms)

Status ration VLAN Creation Join Leave Leave All
gio/1 Enabled Forbidden Disabled 600 200 10000
gi0/2 Enabled Normal Enabled 1200 400 20000

show gvrp statistics

Use the show gvrp statistics EXEC mode command to display GVRP
statistics for all interfaces or for a specific interface.

Syntax
show gvrp statistics /interface-1d/

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Default Configuration
All GVRP statistics are displayed.

Command Mode
User EXEC mode

GARP VLAN Registration Protocol Commands | 619



Example
The following example displays GVRP statistical information.

console#show gvrp statistics
GVRP statistics:

Legend

rJE : Join Empty Received rJIn: Join In Received
rEmp: Empty Received rLIn: Leave In Received
rLE : Leave Empty Received rLA : Leave All Received
sJE : Join Empty Sent sJIn: Join In Sent

sEmp: Empty Sent sLIn: Leave In Sent

SLE : Leave Empty Sent SLA : Leave All Sent

PorgiO/ rJE rJIn rEmp rLIn rLE rLA sSJE sJIn sEmp sLIn sLE sLA

----- 0 0 0 0 0 0O 0 0 0 O 0
gio/1 ¢ 0 0 0 0 0 0o 0 0 o0 O 0
gio/2 o 0 0 0 0 0 o 0 0 0 O 0
gio/3 o 0 0 0 0 0 o 0 0 o0 O 0
gi0/4

show gvrp error-statistics

Use the show gvrp error-statistics EXEC mode command to display GVRP
error statistics for all interfaces or for a specific interface.

Syntax
show gvrp error-statistics /interface-id/

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.
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Default Configuration
All GVRP error statistics are displayed.

Command Mode
User EXEC mode

Example
The following example displays GVRP error statistics.

console# show gvrp error-statistics
GVRP Error Statistics:
Legend:

INVPROT : Invalid Protocol Id

INVATYP : Invalid Attribute Type INVALEN : Invalid Attribute
Length

INVAVAL : Invalid Attribute Value INVEVENT: Invalid Event
Port INVPROT INVATYP INVAVAL INVALEN INVEVENT
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DHCP Snooping Commands

ip dhcp snooping

Use the ip dhep snooping Global Configuration mode command to enable
Dynamic Iost Configuration Protocol (DIICP) Snooping globally. Use the
no form of this command to restore the default configuration.

Syntax
ip dhcep snooping

no ip dhep snooping

Parameters
N/A

Default Configuration
DHCEP snooping is disabled.

Command Mode
Global Configuration mode

User Guidelines

For any DHCP Snooping configuration to take effect, DIICP Snooping must
be enabled globally. DIICP Snooping on a VLAN is not active until DIICP
Snooping on a VLAN is enabled by using the ip dhep snooping vlan Global
Configuration mode command.

Example
The following example enables DHCP Snooping on the device.

console(config)# ip dhcp snooping
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ip dhcp snooping vlan
Use the ip dhep snooping vlan Global Configuration mode command to

enable DHCP Snooping on a VLAN. Use the no form of this command to
disable DHCP Snooping on a VLAN.

Syntax
ip dhep snooping vlan vian-id

no ip dhep snooping vlan vian-id

Parameters
*  vlan-id—Specifies the VLAN ID.

Default Configuration
DIICP Snooping on a VLAN is disabled.

Command Mode
Global Configuration mode

User Guidelines
DHCP Snooping must be enabled globally before enabling DHCP Snooping
on a VLAN.

Example
The following example enables DHCP Snooping on VLAN 21.

console(config)# ip dhcp snhooping vlan 21

ip dhcp snooping trust

Use the ip dhep snooping trust Interface Configuration (Ethernet, Port-
channel) mode command to configure a port as trusted for DHCP snooping
purposes. Use the no form of this command to restore the default
configuration.
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Syntax
ip dhcp snooping trust

no ip dhcp snooping trust

Parameters
N/A

Default Configuration
The interface is untrusted.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Configure as trusted the ports that are connected to a DHCP server or to
other switches or routers. Configure the ports that are connected to DHCP
clients as untrusted.

Example
The following example configures gi0/4 as trusted for DIICP Snooping.

console(config)# interface gi0/4
console(config-if)# ip dhcp snhooping trust

ip dhcp snooping information option allowed-
untrusted

Use the ip dhep snooping information option allowed-untrusted Global
Configuration mode command to allow a device to accept DHCP packets
with option-82 information from an untrusted port. Use the no form of this
command to drop these packets from an untrusted port.

Syntax
ip dhcep snooping information option allowed-untrusted

no ip dhcp snooping information option allowed-untrusted
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Parameters
N/A

Default Configuration
DHCP packets with option-82 information from an untrusted port are
discarded.

Command Mode
Global Configuration mode

Example
The following example allows a device to accept DHCP packets with option-
82 information from an untrusted port.

console(config)# ip dhcp snhooping information option allowed-
untrusted

ip dhcp snooping verify

Use the ip dhep snooping verify Global Configuration mode command to
configure a device to verify that the source MAC address in a DHCP packet
received on an untrusted port matches the client hardware address. Use the
no form of this command to disable MAC address verification in a DHCP
packet received on an untrusted port.

Syntax
ip dhcep snooping verify

no ip dhcep snooping verify

Default Configuration
The switch verifies that the source MAC address in a DHCP packet received
on an untrusted port matches the client hardware address in the packet.

Command Mode
Global Configuration mode
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Example

The following example configures a device to verify that the source MAC
address in a DIICP packet received on an untrusted port matches the client
hardware address.

console(config)# ip dhcp snooping verify

ip dhcp snooping database

Use the ip dhep snooping database Global Configuration mode command to
enable the DHCP Snooping binding database file. Use the no form of this
command to delete the DHCP Snooping binding database file.

Syntax
ip dhcp snooping database

no ip dhcp snooping database

Parameters
N/A

Default Configuration
The DHCP Snooping binding database file is not defined.

Command Mode
Global Configuration mode

User Guidelines
The DHCP Snooping binding database file resides on Flash.

To ensure that the lease time in the database is accurate, the Simple Network
Time Protocol (SN'TP) must be enabled and configured.

The device writes binding changes to the binding database file only if the
device system clock is synchronized with SN'TP.
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Example
The following example enables the DIICP Snooping binding database file.

console(config)# ip dhcp shooping database

ip dhcp snooping database update-freq

Use the ip dhep snooping database update-freq Global Configuration mode
command to set the update frequency of the DHCP Snooping binding
database file. Use the no form of this command to restore the default
configuration.

Syntax
ip dhep snooping database update-freq seconds

no ip dhcp snooping database update-freq

Parameters

*  seconds—Specifies the update frequency in seconds. (Range: 600-86400).

Default Configuration
The default update frequency value is 1200 seconds.

Command Mode
Global Configuration mode

Example
The following example sets the DHHCP Snooping binding database file update
frequency to 1 hour.

console(config)# ip dhcp snhooping database update-freq 3600

ip dhcp snooping binding
Use the ip dhep snooping binding Global Configuration mode command to
configure the DHCP Snooping binding database and add binding entries to
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the database. Use the no form of this command to delete entries from the
binding database.

Syntax
ip dhep snooping binding mac-address vian-1d ip-address interface-id expiry
{seconds [ infinite}

no ip dhep snooping binding mac-address vian-id

Parameters
*  mac-address—Specifies a MAC address.
*  vlan-id—Specifies a VLAN number.
*  p-address—Specifies an IP address.

* interface-rd—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

*  expiry
- seconds—Specifies the time interval, in seconds, after which the
binding entry is no longer valid. (Range: 10-4294967294).

- infinite—Specifies infinite lease time.

Default Configuration
No static binding exists.

Command Mode
Global Configuration mode

User Guidelines

After entering this command, an entry is added to the DHCP Snooping
database. If the DHCP Snooping binding file exists, the entry is also added to
that file.

The entry is displayed in the show commands as a DHCP Snooping entry.

The user cannot delete dynamic temporary entries for which the IP address is
0.0.0.0.

The user can add static entry to the DHCP Snooping database by using the
command ip source-guard binding.
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Example
The following example adds a binding entry to the DIICP Snooping binding
database.

console(config)# ip dhcp snooping binding 0060.704C.73FF 23
176.10.1.1 gi0/4 expiry 900

clear ip dhcp snooping database

Use the clear ip dhep snooping database Privileged EXEC mode command
to clear the DHCP Snooping binding database.

Syntax
clear ip dhcp snooping database

Parameters
N/A

Command Mode
Privileged EXEC mode

Example
The following example clears the DHCP Snooping binding database.

console# clear ip dhcp snooping database

show ip dhcp snooping
Use the show ip dhep snooping EXEC mode command to display the DHCP
snooping configuration for all interfaces or for a specific interface.

Syntax
show ip dhep snooping /interface-id/
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Parameters

* Interface-rd—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Command Mode
User EXEC mode

Example
The following example displays the DIICP snooping configuration.

console# show ip dhcp snooping

DHCP snooping is Enabled

DHCP snooping is configured on following VLANs: 21

DHCP snooping database is Enabled

Relay agent Information option 82 is Enabled

Option 82 on untrusted port is allowed

Verification of hwaddr field is Enabled

DHCP snooping file update frequency is configured to: 6666 seconds

Interface Trusted
gio/1 Yes
gio/2 Yes

show ip dhcp snooping binding
Use the show ip dhep snooping binding User EXEC mode command to

display the DHCP Snooping binding database and configuration information
for all interfaces or for a specific interface.

Syntax
show ip dhcp snooping binding [mac-address mac-address| [ip-address zp-
address| |vlan vian-id] |interface-id)
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Parameters
* mac-address mac-address—Specifies a MAC address.
* ip-address ip-address—Specifies an IP address.
* vlan v/an-id—Specifies a VLAN ID.

* interface-rd—Specifies an interface ID. The interface ID can be one of
the following types: Ethernet port or Port-channel.

Command Mode
User EXEC mode

Example
The following examples displays the DIICP snooping binding database and
configuration information for all interfaces on a device.-

console# show ip dhcp snooping binding

Update frequency: 1200
Total number of binding: 2

Mac Address 1P Lease Type VLAN Interface
Address (sec)

0060.704C.73FF  ~~=""""°- 7983 snooping 3 gio/1

0060.704c.78c1  10.1.8.1 92332 snooping 3 i0/2
10.1.8.2 (s)

ip source-guard binding

Use the ip source-guard binding Global Configuration mode command to
configure the static IP source bindings on the device. Use the no form of this
command to delete the static bindings.

Syntax
ip source-guard binding mac-address vlan-id ip-address interface-id

no ip source-guard binding mac-address vian-id
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Parameters
*  mac-address—Specifies a MAC address.
*  vilan-id—Specifies a VLAN number.

*  p-address—Specifics an IP address.

* Interface-rd—Specifies an interface ID. The interface ID can be one of
the following types: Ethernet port or Port-channel.

Default Configuration
No static binding exists.

Command Mode
Global Contfiguration mode

User Guidelines

The device currently supports filtering that is based only on the source IP
address. In future, the device might supports filtering mode that is based on
the MAC address and IP source address. Currently the MAC address field is
an informative field.

Example
The following example configures the static IP source bindings.

console(config)# ip source-guard binding 0060.704C.73FF 23
176.10.1.1 gi0/4

ip arp inspection

Use the ip arp inspection Global Configuration mode command globally to
enable Address Resolution Protocol (ARP) inspection. Use the no form of this
command to disable ARP inspection.

Syntax
ip arp inspection

no ip arp inspection
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Parameters
N/A

Default Configuration
ARP inspection is disabled.

Command Mode
Global Configuration mode

User Guidelines

Note that if a port is configured as an untrusted port, then it should also be
configured as an untrusted port for DHCP Snooping, or the IP-address-MAC-
address binding for this port should be configured statically. Otherwise, hosts
that are attached to this port cannot respond to ARPs.

Example
The following example enables ARP inspection on the device.

console(config)# ip arp inspection

ip arp inspection vian
Use the ip arp inspection vlan Global Configuration mode command to

enable ARP inspection on a VLAN, based on the DHCP Snooping database.
Use the no form of this command to disable ARP inspection on a VLAN.

Syntax
ip arp inspection vlan vian-id

no ip arp inspection vlan v/an-id

Parameters
*  vlan-id—Specifies the VLAN ID.

Default Configuration
DIICP Snooping based ARP inspection on a VLAN is disabled.
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Command Mode
Global Configuration mode

User Guidelines

This command enables ARP inspection on a VLAN based on the DHCP
snooping database. Use the ip arp inspection list assign Global
Contfiguration mode command to enable static ARP inspection.

Example
The following example enables DHCP Snooping based ARP inspection on

VLAN 23.

console(config)# ip arp inspection vlan 23

ip arp inspection trust

Use the ip arp inspection trust Interface Configuration (Ethernet, Port-
channel) mode command to configure an interface trust state that
determines if incoming Address Resolution Protocol (ARP) packets are
inspected. Use the no form of this command to restore the default
configuration.

Syntax
ip arp inspection trust

no ip arp inspection trust

Parameters
N/A

Default Configuration
The interface is untrusted.

Command Mode
Interface (Ethernet, Port Channel) Configuration mode
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User Guidelines
The device does not check ARP packets that are received on the trusted
interface; it only forwards the packets.

For untrusted interfaces, the device intercepts all ARP requests and
responses. It verifies that the intercepted packets have valid IP-to-MAC
address bindings before updating the local cache and before forwarding the
packet to the appropriate destination. The device drops invalid packets and
logs them in the log buffer according to the logging configuration specified
with the ip arp inspection log-buffer vlan Global Configuration mode
command.

Example
The following example configures gi0/3 as a trusted interface.

console(config)# interface gi0/3
console(config-if)# ip arp inspection trust

ip arp inspection validate

Use the ip arp inspection validate Global Configuration mode command to
perform specific checks for dynamic Address Resolution Protocol (ARP)
inspection. Use the no form of this command to restore the default
configuration.

Syntax
ip arp inspection validate

no ip arp inspection validate

Parameters
N/A

Default Configuration
ARP inspection validation is disabled.

Command Mode
Global Configuration mode
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User Guidelines
The following checks are performed:

*  Source MAC address: Compares the source MAC address in the Ethernet
header against the sender MAC address in the ARP body. This check is
performed on both ARP requests and responses.

*  Destination MAC address: Compares the destination MAC address in the
Ethernet header against the target MAC address in the ARP body. This
check is performed for ARP responses.

* [P addresses: Compares the ARP body for invalid and unexpected IP
addresses. Addresses include 0.0.0.0, 255.255.255.255, and all IP multicast
addresses.

Example
The following example executes ARP inspection validation.

console(config)# ip arp inspection validate

ip arp inspection list create

Use the ip arp inspection list create Global Configuration mode command to
create a static ARP binding list and enters the ARP list configuration mode.
Use the no form of this command to delete the list.

Syntax
ip arp inspection list create name

no ip arp inspection list create name

Parameters

*  name—Specifies the static ARP binding list name. (Length: 1-32
characters).

Default Configuration
No static ARP binding list exists.
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Command Mode
Global Configuration mode

User Guidelines
Use the ip arp inspection list assign command to assign the list to a VLAN.

Example
The following example creates the static ARP binding list ‘servers” and enters
the ARP list configuration mode.

console(config)# ip arp inspection list create servers

|p mac
Use the ip mac ARP-list Configuration mode command to create a static ARP
binding. Use the no form of this command to delete a static ARP binding.

Syntax
ip ip-address mac mac-address

no ip 1p-address mac mac-address

Parameters

*  p-address—Specitics the IP address to be entered to the list.
*  mac-address—Specifies the MAC address associated with the IP address.

Default Configuration
No static ARP binding is defined.

Command Mode
ARP-list Configuration mode

Example
The following example creates a static ARP binding.

console(config)# ip arp inspection list create servers
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console(config-arp-list)# ip 172.16.1.1 mac 0060.704C.7321
console(config-arp-list)# ip 172.16.1.2 mac 0060.704C.7322

ip arp inspection list assign
Use the ip arp inspection list assign Global Configuration mode command to

assign a static ARP binding list to a VLAN. Use the no form of this command
to delete the assignment.

Syntax
ip arp inspection list assign v/an-id name

no ip arp inspection list assign v/an-id

Parameters
*  vlan-id—Specifies the VLAN ID.

*  name—Specifies the static ARP binding list name.

Default Configuration
No static ARP binding list assignment exists.

Command Mode
Global Configuration mode

Example
The following example assigns the static ARP binding list Servers to VLAN
37.

console(config)# ip arp inspection list assign 37 servers

ip arp inspection logging interval

Use the ip arp inspection logging interval Global Configuration mode
command to set the minimum time interval between successive ARP
SYSLOG messages. Use the no form of this command to restore the default
configuration.
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Syntax
ip arp inspection logging interval {seconds / infinite}

no ip arp inspection logging interval

Parameters

*  seconds—Specifies the minimum time interval between successive ARP
SYSLOG messages. A 0 value means that a system message is immediately
generated. (Range: 0-86400)

* infinite—Specifies that SYSLOG messages are not generated.

Default Configuration
The default minimum ARP SYSLOG message logging time interval is 5
seconds.

Command Mode
Global Configuration mode

Example
The following example sets the minimum ARP SYSLOG message logging
time interval to 60 seconds.

console(config)# ip arp inspection logging interval 60

show ip arp inspection
Use the show ip arp inspection EXEC mode command to display the ARP
inspection configuration for all interfaces or for a specific interface.

Syntax
show ip arp inspection [interface-id|

Parameters

* interface-rd—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.
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Command Mode
User EXEC mode

Example
The following example displays the ARP inspection configuration.

console# show ip arp inspection

IP ARP inspection is Enabled

IP ARP inspection is configured on following VLANs: 1

Verification of packet header is Enabled

IP ARP inspection logging interval is: 222 seconds
Interface Trusted

show ip arp inspection list

Use the show ip arp inspection list Privileged EXEC mode command to
display the static ARP binding list.

Syntax
show ip arp inspection list

Parameters
N/A

Command Mode
Privileged EXEC mode
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Example
The following example displays the static ARP binding list.

console# show ip arp inspection list
List name: servers
Assigned to VLANs: 1,2

IP ARP
172.16.1.1 0060.704C.7322
172.16.1.2 0060.704C.7322

show ip arp inspection statistics

Use the show ip arp inspection statistics EXEC command to display
statistics for the following types of packets that have been processed by this
feature: Forwarded, Dropped, IP/MAC Validation Failure.

Syntax
show ip arp inspection statistics | v/an vian-id|

Parameters
*  vilan-id—Specifies VLAN ID.

Command Mode
User EXEC mode

User Guidelines

To clear ARP Inspection counters use the clear ip arp inspection statistics
CLI command. Counters values are kept when disabling the ARP Inspection
feature.

Example

console# show ip arp inspection statistics
Vlan Forwarded Packets Dropped Packets IP/MAC Failures
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2 1500100 80

clear ip arp inspection statistics

Use the clear ip arp inspection statistics Privileged EXEC mode command to
clear statistics ARP Inspection statistics globally.

Syntax
clear ip arp inspection statistics [vlan v/an-id)|

Parameters
*  vlan-id—Specifies VLAN ID.

Command Mode
Privileged EXEC mode

Example

console# clear ip arp inspection statistics
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DHCP Relay Commands

ip dhep relay enable (Global)

Use the ip dhep relay enable Global Configuration mode command to enable
the DHCP relay feature on the device. Use the no form of this command to
disable the DHCP relay feature.

Syntax
ip dhcp relay enable

no ip dhep relay enable

Parameters
N/A

Default Configuration
DHCEP relay feature is disabled.

Command Mode
Global Configuration mode

Example
The following example enables the DIICP relay feature on the device.

console(config)# ip dhcp relay enable

ip dhep relay enable (Interface)

Use the ip dhep relay enable Interface Configuration mode command to
enable the DHCP relay feature on an interface. Use the no form of this
command to disable the DHCP relay agent feature on an interface.
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Syntax
ip dhcp relay enable

no ip dhcp relay enable

Parameters
N/A

Default Configuration
Disabled

Command Mode
Interface Configuration mode

User Guidelines
The operational status of DHCP Relay on an interface is active if one of the
following conditions exist:

* DHCP Relay is globally enabled, and there is an IP address defined on the

interface.

Or

» DIICP Relay is globally enabled, there is no IP address defined on the
interface, the interface is a VLAN, and option 82 is enabled.

Example
The following example enables DHCP Relay on VLAN 21.

console(config)# interface vlan 21
console(config-if)# ip dhcp relay enable

ip dhcp relay address (Global)

Use the ip dhep relay address Global Configuration mode command to
define the DHCP servers available for the DHCP relay. Use the no form of

this command to remove the server from the list.
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Syntax
ip dhep relay address ip-address

no ip dhcp relay address [p-address]

Parameters

*  ip-address—Specifies the DHCP server IP address. Up to § servers can be
defined.

Default Configuration
No server is defined.

Command Mode
Global Configuration mode

User Guidelines
Use the ip dhep relay address command to define a global DHCP Server IP
address. To define a few DHCP Servers, use the command a few times.

To remove a DHCP Server, use the no form of the command with the 7p-
address argument.

The no form of the command without the zp-address argument deletes all
global defined DIHCP servers.

Example
The following example defines the DHCP server on the device.

console(config)# ip dhcp relay address 176.16.1.1

ip dhep relay address (Interface)

Use the ip dhep relay address Interface Configuration (VLAN, Ethernet,
Port-channel) command to define the DHCP servers available by the DHCP
relay for DHCP clients connected to the interface. Use the no form of this
command to remove the server from the list.

Syntax
ip dhep relay address ip-address
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no ip dhep relay address [p-address]

Parameters

*  ip-address—Specifies the DHCP server IP address. Up to § servers can be
defined.

Default Configuration
No server is defined.

Command Mode
Interface Configuration mode

User Guidelines

Use the ip dhep relay address command to define a DHCP Server IP address
per the interface. To define multiple DHCP Servers, use the command
multiple times.

To remove a DHCP server, use the no form of the command with the p-
address argument.

The no form of the command without the zp-address argument deletes all
DHCP servers.

Example
The following example defines the DHCP server on the device.

console(config-if)# ip dhcp relay address 176.16.1.1

show ip dhcp relay

Use the show ip dhcep relay EXEC mode command to display the DHCP

relay information.

Syntax
show ip dhcp relay

Command Mode
User EXEC mode
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Example
Example 1. Option 82 is not supported:

console# show ip dhcp relay

DHCP relay is globally enabled

Option 82 is Disabled

Maximum number of supported VLANs without IP Address is 256
Number of DHCP Relays enabled on VLANs without IP Address is 0
DHCP relay is not configured on any port.

DHCP relay is not configured on any vlan.

No servers configured

Example 2. Option 82 is supported (disabled):

console# show ip dhcp relay
DHCP relay is globally disabled
Option 82 is disabled
Maximum number of supported VLANs without IP Address: 0
Number of DHCP Relays enabled on VLANs without IP Address: 4
DHCP relay is enabled on Ports: gi0/1,pol-2

Active:

Inactive: gi0/1, pol-4
DHCP relay is enabled on VLANs: 1, 2, 4, 5

Active:

Inactive: 1, 2, 4, 5
Global Servers: 1.1.1.1 , 2.2.2.2

Example 3. Option 82 is supported (enabled):

console# show ip dhcp relay

DHCP relay is globally enabled

Option 82 is enabled

Maximum number of supported VLANs without IP Address is 4
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Number of DHCP Relays enabled on VLANs without IP Address: 2
DHCP relay is enabled on Ports: gi0O/1,pol-2

Active: gi0/1

Inactive: pol-2
DHCP relay is enabled on VLANs: 1, 2, 4, 5

Active: 1, 2, 4, 5

Inactive:
Global Servers: 1.1.1.1 , 2.2.2.2

Example 3. Option 82 is supported (enabled) and there DHCP Servers
defined per interface:

console# show ip dhcp relay
DHCP relay is globally enabled
Option 82 is enabled
Maximum number of supported VLANs without IP Address is 4
Number of DHCP Relays enabled on VLANs without IP Address: 2
DHCP relay is enabled on Ports: gi0/1,pol-2
Active: gi0/1
Inactive: pol-2
DHCP relay is enabled on VLANs: 1, 2, 4, 5
Active: 1, 2, 4, 5
Inactive:
Global Servers: 1.1.1.1 , 2.2.2.2
VLAN 1: 1.1.1.1, 100.10.1.1
VLAN 2: 3.3.3.3, 4.4.4.4, 5.5.5.5
VLAN 10: 6.6.6.6

ip dhcp information option

Use the ip dhep information option Global Configuration command to
enable DHCP option-82 data insertion. Use the no form of this command to
disable DHCP option-82 data insertion.
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Syntax
ip dhcp information option

no ip dhcp information option

Parameters
N/A

Default Configuration
DHCP option-82 data insertion is disabled.

Command Mode
Global Configuration mode

User Guidelines
DHCP option 82 would be enabled only if DHCP snooping or DHCP relay
are enabled.

Example

console(config)# ip dhcp information option

show ip dhcp information option

The show ip dhcp information option EXEC mode command displays the
DHCP Option 82 configuration.

Syntax
show ip dhcp information option

Parameters
N/A

Default Configuration
N/A

Command Mode
User EXEC mode
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Example
The following example displays the DIICP Option 82 configuration.

console# show ip dhcp information option
Relay agent Information option is Enabled
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DHCPv6 Commands

ipv6 dhcp client stateless

Use the ipv6 dhep client stateless command in Interface Configuration mode
to enable DIICP for an IPv6 client process and to enable request for stateless
configuration through the interface on which the command is run. To disable
requests for stateless configuration, use the no form of this command.

Syntax
ipv6 dhep client stateless

no ipv6 dhcep client stateless

Parameters
This command has no arguments or keywords.

Default Configuration
Information request is disabled on an interface.

Command Mode
Global Configuration mode

User Guidelines
Enabling this command starts the DIICPv6 client process if this process is
not yet running and IPv6 interface is enabled on the interface.

This command enables the DHCPv6 Stateless service on the interface. The
service allows to receive the configuration from a DHCP server, passed in the
following options:

e Option 23: OPTION_DNS_SERVERS - List of DNS Servers [Pv6
Addresses

*  Option 24: OPTION_DOMAIN_LIST - Domain Search List

*  Option 31: OPTION_SNTP_SERVERS - List of SNTP Servers [Pv6
Addresses
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*  Option 32: OPTION_INFORMATION_REFRESH_TIME - Information
Refresh Time Option

e Option 41: OPTION_NEW_POSIX_TIMEZONE - New Timezone Posix
String
*  Option 59: OPT_BOOTFILE_URL - Configuration Server URL

*  Option 60: OPT_BOOTFILE_PARAM, the first parameter -
Configuration File Path Name

Example
The following example enables the Stateless service:

console(config)# interface vlan 100
console(config-if)# ipv6 dhcp client stateless
console(config-if)# exit

clear ipv6 dhcp client

Use the clear ipv6 dhep client command in Privileged EXEC mode to restart
DHCEP for an IPv6 client on an interface.

Syntax
clear ipv6 dhep client mnterface-id

Parameters

e interface-id—Interface identifier.

Default Configuration
N/A

Command Mode
Privileged EXEC mode
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User Guidelines

This command restarts DHCP for an IPv6 client on a specified interface after
first releasing and unconfiguring previously-acquired prefixes and other
configuration options (for example, Domain Name System [DNS] servers).

Example
The following example restarts the DHCP for IPv6 client on VLAN 100:

console# clear ipv6 dhcp client vlan 100

ipv6 dhcp client information refresh

To configure the refresh time for IPv6 client information refresh time on a
specified interface if the DHCPv6 server reply does not include the
Information Refresh Time, use the ipv6 dhep client information refresh
command in Interface Configuration mode. To return to the default value of
the refresh time, use the no form of this command.

Syntax
ipv6 dhep client information refresh seconds / infinite

no ipv6 dhcep client information refresh

Parameters

e seconds—The refresh time, in seconds. The value cannot be less than the
minimal acceptable refresh time configured by the ipv6 dhep client
information refresh command. The maximum value that can be used is

4,294967,294 seconds (OxFFFFFFFE).

¢ infinite—Infinite refresh time.

Default Configuration
The default is 86,400 seconds (24 hours).

Command Mode
Interface Configuration mode
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User Guidelines

The ipv6 dhep client information refresh command specifies the
information refresh time. If the server does not sends an information refresh
time option then a value configured by the command is used.

Use the infinite keyword, to prevent refresh, if the server does not send an
information refresh time option.

Example
The following example configures an upper limit of 2 days:

console(config)# interface vlan 100

console(config-if)# ipv6 dhcp client stateless
console(config-if)# ipv6 dhcp client information refresh 172800
console(config-if)# exit

ipv6 dhcp client information refresh minimum

To configure the minimum acceptable refresh time on the specified interface,
use the ipv6 dhep client information refresh minimum command in
Interface Configuration mode. To remove the configured refresh time, use
the no form of this command.

Syntax
ipv6 dhep client information refresh minimum seconds / infinite

no ipv6 dhep client information refresh minimum

Parameters

*  seconds—The refresh time, in seconds. The minimum value that can be
used is 600 seconds. The maximum value that can be used is

4,294,967,294 seconds (OxFFFFFFFE).

¢ infinite—Infinite refresh time.

Default Configuration
The default is 86,400 seconds (24 hours).
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Command Mode
Interface Configuration mode

User Guidelines

The ipv6 dhep client information refresh minimum command specifies the
minimum acceptable information refresh time. If the server sends an
information refresh time option of less than the configured minimum refresh
time, the configured minimum refresh time will be used instead.

This command may be configured in the following situations:
* In unstable environments where unexpected changes are likely to occur.

*  For planned changes, including renumbering. An administrator can
gradually decrease the time as the planned event nears.

*  Limit the amount of time before new services or servers are available to the
client, such as the addition of a new Simple Network Time Protocol
(SNTP) server or a change of address of a Domain Name System (DNS)

SCIVET.

If you configure the infinite keyword client never refreshes the information.

Example
The following example configures an upper limit of 2 days:

console(config)# interface vlan 100

console(config-if)# ipv6 dhcp client stateless
console(config-if)# ipv6 dhcp client information refresh 172800
console(config-if)# exit

ipv6 dhcp duid-en

Use the ipv6 dhep duid-en command in Global Configuration mode to set
the Vendor Based on Enterprise Number DHVPv6 Unique Identified (DUID-
EN) format.

To return to the default value, use the no form of this command.

Syntax
ipv6 dhep duid-en enterprise-number identifier
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no ipv6 dhep duid-en

Parameters

* enterprise-number—The vendor’s registered Private Enterprise number as
maintained by IANA.

* identifie—The vendor-defined non-empty hex string (up to 64 hex
characters). If the number of the character is not even ’0” is added at the
right. Each 2 hex characters can be separated by a period or colon.

Default Configuration
DUID Based on Link-layer Address (DUID-LL) is used. The base MAC
Address is used as a Link-layer Address.

Command Mode
Global Configuration mode

User Guidelines
By default, the DHCPv6 uses the DUID Based on Link-layer Address (see
RFC3315) with the Base MAC Address as a Link-layer Address.

Use this command to change the UDID format to the Vendor Based on
Enterprise Number.

Example
Example 1. The following sets the DIID-EN format:

console(config)# ipv6 dhcp udid-en 9 0CC084D303000912

Example 2. The following sets the DIID-EN format using colons as delimiter:

console(config)# ipv6 dhcp udid-en 9 0C:C0:84:D3:03:00:09:12
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show ipv6 dhcp

Use the show ipv6 dhep command in User EXEC or Privileged EXEC mode
to display the Dynamic DHCP unique identifier (DUID) on a specified
device. This information is relevant for DHCPv6 clients and DHCPv6 relays.

Syntax
show ipv6 dhep

Parameters
NA

Command Mode
User EXEC mode

Privileged EXEC mode

User Guidelines

This command uses the DUID, which is based on the link-layer address for
both client and server identifiers. The device uses the MAC address from the
lowest-numbered interface to form the DUID. The network interface is
assumed to be permanently attached to the device.

Example
Example 1. The following is sample output from this command when the
switch’s UDID format is vendor based on enterprise number:

console# show ipv6 dhcp

The switch’s DHCPv6 unique identifier(DUID)is
0002000000090CC084D303000912

Format: 2
Enterprise Number: 9
Identifier: 0CC084D303000912
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Example 2. The following is sample output from this command when the
switch’s UDID format is the vendor-based on link-layer address:

console# show ipv6 dhcp

The switch”’s DHCPv6 unique identifier(DUID)is 000300010024012607AA
Format: 3
Hardware type: 1
MAC Address: 0024.0126.07AA

show ipv6 dhcp interface

Use the show ipv6 dhep interface command in User EXEC or Privileged
EXEC mode to display DIHCP for IPv6 interface information.

Syntax
show ipv6 dhcp interface [interface-id)|

Parameters

e nterface-id—Interface identifier.

Command Mode
User EXEC mode

Privileged EXEC mode

User Guidelines

If no interfaces are specified in the command, all interfaces on which DHCP
for IPv6 (client or server) is enabled are displayed. If an interface is specified
in the command, only information about the specified interface is displayed.

Example
Example 1. The following is sample output from this command when only
the Stateless service is enabled:

console# show ipv6 dhcp interface
VLAN 100 is in client mode
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DHCP Operational mode is enabled
Stateless Service is enabled
Reconfigure service is enabled
Information Refresh Minimum Time: 600 seconds
Information Refresh Time: 86400 seconds
Received Information Refresh Time: 3600 seconds
Remain Information Refresh Time: 411 seconds
DHCP server:
Address FE80::202:FCFF:FEA1:7439, DUID 000300010002FCA17400
Preference: 20
DNS Servers: 1001::1, 2001::10
DNS Domain Search List: company.com beta.org
SNTP Servers: 2004::1
POSIX Timezone string: ESTS5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: gqg/config/aaa_config.dat
Indirect Image Path Name: qqq/config/aaa_image_name.txt
VLAN 110 is in client mode
DHCP Operational mode is disabled (IPv6 is not enabled)
Stateless Service is enabled
Reconfigure service is enabled
Information Refresh Minimum Time: 600 seconds
Information Refresh Time: 86400 seconds
Remain Information Refresh Time: O seconds
VLAN 1000 is in client mode
DHCP Operational mode is disabled (Interface status is DOWN)
Stateless Service is enabled
Reconfigure service is enabled
Information Refresh Minimum Time: 600 seconds
Information Refresh Time: 86400 seconds
Remain Information Refresh Time: 0 seconds
VLAN 2000 is in client mode
DHCP Operational mode is disabled (Interface status is DOWN)
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Stateless Service is enabled
Reconfigure service is enabled
Information Refresh Minimum Time: 600 seconds
Information Refresh Time: 86400 seconds
Remain Information Refresh Time: O seconds
DHCP server:
Address FE80::202:FCFF:FEA1:7439, DUID 000300010002FCA17400
Preference: 20
Received Information Refresh Time: 3600 seconds
DNS Servers: 1001::1, 2001::10
DNS Domain Search List: company.com beta.org
SNTP Servers: 2004::1
POSIX Timezone string: ESTS5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: gqg/config/aaa_config.dat
Indirect Image Path Name: qgq/config/aaa_image_name.txt
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IP Addressing Commands

IP addresses and Layer 2 Interfaces

[P addresses can be configured on the following Layer 2 interfaces:
*  Ethernet port
*  Port channel
* VLAN
*  OOB port

Lists of Commands

ip address

Use the ip address Interface Configuration (Ethernet, VLAN, Port-channel)
mode command to define an IP address for an interface. Use the no form of
this command to remove an IP address definition.

Syntax
OOB port:

ip address ip-address { mask | | prefix-length} |default-gateway ip-address|
no ip address

In-Band interfaces:

ip address ip-address { mask | | prefix-length}

no ip address [p-address]

Parameters
*  ip-address—Specifies the IP address.

*  mask—Specifies the network mask of the IP address.
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»  prefix-length—Specifies the number of bits that comprise the IP address
prefix. The prefix length must be preceded by a forward slash (/). (Range:
8-30)

* default-gateway ip-address—Specifies the default gateway IP address. The
route is gotten a metric of 1 for an In-Band interface and 1 for OOB.

Default Configuration
No IP address is defined for interfaces.

Command Mode
Interface Configuration mode

User Guidelines
Use the ip address command to defines a static [P address on an interface.

In-Band interfaces

Multiple IP addresses are supported. A new defined IP address is added on the
interface.

If a contigured IP address overlaps another configured one a warning message
is displayed. To change an existed IP address, delete the existed one and add
the new one.

OOB port

One IP address is supported. A new IP address defined on the OOB port
overrides the previously defined IP address on the OOB port.

Defining a static IP address on the OOB port stops a DHCP client running on
the OOB port and deletes an IP address assigned by the DHCP client.

While no IP address is assigned either by DHCP client or manually the
default IP address 192.168.2.1 is assigned on the OOB port

Example
Example 1. The following example configures VLAN 1 with IP address
131.108.1.27 and subnet mask 255.255.255.0.

console(config)# interface vlan 1
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console(config-if)# ip address 131.108.1.27 255.255.255.0

Example 2. The following example configures 3 overlapped IP addresses.

console(config)# interface vlan 1
console(config-if)# ip address 1.1.1.1 255.0.0.0
console(config)# exit

console(config)# interface vlan 2
console(config-if)# ip address 1.2.1.1 255.255.0.0

console(config)# This IP address overlaps IP address
1.1.1.1/8 on vlanl, are you sure? [Y/N]Y

console(config)# exit
console(config)# interface vlan 3
console(config-if)# ip address 1.3.1.1 255.255.0.0

console(config)# This IP address overlaps IP address
1.1.1.1/8 on vlanl, are you sure? [Y/N]Y

console(config)# exit

Example 3. The following example configures IP address on OOB:

console(config)# interface oob

console(config-if)# ip address 131.108.1.27
255.255.255.0 default-gateway 131.108.1.100

ip address dhcp

Use the ip address dhep Interface Configuration (Ethernet, VLAN, Port-
channel) mode command to acquire an [P address for an Ethernet interface
from the Dynamic Host Configuration Protocol (DHCP) server. Use the no
form of this command to release an acquired IP address.

Syntax
ip address dhcp

no ip address dhcp
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Parameters
N/A

Command Mode
Interface Configuration mode

User Guidelines
Use the ip address dhep command to enable DHCP client on the interface.

The ip address dhcp command removes all the manually configured
addresses on the interface.

The default route (Default Gateway) received in DIICP Router option
(Option 3) 1s assigned a metric of 1 for an In-Band interface and 253 for
OOB.

Use the no form of the command to disable DHCP client on interface.

Example
The following example acquires an IP address for VLAN 100 from DHCP.

console(config)# interface vlanl00
console(config-if)# ip address dhcp

renew dhcp

Use the renew dhep Privileged EXEC mode command to renew an IP address
that was acquired from a DHCP server for a specific interface.

Syntax
renew dhep nterface-1d [force-autoconfig|

Parameters
* interface-rd—Specifies an interface.

* force-autocontig - If the DIICP server holds a DIICP option 67 record for
the assigned IP address, the record overwrites the existing device
configuration.
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Command Mode
Privileged EXEC mode

User Guidelines
Use the renew dhep command to renew a DHCP address on an interface.

This command does not enable DHCP client on an interface and if DHCP
client is not enabled on the interface, the command returns an error message.

Example
The following example renews an IP address on VLAN 19 that was acquired

from a DHCP server:

console# renew dhcp vlan 19

ip default-gateway

The ip default-gateway Global Configuration mode command defines a
default gateway (device). Use the no form of this command to restore the
default configuration.

Syntax
ip default-gateway ip-address

no ip default-gateway [ip-address|

Parameters

* ip-address—Specifies the default gateway IP address.

Command Mode
Global Contfiguration mode

Default Configuration
No default gateway is defined.

User Guidelines
Use the ip default-gateway command to defines a default gateway (default
route).
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The ip default-gateway command adds the default route with metric of 1 for
the gateway connected on an In-Band interface and 1 for the gateway
connected on OOB.

Use the no ip default-gateway ip-address command to delete one default
gateway.

Use the no ip default-gateway command to delete all default gateways.

Example
The following example defines default gateway 192.168.1.1.

console(config)# ip default-gateway 192.168.1.1

show ip interface

Use the show ip interface EXEC mode command to display the usability
status of configured IP interfaces.

Syntax
show ip interface [interface-1d|

Parameters

* interface-td—Specifies an interface ID on which IP addresses are defined.

Default Configuration
All IP addresses.

Command Mode
User EXEC mode

Examples

Example 1 - The following example displays all configured IP addresses and
their types:
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console# show ip interface

Isource_precedence_is_supported &&
Ibroadcast_address_configuration_is_supported &&
Vip_redirects_is_supported

IP Address 1/F I/F Status Type Directed Status
admin/oper Broadcast
10.5.230.232/24 vlan 1 UP/UP Static disable Valid
10.5.234.202/24 vlan 4 UP/DOWN Static disable Valid
10.5.240.200/24 oob UP/UP Static valid

Example 2 - The following example displays the IP addresses configured on
the given L2 interfaces and their types:

console# show ip interface vlan 1

Isource_precedence_is_supported &&
Ibroadcast_address_configuration_is_supported &&
Tip_redirects_is_supported

IP Address 1/F I/F Status Type Directed Status

admin/oper Broadcast
10.5.230.232/24 vlan 1 UP/UP Static disable Valid
arp

Use the arp Global Configuration mode command to add a permanent entry
to the Address Resolution Protocol (ARP) cache. Use the no form of this
command to remove an entry from the ARP cache.

Syntax
arp ip-address mac-address | interface-id)

no arp Ip-address

Parameters

*  jp-address—IP address or IP alias to map to the specified MAC address.
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*  mac-address—MAC address to map to the specified IP address or IP alias.
* interface-id—Address pair is added for specified interface.

Command Mode
Global Configuration mode

Default Configuration
No permanent entry is defined.

If no interface ID is entered, address pair is relevant to all interfaces.

User Guidelines

The software uses ARP cache entries to translate 32-bit [P addresses into 48-
bit hardware (MAC) addresses. Because most hosts support dynamic address
resolution, static ARP cache entries generally do not need to be specified.

Example
The following example adds IP address 198.133.219.232 and MAC address
00:00:0¢:40:0f:be to the ARP table.

console(config)# arp 198.133.219.232 00:00:0c:40:0f:bc vlanl00

arp timeout (Global)

Use the arp timeout Global Configuration mode command to set the time
interval during which an entry remains in the ARP cache. Use the no form of
this command to restore the default configuration.

Syntax
arp timeout seconds

no arp timeout

Parameters

*  seconds—Specifies the time interval (in seconds) during which an entry
remains in the ARP cache. (Range: 1-40000000).
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Default Configuration
The default ARP timeout is 60000 seconds, if IP Routing is enabled, and 300
seconds if IP Routing is disabled.

Command Mode
Global Configuration mode

Example
The following example configures the ARP timeout to 12000 seconds.

console(config)# arp timeout 12000

arp timeout (Interface)

Use the arp timeout interface Configuration command to configure how long
an entry remains in the ARP cache for specific interface. Use the no form of
this command restore the default value.

Syntax
arp timeout seconds

no arp timeout

Parameters

*  seconds—Time (in seconds) that an entry remains in the ARP cache. It is
recommended not to set it to less than 3600. (Range: 1-40000000).

Default
Defined by the arp timeout Global Configuration command

Command Mode
Interface Configuration mode

User Guidelines

This configuration can be applied only if at least one IP address is defined on
specific interface.
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Example

console(config)# interface vlan 1
console(config-if)# arp timeout 12000

clear arp-cache

Use the clear arp-cache Privileged EXEC mode command to delete all
dynamic entries from the ARP cache.

Syntax
clear arp-cache

Command Mode
Privileged EXEC mode

Example
The following example deletes all dynamic entries from the ARP cache.

console# clear arp-cache

show arp

Use the show arp Privileged EXEC mode command to display entries in the
ARP table.

Syntax
show arp /ip-address ip-address/ [mac-address mac-address] [interface-id]

Parameters
* ip-address ip-address—Specifies the IP address.
* mac-address mac-address—Specifies the MAC address.

* interface-rd—Specifies an interface ID.

Command Mode
Privileged EXEC mode
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User Guidelines
Since the associated interface of a MAC address can be aged out from the
FDB table, the Interface field can be empty.

If an ARP entry is associated with an IP interface that is defined on a port or
port-channel, the VLAN field is empty.

Example
The following example displays entries in the ARP table.

console# show arp
ARP timeout: 80000 Seconds

VLAN Interface 1P HW Time- Staus
Address Address out
VLAN 1 gi0/1 10.7.1.102 00:10:B5:04:DB:4B 100 Dynamic
VLAN 1 gi0/2 10.7.1.135 00:50:22:00:2A:A4 Static
VLAN 2 gi0/1 11.7.1.135 00:12:22:00:2A:A4 1000 Dynamic
gi0/2 12.10.1.13 00:11:55:04:DB:4B Dynamic

show arp configuration

Use the show arp configuration privileged EXEC command to display the
global and interface configuration of the ARP protocol.

Syntax
show arp configuration

Parameters
This command has no arguments or key words.

Command Mode
Privileged EXEC mode

Example

console# show arp configuration
Global configuration:
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ARP timeout: 80000 Seconds
Interface configuration:
VLAN 1:
ARP timeout:60000 Seconds
VLAN 10:
ARP timeout:70000 Seconds
VLAN 20:
ARP timeout:80000 Second (Global)

ip helper-address

Use the ip helper-address Global Configuration mode command to enable
the forwarding of UDP Broadcast packets received on an interface to a
specific (helper) address. Use the no form of this command to disable the
forwarding of Broadcast packets to a specific (helper) address.

Syntax
ip helper-address {ip-interface | all} address | udp-port-list|

no ip helper-address {ip-intertace [ all} address

Parameters
*  p-nterface—Specifies the IP interface.
* all—Specifies all IP interfaces.

*  address—Specifies the destination Broadcast or host address to which to
forward UDP Broadcast packets. A value of 0.0.0.0 specifies that UDP
Broadcast packets are not forwarded to any host.

*  udp-port-list—Specities the destination UDP port number to which to
forward Broadcast packets. (Range: 1-65535). This can be a list of port
numbers separated by spaces.

Default Configuration
Forwarding of UDP Broadcast packets received on an interface to a specific

(helper) address is disabled.

If udp-port-list is not specified, packets for the default services are forwarded
to the helper address.
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Command Mode
Global Configuration mode

User Guidelines

This command forwards specific UDP Broadcast packets from one interface
to another, by specifying a UDP port number to which UDP Broadcast
packets with that destination port number are forwarded. By default, if no
UDP port number is specified, the device forwards UDP Broadcast packets for
the following six services:

* IEN-116 Name Service (port 42)

* DNS (port 53)

*  NetBIOS Name Server (port 137)

*  NetBIOS Datagram Server (port 138)
*  TACACS Server (port 49)

*  Time Service (port 37)

Many helper addresses may be defined. However, the total number of address-
port pairs 1s limited to 128 for the device.

The setting of a helper address for a specific interface has precedence over the
setting of a helper address for all the interfaces.

Forwarding of BOOTP/DHCP (ports 67, 68) cannot be enabled with this
command. Use the DHCP relay commands to relay BOOTP/DHCP packets.

The 1p-interface argument cannot be the OOB port.

Example

The following example enables the forwarding of UDP Broadcast packets
received on all interfaces to the UDP ports of a destination IP address and
UDP port | and 2.

console(config)#ip helper-address all 172.16.9.9 49 53 1 2

show ip helper-address

Use the show ip helper-address Privileged EXEC mode command to display
the IP helper addresses configuration on the system.
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Syntax
show ip helper-address

Parameters
This command has no arguments or key words.

Command Mode
Privileged EXEC mode

User Guidelines

Example
The following example displays the IP helper addresses configuration on the
system:

console# show ip

Interface Helper Address UDP Ports
192.168.1.1 172.16.8.8 37, 42, 49, 53, 137
192.168.2.1 172.16.9.9 37, 49

show ip dhcp client interface

Use the show ip dhep client interface command in User EXEC or Privileged
EXEC mode to display DHCP client interface information.

Syntax
show ip dhep client interface [interface-id|

Parameters

e nterface-id—Interface identifier.

Command Mode
User EXEC mode
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User Guidelines

If no interfaces are specified, all interfaces on which DICP client is enabled
are displayed. If an interface is specified, only information about the specified
interface is displayed.

Example
The following is sample output of the show ip dhep client interface
command:

console# show ip dhcp client interface
VLAN 100 is in client mode
Address: 170.10.100.100 Mask: 255.255.255.0 T1 120, T2 192
Default Gateway: 170.10.100.1
DNS Servers: 115.1.1.1, 87.12.34.20
DNS Domain Search List: company.com
Host Name: switch_floor7
Configuration Server Addresses: 192.1.1.1 202.1.1.1
Configuration Path Name: gqg/config/aaa_config.dat
POSIX Timezone string: ESTS5EDT4,M3.2.0/02:00,M11.1.0/02:00
VLAN 1200 is in client mode
Address: 180.10.100.100 Mask: 255.255.255.0 T1 120, T2 192
Default Gateway: 180.10.100.1
DNS Servers: 115.1.1.1, 87.12.34.20
DNS Domain Search List: company.com
Host Name: switch_floor7
Configuration Server Addresses: configuration.company.com
Configuration Path Name: gqg/config/aaa_config.dat
POSIX Timezone string: ESTS5EDT4,M3.2.0/02:00,M11.1.0/02:00
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IPv6 Commands

clear ipv6 neighbors

Use the clear ipv6 neighbors command in privileged EXEC mode to delete
all entries in the IPv6 neighbor discovery cache, except static entries.

Syntax
clear ipv6 neighbors

Parameters
N/A

Command Mode
Privileged EXEC mode

User Guidelines

Example
The following example deletes all entries, except static entries, in the
neighbor discovery cache:

console# clear ipv6 neighbors

ipv6 address

Use the ipv6 address command in Interface Configuration mode to configure
an IPv6 address based on an IPv6 general prefix and enable IPv6 processing on
an interface. To remove the address from the interface, use the no form of
this command.

Syntax
ipv6 address ipv6-address/ prefix-length

IPv6 Commands | 679



no ipv6 address [1pv6-address prefix-length|

Parameters

*  ipv6-address—Specities the IPv6 network assigned to the interface. This
argument must be in the form documented in RFC4293 where the address
is specified in hexadecimal using 16-bit values between colons.

»  prefix-length—The length of the IPv6 prefix. A decimal value that
indicates how many of the high-order contiguous bits of the address
comprise the prefix (the network portion of the address). A slash mark
must precede the decimal value.

Default Configuration
No IP address is defined for the interface.

Command Mode
Interface Configuration mode

User Guidelines
The ipv6 address command cannot be applied to define an [Pv6 address on
an ISATAP interface.

Using the no IPv6 address command without arguments removes all
manually-configured IPv6 addresses from an interface, including link local
manually configured addresses.

Example
The following example defines the IPv6 global address
2001:DB8:2222:7272::72 on vlan 100:

console(config)# interface vlan 100
console(config-if)# ipv6 address 2001:DB8:2222:7272::72/64
console(config-if)# exit

ipv6 address autoconfig

Use the ipv6 address autoconfig command in Interface Configuration mode
to enable automatic configuration of IPv6 addresses using stateless auto
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configuration on an interface and enable IPv6 processing on the interface.
Addresses are configured depending on the prefixes received in Router
Advertisement messages.

To remove the address from the interface, use the no form of this command.

Syntax
ipv6 address autoconfig

no ipv6 address autoconfig

Parameters
N/A.

Default Configuration
Stateless Auto configuration is disabled.

Command Mode
Interface Configuration mode

User Guidelines

This command enables [Pv6 on an interface (if it was disabled) and causes
the switch to perform IPv6 stateless address auto-configuration to discover
prefixes on the link and then to add the eui-64 based addresses to the
interface.

Stateless auto configuration is applied only when IPv6 Forwarding is disabled.

When IPv6 forwarding is changed from disabled to enabled, and stateless
auto configuration is enabled the switch stops stateless auto configuration
and removes all stateless auto configured ipv6 addresses from all interfaces.

When IPv6 forwarding is changed from enabled to disabled and stateless auto
configuration is enabled the switch resumes stateless auto configuration.

Using the no ipv6 address autoconfig command to disable stateless auto
configuration and to remove all stateless auto configured IPv6 addresses from
an interface.
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Example
The following example assigns the IPv6 address automatically:

console(config)# interface vlan 100
console(config-if)# ipv6 address autoconfig
console(config-if)# exit

ipv6 address link-local

Use the ipv6 address link-local command in Interface Configuration mode to
configure an IPv6 link local address for an interface and enable IPv6
processing on the interface.

To remove the manually configured link local address from the interface, use
the no form of this command.

Syntax
ipv6 address 1pv6-prefix link-local

no ipv6 address [link-local ]

Parameters

*  ipv6-address—Specities the IPv6 network assigned to the interface. This
argument must be in the form documented in RFC4293 where the address
is specified in hexadecimal using 16-bit values between colons.

Default Configuration
The default Link-local address is defined.

Command Mode
Interface Configuration mode

User Guidelines

The switch automatically generates a link local address for an interface when
IPv6 processing is enabled on the interface, typically when an IPv6 address is
configured on the interface. To manually specify a link local address to be
used by an interface, use the ipv6 address link-local command.
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The ipv6 address link-local command cannot be applied to define an IPv6
address on an ISATAP interface.

Using the no IPv6 address command without arguments removes all
manually-configured IPv6 addresses from an interface, including link local
manually configured addresses.

Example
The following example enables IPv6 processing on VLAN 1 and configures
FE80::260:3EFI:FEL1:6770 as the link local address for VLAN 1:

console(config)# interface vlan 1

console(config-if)# ipv6 address FE80::260:3EFF:FE11:6770 link-
local

console(config-if)# exit

ipv6 default-gateway

Use the ipv6 default-gateway Global Configuration mode command to
define an IPv6 default gateway. To remove the IPv6 default gateway, use the
no form of this command.

Syntax
ipv6 default-gateway jpvG-address

no ipv6 default-gateway ipv6-address

Parameters

*  pv6-address—Specifies the IPv6 address of an IPv6 router that can be
used to reach a network.

Default Configuration
No default gateway is defined.

Command Mode
Global Configuration mode
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User Guidelines
The command is an alias of the ipv6 route command with the predefined
(default) route:

ipv0 route ::/0 1pv6-address | interface-id

See the definition of the ipv6 route command for details.

Examples
Example 1. The following example defines a default gateway with a global
IPv6 address:

console(config)# ipv6 default-gateway 5::5

Example 2. The following example defines a default gateway with a link-local
IPv6 address:

console(config)# ipv6 default-gateway
FE80::260:3EFF:FE11:6770%vIanl

ipv6 enable

Use the ipv6 enable command in Interface Configuration mode to enable
IPv6 processing on an interface.

To disable IPv6 processing on an interface that has not been configured with
an explicit IPv6 address, use the no form of this command.

Syntax
ipv6 enable

no ipv6 enable

Parameters
N/A.

Default Configuration
IPv6 addressing is disabled.
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Command Mode
Interface Configuration mode

User Guidelines

This command automatically configures an IPv6 link-local Unicast address on
the interface while also enabling the interface for IPv6 processing. The no
ipv6 enable command does not disable IPv6 processing on an interface that is
configured with an explicit IPv6 address.

Example
The following example enables VLAN 1 for the IPv6 addressing mode.

console(config)# interface vlan 1
console(config-if)# ipv6 enable
console(config-if)# exit

ipv6 icmp error-interval

Use the ipv6 icmp error-interval command in Global Configuration mode to
configure the interval and bucket size for [Pv6 ICMP error messages. To
return the interval to its default setting, use the no form of this command.

Syntax
ipv6 icmp error-interval milliseconds | bucketsizc]

no ipv6 icmp error-interval

Parameters

* milliseconds—Time interval between tokens being placed in the bucket.
Fach token represents a single ICMP error message. The acceptable range
is from 0 to 2147483647. A value of 0 disables ICMP rate limiting.

e pucketsize—Maximum number of tokens stored in the bucket. The
acceptable range is from 1 to 200.

Default Configuration
The default interval is 100ms and the default bucketsize is 10 i.e. 100 ICMP
error messages per second.
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Command Mode
Global Configuration mode

User Guidelines

Use this command to limit the rate at which IPv6 ICMP error messages are
sent. A token bucket algorithm is used with one token representing one IPv6
ICMP error message. Tokens are placed in the virtual bucket at a specified
interval until the maximum number of tokens allowed in the bucket is
reached.

The milliseconds argument specifies the time interval between tokens
arriving in the bucket. The optional bucketsize argument is used to define the
maximum number of tokens allowed in the bucket. Tokens are removed from
the bucket when IPv6 ICMP error messages are sent, which means that if the
bucketsizeis set to 20, a rapid succession of 20 IPv6 ICMP error messages can
be sent. When the bucket is empty of tokens, IPv6 ICMP error messages are
not sent until a new token is placed in the bucket.

Average Packets Per Second = (1000/ milliseconds) * bucketsize.

To disable ICMP rate limiting, set the milliseconds argument to zero.

Example
The following example shows an interval of 50 milliseconds and a bucket size
of 20 tokens being configured for IPv6 ICMP error messages:

console(config)# ipv6 icmp error-interval 50 20

ipv6 nd dad attempts

Use the ipv6 nd dad attempts command in Interface Configuration mode to
configure the number of consecutive neighbor solicitation messages that are
sent on an interface while duplicate address detection is performed on the
Unicast IPv6 addresses of the interface.

To return the number of messages to the default value, use the no form of
this command.

Syntax
ipv6 nd dad attempts value
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no ipv6 nd dad attempts

Parameters

*  value—The number of neighbor solicitation messages. The acceptable
range is from 0 to 600. Configuring a value of 0 disables duplicate address
detection processing on the specified interface; a value of 1 configures a
single transmission without follow-up transmissions.

Default Configuration
1

Command Mode
Interface Configuration mode

User Guidelines

Duplicate address detection verifies the uniqueness of new Unicast [Pv6
addresses before the addresses are assigned to interfaces (the new addresses
remain in a tentative state while duplicate address detection is performed).
Duplicate address detection uses neighbor solicitation messages to verify the
uniqueness of Unicast IPv6 addresses.

The DupAddrDetectTransmits node configuration variable (as specified in
RFC 4862, IPv6 Stateless Address Autoconfiguration) is used to
automatically determine the number of consecutive neighbor solicitation
messages that are sent on an interface, while duplicate address detection is
performed on a tentative Unicast IPv6 address.

The interval between duplicate address detection, neighbor solicitation
messages (the duplicate address detection timeout interval) is specified by
the neighbor discovery-related variable RetransTimer (as specified in RFC
4861, Neighbor Discovery for IPv6), which is used to determine the time
between retransmissions of neighbor solicitation messages to a neighbor
when resolving the address or when probing the reachability of a neighbor.
This is the same management variable used to specify the interval for
neighbor solicitation messages during address resolution and neighbor
unreachability detection. Use the ipv6 nd ns-interval command to configure
the interval between neighbor solicitation messages that are sent during
duplicate address detection.
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Duplicate address detection is suspended on interfaces that are
administratively down. While an interface is administratively down, the
Unicast IPv6 addresses assigned to the interface are set to a pending state.
Duplicate address detection is automatically restarted on an interface when
the interface returns to being administratively up.

An interface returning to administratively up, restarts duplicate address
detection for all of the Unicast IPv6 addresses on the interface. While
duplicate address detection is performed on the link-local address of an
interface, the state for the other IPv6 addresses is still set to TENTATIVE.
When duplicate address detection is completed on the link-local address,
duplicate address detection is performed on the remaining IPv6 addresses.

When duplicate address detection identifies a duplicate address, the state of
the address is set to DUPLICATE and the address is not used. If the duplicate
address is the link-local address of the interface, the processing of IPv6
packets is disabled on the interface and an error SYSLOG message is issued.

If the duplicate address is a global address of the interface, the address is not
used and an error SYSLOG message is issued.

All configuration commands associated with the duplicate address remain as
configured while the state of the address is set to DUPLICATE.

If the link-local address for an interface changes, duplicate address detection
is performed on the new link-local address and all of the other IPv6 address
associated with the interface are regenerated (duplicate address detection is
performed only on the new link-local address).

Note. Since DAD is not supported on NBMA interfaces the command is
allowed but does not impact on an IPv6 tunnel interface of the ISATAP type
it does not impact. The configuration is saved and will impacted when the
interface type is changed on another type on which DAD is supported (for
example, to the [Pv6 manual tunnel).

Example

The following example configures five consecutive neighbor solicitation
messages to be sent on VLAN 1 while duplicate address detection is being
performed on the tentative Unicast IPv6 address of the interface. The
example also disables duplicate address detection processing on VLAN 2.

console(config)# interface vlan 1
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console(config-if)# ipv6 nd dad attempts 5
console(config-if)# exit

console(config)# interface vlan 2
console(config-if)# ipv6 nd dad attempts 0
console(config-if)# exit

ipv6 neighbor

Use the ipv6 neighbor command in Global Configuration mode to configure
a static entry in the IPv6 neighbor discovery cache. To remove a static IPv6
entry from the IPv6 neighbor discovery cache, use the no form of this
command.

Syntax
ipv6 neighbor ipv6-address interface-1d mac-address

no ipv6 neighbor [[ipv6-address| mterface-id)

Parameters

*  pvb6-address—Specified IPv6 address. This argument must be in the form
documented in RFC4293 where the address is specified in hexadecimal
using 16-bit values between colons.

* interface-id—Specified interface identifier.

e mac-address—Interface MAC address.

Default Configuration
Static entries are not configured in the IPv6 neighbor discovery cache.

Command Mode
Global Contfiguration mode

User Guidelines
This command is similar to the arp (global) command.

Use the ipv6 neighbor command to add a static entry in the IPv6 neighbor
discovery cache.
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If the specified IPv6 address is a global IPv6 address it must belong to one of
static on-link prefixes defined in the interface. When a static on-link prefix is
deleted all static entries in the IPv6 neighbor discovery cache corresponding

the prefix is deleted to.

If an entry for the specified IPv6 address already exists in the neighbor
discovery cache, learned through the IPv6 neighbor discovery process, the
entry is automatically converted to a static entry.

Static entries in the IPv6 neighbor discovery cache are not modified by the
neighbor discovery process.

Use the no ipv6 neighbor ipv6-address interface-id command to remove the
one given static entry on the given interface. The command does not remove
the entry from the cache, if it is a dynamic entry, learned from the IPv6
neighbor discovery process.

Use the no ipv6 neighbor interface-id command to delete the all static
entries on the given interface.

Use the no ipv6 neighbor command to remove the all static entries on all
interfaces.

Use the show ipv6 neighbors command to view static entries in the IPv6
neighbor discovery cache. A static entry in the IPv6 neighbor discovery cache
can have one of the following states:

*  NCMP (Incomplete)—The interface for this entry is down.
*  REACH (Reachable)—The interface for this entry is up.
Note. Reachability detection is not applied to static entries in the IPv6

neighbor discovery cache; therefore, the descriptions for the INCMP and
REACH states are different for dynamic and static cache entries.

Example

Example 1. The following example configures a static entry in the IPv6
neighbor discovery cache for a neighbor with the IPv6 address
2001:0DB8::45A and link-layer address 0002.7D1A.9472 on VLAN 1:

console(config)# ipv6 neighbor 2001:0DB8::45A vlanl
0002.7D1A.9472
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Example 2. The following example deletes the static entry in the IPv6
neighbor discovery cache for a neighbor with the IPv6 address
2001:0DBS8::45A and link-layer address 0002.7D1A.9472 on VLAN 1:

console(config)# no ipv6 neighbor 2001:0DB8::45A vlanl

Example 3. The following example deletes all static entries in the IPv6
neighbor discovery cache on VLAN 1:

console(config)# no ipv6 neighbor vianl

Example 4. The following example deletes all static entries in the IPv6
neighbor discovery cache on all interfaces:

console(config)# no ipv6 neighbor

ipv6 unreachables

Use the ipv6 unreachables command in Interface Configuration mode to
enable the generation of Internet Control Message Protocol for IPv6
(ICMPv6) unreachable messages for any packets arriving on a specified
interface.

To prevent the generation of unreachable messages, use the no form of this
command.

Syntax
ipv6 unreachables

no ipv6 unreachables

Parameters
N/A.

Default Configuration
The sending of ICMP IPv6 unreachable messages is enabled.
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Command Mode
Interface Configuration mode

User Guidelines
If the switch receives a Unicast packet destined for itself that uses a protocol
it does not recognize, it sends an ICMPv6 unreachable message to the source.

If the switch receives a datagram that it cannot deliver to its ultimate
destination because it knows of no route to the destination address, it replies
to the originator of that datagram with an ICMP host unreachable message.

Example
The following example disables the generation of ICMPv6 unreachable
messages, as appropriate, on an interface:

console(config)# interface vlan 100
console(config-if)# no ipv6 unreachables
console(config-if)# exit

show ipv6 interface

Use the show ipv6 interface command in user EXEC or privileged EXEC
mode to display the usability status of interfaces configured for IPv6.

Syntax
show ipv6 interface |brief| | [[/nterface-id) |prefix]]

Parameters

*  brief—Displays a brief summary of IPv6 status and configuration for each
interface where IPv6 is defined.

* interface-id—Interface identifier about which to display information.

»  prefix—Prefix generated from a local IPv6 prefix pool.

Default Configuration
Option brief - all IPv6 interfaces are displayed.
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Command Mode
User EXEC mode

Privileged EXEC mode

User Guidelines

Use this command to validate the IPv6 status of an interface and its
configured addresses. This command also displays the parameters that IPv6
uses for operation on this interface and any configured features.

If the interface’s hardware is usable, the interface is marked up.

If you specify an optional interface identifier, the command displays
information only about that specific interface. For a specific interface, you
can enter the prefix keyword to see the IPv6 neighbor discovery (ND) prefixes
that are configured on the interface.

Example
Example 1. The show ipv6 interface command displays information about
the specified interface:

console# show ipv6 interface vlan 1

VLAN 1 is up/up

IPv6 is enabled, link-local address is FE80::0DB8:12AB:FA01
IPv6 Forwarding is enabled

Global unicast address(es):

Ipvé Global Address Type
2000:0DB8::2/64 (ANY) Manual
2000:0DB8::2/64 Manual
2000:1DB8::2011/64 Manual
Joined group address(es):

FFO2::1

FF02::2

FFO2::1:FF11:6770
MTU is 1500 bytes

ICMP error messages limited interval is 100ms; Bucket size is 10
tokens
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ICMP redirects are enabled

ND
ND
ND
ND
ND
ND
ND
ND

DAD is enabled, number of DAD attempts: 1

reachable time is 30000 milliseconds

advertised reachable time is 0 milliseconds

advertised retransmit interval is O milliseconds

router maximum advertisement interval is 600 seconds

router minimum advertisement interval is 198 seconds (DEFAULT)
router advertisements live for 1800 seconds

advertised default router preference is Medium

Stateless autoconfiguration is enabled.

MLD Version is 2

Field Descriptions:

694

vlan 1 is up/up—Indicates the interface status: administrative/operational.

IPv6 is enabled, stalled, disabled (stalled and disabled are not shown in
sample output)—Indicates that [Pv6 is enabled, stalled, or disabled on the
interface. If IPv6 is enabled, the interface is marked Enabled. If duplicate
address detection processing identified the link-local address of the
interface as being a duplicate address, the processing of IPv6 packets is
disabled on the interface and the interface is marked Stalled. If IPv6 is not
enabled, the interface is marked Disabled.

link-local address—Displays the link-local address assigned to the
interface.

Global unicast address(es):—Displays the global Unicast addresses
assigned to the interface. The type is manual or autoconfig.

Joined group address(es):—Indicates the Multicast groups to which this
interface belongs.

—Maximum transmission unit of the interface.

ICMP error messages—Specifies the minimum interval (in milliseconds)
between error messages sent on this interface.

ICMP redirects—State of ICMP IPv6 redirect messages on the interface
(the sending of the messages is enabled or disabled).

ND DAD—The state of duplicate address detection on the interface
(enabled or disabled).
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* number of DAD attempts:—Number of consecutive neighbor solicitation
messages that are sent on the interface while duplicate address detection is
performed.

* ND reachable time—Displays the neighbor discovery reachable time (in
milliseconds) assigned to this interface.

* ND advertised reachable time—Displays the neighbor discovery reachable
time (in milliseconds) advertised on this interface.

* ND advertised retransmit interval—Displays the neighbor discovery
retransmit interval (in milliseconds) advertised on this interface.

* ND router advertisements—Specifies the interval (in seconds) for
neighbor discovery router advertisements sent on this interface and the
amount of time before the advertisements expire.

* ND advertised default router preference is Medium—DRP for the router
on a specific interface.

e MLD Version—Version of MLD

Example 2. The show ipv6 interface command displays information about
the specified manual Ipv6 tunnel:

console# show ipv6 interface tunnel 2

Tunnel 2 is up/up

IPv6 is enabled, link-local address is FE80::0DB8:12AB:FA01
IPv6 Forwarding is enabled

Global unicast address(es):

Ipvé Global Address Type
2000:0DB8::2/64 (ANY) Manual
2000:0DB8::2/64 Manual
2000:1DB8::2011/64 Manual
Joined group address(es):

FFO2::1

FF02::2

FF02::1:FF11:6770
MTU is 1500 bytes
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ICMP error messages limited interval is 100ms; Bucket size is 10
tokens

ICMP redirects are enabled

ND
ND
ND
ND
ND
ND
ND

DAD is enabled, number of DAD attempts: 1

reachable time is 30000 milliseconds

advertised reachable time is O milliseconds
advertised retransmit interval is 0 milliseconds

router advertisements are sent every 200 seconds
router advertisements live for 1800 seconds

advertised default router preference is Medium

Hosts use stateless autoconfig for addresses.

MLD Version is 2

Tunnel mode is manual
Tunnel Local IPv4 address : 10.10.10.1(auto)
Tunnel Remote Ipv4 address : 10.1.1.1

Field Descriptions:

696

vlan 1 is up/up—Indicates the interface status: administrative/operational.

IPv6 is enabled, stalled, disabled (stalled and disabled are not shown in
sample output)—Indicates that IPv6 is enabled, stalled, or disabled on the
interface. If IPv6 is enabled, the interface is marked “enabled.” If duplicate
address detection processing identified the link-local address of the
interface as being a duplicate address, the processing of IPv6 packets is
disabled on the interface and the interface is marked “stalled.” If IPv6 is
not enabled, the interface is marked “disabled.”

link-local address—Displays the link-local address assigned to the
interface.

Global Unicast address(es):—Displays the global Unicast addresses
assigned to the interface. The type is manual or autoconfig.

Joined group address(es):—Indicates the Multicast groups to which this
interface belongs.

ICMP error messages—Specifies the minimum interval (in milliseconds)
between error messages sent on this interface.
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*  ICMP redirects—The state of Internet Control Message Protocol (ICMP)
IPv6 redirect messages on the interface (the sending of the messages is
enabled or disabled).

* ND DAD—The state of duplicate address detection on the interface
(enabled or disabled).

* number of DAD attempts:—Number of consecutive neighbor solicitation
messages that are sent on the interface while duplicate address detection is
performed.

*  ND reachable time—Displays the neighbor discovery reachable time (in
milliseconds) assigned to this interface.

* ND advertised reachable time—Displays the neighbor discovery reachable
time (in milliseconds) advertised on this interface.

* ND advertised retransmit interval—Displays the neighbor discovery
retransmit interval (in milliseconds) advertised on this interface.

* ND router advertisements—Specifies the interval (in seconds) for
neighbor discovery router advertisements sent on this interface and the
amount of time before the advertisements expire.

* ND advertised default router preference is Medium—7The DRP for the
router on a specific interface.

¢ MLD Version—The version of MLD

* Tunnel mode—Specifies the tunnel mode: manual, 6to4, auto-tunnel or
isatap

* Tunnel Local IPv4 address—Specifies the tunnel local IPv4 address and
have one of the following formats:

- ipv4-address
- ipv#-address (auto)
- ipv#-address (interface-id)

* Tunnel Remote IPv4 address—Specifies the tunnel remote [Pv4 address

Example 3. The show ipv6 interface command displays information about
the specified ISATAP tunnel:

console# show ipv6 interface tunnel 1
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Tunnel 1 is up/up

IPv6 is enabled, link-local address is FE80::0DB8:12AB:FA01
ICMP redirects are disabled

Global unicast address(es):

Ipvé Global Address Type
2000:0DB8::2/64 (ANY) Manual
2000:0DB8::2/64 Manual
2000:1DB8::2011/64 Manual
Joined group address(es):

FFO2::1

FF02::2

FFO2::1:FF11:6770
is 1500 bytes

ICMP error messages limited interval is 100ms; Bucket size is 10
tokens

ICMP redirects are enabled
ND DAD is disabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.
MLD Version is 2
Tunnel mode is ISATAP
Tunnel Local IPv4 address : 10.10.10.1(VLAN 1)
ISATAP Router DNS name is isatap
Field Descriptions:
* ND DAD—The state of duplicate address detection on the interface
(enabled or disabled). Note. The state of duplicate address detection on an

IPv6 tunnel interface of ISATAP type always is displayed as disabled
regardless of a value of the number of DAD attempts parameter because
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DAD is not supported on NBMA interfaces. The switch will enable DAD
automatically when the user change the type of the tunnel to manual if a
the parameter value bigger than 0.

number of DAD attempts:—Number of consecutive neighbor solicitation
messages that are sent on the interface while duplicate address detection is
performed.

vlan 1 is up/up—Indicates the interface status: administrative/operational.

IPv6 is enabled, stalled, disabled (stalled and disabled are not shown in
sample output)—Indicates that IPv6 is enabled, stalled, or disabled on the
interface. If IPv6 is enabled, the interface is marked “enabled.” If duplicate
address detection processing identified the link-local address of the
interface as being a duplicate address, the processing of IPv6 packets is
disabled on the interface and the interface is marked “stalled.” If [Pv6 is
not enabled, the interface is marked “disabled.”

link-local address—Displays the link-local address assigned to the
interface.

Global Unicast address(es):—Displays the global Unicast addresses
assigned to the interface. The type is manual or autoconfig.

Joined group address(es):—Indicates the Multicast groups to which this
interface belongs.

ICMP error messages—Specifies the minimum interval (in milliseconds)
between error messages sent on this interface.

ICMP redirects—The state of Internet Control Message Protocol (ICMP)
IPv6 redirect messages on the interface (the sending of the messages is
enabled or disabled).

number of DAD attempts:—Number of consecutive neighbor solicitation
messages that are sent on the interface while duplicate address detection is
performed.

ND reachable time—Displays the neighbor discovery reachable time (in
milliseconds) assigned to this interface.

ND advertised reachable time—Displays the neighbor discovery reachable
time (in milliseconds) advertised on this interface.

ND advertised retransmit interval—Displays the neighbor discovery
retransmit interval (in milliseconds) advertised on this interface.

IPv6 Commands | 699



* ND router advertisements—Specifies the interval (in seconds) for
neighbor discovery router advertisements sent on this interface and the
amount of time before the advertisements expire.

* ND advertised default router preference is Medium—7The DRP for the
router on a specific interface.

¢ MLD Version—The version of MLD

* Tunnel mode—Specifies the tunnel mode: manual, 6to4, auto-tunnel or
isatap

* Tunnel Local IPv4 address—Specifies the tunnel local IPv4 address and
have one of the following formats:

- ipv4-address

- ipv#-address (auto)

- ipv#-address (interface-id)
* Tunnel Remote Ipv4 address—Specifies the tunnel remote IPv4 address
* ISATAP Router DNS name is—The DNS name of the ISATAP Router

Example 4. The following command with the brief keyword displays
information about all interfaces that IPv6 is defined on:

console# show ipv6 interface brief

Interface Interface IPv6 Link Local Number of
State State IPv6 Address Global Addresses
pol down/down enabled FE80::0DB8:12AB:FA01 2
tunnel 1 up/up enabled FE80::0DB8:12AB:FA01 1
vlan 1 up/up enabled FE80::0DB8:12AB:FA01 3
vlan 1000 up/up stalled FE80::0DB8:12AB:FA01 2

Example 5. This sample output shows the characteristics of VLAN 1 that has
generated a prefix from a local IPv6 prefix pool:

console# configure terminal
console(config)# interface vlanl
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console(config-if)# ipv6 address 2001:0DB8:1::1/64
console(config-if)# ipv6 address 2001:0DB8:2::1/64
console(config-if)# ipv6 address 2001:0DB8:3::1/64
console(config-if)# ipv6 nd prefix 2001:0DB8:1::/64 no-advertise

console(config-if)# ipv6 nd prefix 2001:0DB8:3::/64 2912000
564900 off-link

console(config-if)# ipv6 nd prefix 2001:0DB8:4::/64

console(config-if)# ipv6 nd prefix 2001:0DB8:5::/64 2912000
564900 off-link

console(config-if)# exit

console(config)# exit

console# show ipv6 interface vlan 1 prefix

IPv6 Prefix Advertisements VLAN 1

Codes: A - Address, P - Prefix is advertised, R is in Routing Table

Code Prefix Flags Valid Lifetime Preferred Lifetime
default LA 2592000 604800

AR 2001:0DB8:1::/64 LA infinite infinite

APR  2001:0DB8:2::/64 LA infinite infinite

AP 2001:0DB8:3::/64 A infinite infinite

PR 2001:0DB8:4::/64 LA 2592000 604800

P 2001:0DB8:5::/64 A 2912000 564900

show ipv6 neighbors

Use the show ipv6 neighbors command in User EXEC or Privileged EXEC
mode to display IPv6 neighbor discovery (ND) cache information.

Syntax
show ipv6 neighbors [nterface-id | ipv6-address | ipv6-hostnamel

Parameters

* interface-rd—Specifies the identifier of the interface from which IPv6
neighbor information is to be displayed.
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*  ipvb-address—Specifies the IPv6 address of the neighbor. This argument
must be in the form documented in RFC4293 where the address is
specified in hexadecimal using 16-bit values between colons.

* ipv6-hostname—Specifies the [Pv6 host name of the remote networking
device.

Default Configuration
All IPv6 ND cache entries are listed.

Command Mode
User EXEC mode

Privileged EXEC mode

User Guidelines

When the interface-id argument is not specified, cache information for all
IPv6 neighbors is displayed. Specifying the interface-1d argument displays
only cache information about the specified interface.

Example
Example 1. The following is sample output from the show ipv6 neighbors
command when entered with an interface-id:

console# show ipv6 neighbors vlan 1

IPv6 Address Age Link-layer Addr State Interface
Router

2000:0:0:4::2 0 0003.a0d6.141e  REACH VLAN1

Yes

3001:1::45a - 0002.7d1a.9472 REACH VLAN1

FE80::203:A0FF:FED6:141E 0 0003.a0d6.14le  REACH VLAN1
No

Example 2. The following is sample output from the show ipv6 neighbors
command when entered with an IPv6 address:

console# show ipv6 neighbors 2000:0:0:4::2

702 | IPv6 Commands



IPv6 Address Age Link-layer Addr State Interface
Router

2000:0:0:4::2 0 0003.a0d6.141e REACH VLAN1
Yes
Field Descriptions:

* Total number of entries—Number of entries (peers) in the cache.
*  IPv6 Address—IPv6 address of neighbor or interface.

*  Age—Time (in minutes) since the address was confirmed to be reachable.
A hyphen (-) indicates a static entry.

* Link-layer Addr—MAC address. If the address is unknown, a hyphen (-) is
displayed.

* Interface—Interface which the neighbor is connected to.

*  Router—Specifies if the neighbor is a Router. A hyphen (-) is displayed for
static entries.

show ipv6 route

Use the show ipv6 route command in user EXEC or privileged EXEC mode
to display the current contents of the IPv6 routing table.

Syntax
show ipv6 route [ipv6-address | ipv6-prefix/prefix-length | protocol |
interface interface-id|

Parameters

*  pv6-address—Displays routing information for a specific [Pv6 address.
This argument must be in the form documented in RFC4293 where the
address is specified in hexadecimal using 16-bit values between colons.

*  ipvo-prefix—Displays routing information for a specific IPv6 network.
This argument must be in the form documented in RFC4293 where the
address is specified in hexadecimal using 16-bit values between colons.

» /prefix-lengtl—The length of the IPv6 prefix. A decimal value that
indicates how many of the high-order contiguous bits of the address
comprise the prefix (the network portion of the address). A slash mark
must precede the decimal value.
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 protocol—Displays routes for the speuﬁed routing protocol using any of
these keywords: bgp, isis, ospf, or 1ip; or displays routes for the spec1f1ed
type of route using any of these keywords: connected, static, nd, or icmp.

e interface interface-id—ldentifier of an interface.

Default Configuration
All IPv6 routing information for all active routing tables is displayed.

Command Mode
User EXEC mode

Privileged EXEC mode

User Guidelines
This command provides output similar to the show ip route command,
except that the information is IPv6-specific.

When the ipv6-address or ipv6-prefix/ prefix-length argument is specified, a
longest match lookup is performed from the routing table and only route
information for that address or network is displayed. When the icmp, nd,
connected, local, or static keywords are specified, only that type of route is
displayed. When the interface-id argument are specified, only the specified
interface-specific routes are displayed.

Example

Example 1. The following is sample output from the show ipv6 route
command when IPv6 Routing is not enabled and the command is entered
without an IPv6 address or prefix specified:

console# show ipv6 route
Codes: > - Best
S - Static, | - ICMP Redirect, ND - Router Advertisment

[d/m]: d - route’s distance, m - route’s metric
IPv6 Routing Table - 6 entries
S> ::/0 [1/1]

via fe80::77 VLAN 1
ND> ::/0 [11/0]
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via fe80::200:cff:fed4a:dfa8 VLAN 1 Lifetime 1784 sec
ND> 2001::/64 [0/0]

via ::  VLAN 100
ND> 2002:1:1:1::/64 [0/0]
via :: VLAN 100
ND> 3001::/64 [0/0]
via :: VLAN 101
ND> 4004::/64 [0/0]
via :: VLAN 110

Example 2. The following is sample output from the show ipv6 route
command when IPv6 Routing is enabled and the command is entered

without an IPv6 address or prefix specified and IPv6 Routing is enabled:

console# show ipv6 route
Codes: > - Best
S - Static, C - Connected,

L - Local(on-link prefixes defined by the ipv6 nd prefix
command with on-link keyword,

[d/m]: d - route’s distance, m - route’s metric

IPv6 Routing Table - 3 entries
S> 3000::/64 [1/1]

via FE80::A8BB:CCFF:FE02:8B00  VLAN 100
C> 4001::/64 [0/0]

via :: VLAN 100
L> 4002::/64 [0/0]
via :: VLAN 100 Lifetime 9000 sec
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IPv6 Tunnel Commands

interface tunnel

Use the interface tunnel Global Configuration mode command to enter the

Interface Contfiguration (Tunnel) mode.

Syntax
interface tunnel number

Parameters

e number

Specifies the tunnel number.

Default Configuration
N/A

Command Mode
Global Configuration mode

Example

The following example enters the Interface Configuration (Tunnel) mode.

console(config)# interface tunnel 1
console(config-if)# tunnel source auto
console(config-if)# exit

tunnel isatap solicitation-interval

Use the tunnel isatap solicitation-interval Global Configuration mode
command to set the time interval between unsolicited router solicitation
messages. Use the no form of this command to restore the default
configuration.
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Syntax
tunnel isatap solicitation-interval seconds

no tunnel isatap solicitation-interval

Parameters

* seconds—Specifies the time interval in seconds between ISATAP router
solicitation messages. (Range: 10-3600).

Default Configuration
The default time interval between ISATAP router solicitation messages is 10
seconds.

Command Mode
Global Configuration mode

User Guidelines
This command determines the interval between unsolicited router
solicitation messages sent to discovery an ISATAP router.

Example
The following example sets the time interval between ISATAP router
solicitation messages to 30 seconds.

console(config)# tunnel isatap solicitation-interval 30

tunnel isatap robustness

Use the tunnel isatap robustness Global Configuration mode command to
configure the number of router solicitation refresh messages that the device
sends. Use the no form of this command to restore the default configuration.

Syntax
tunnel isatap robustness number

no tunnel isatap robustness
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Parameters

* number—Specifies the number router solicitation refresh messages that
the device sends. (Range: 1-20).

Default Configuration
The default number of router solicitation refresh messages that the device
sends is 3.

Command Mode
Global Contfiguration mode

User Guidelines

The router solicitation interval (when there is an active ISATAP router) is the
minimum-router-lifetime that is received from the ISATAP router, divided by
(Robustness + 1).

Example
The following example sets the number of router solicitation refresh messages
that the device sends to 5.

console(config)# tunnel isatap robustness 5

tunnel isatap router

Use the tunnel isatap router Interface Configuration (Tunnel) mode
command to configure a global string that represents a specific automatic
tunnel router domain name. Use the no form of this command to remove this
router name and restore the default configuration.

Syntax
tunnel isatap router router-name

no tunnel isatap router

Parameters

*  router-name—Specifies the router’s domain name.
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Default Configuration
The automatic tunnel router's default domain name is ISATAP,

Command Mode
Interface (Tunnel) Configuration mode

User Guidelines

This command determines the string that the host uses for automatic tunnel
router lookup in the IPv4 DNS procedure. By default, the string ISATAP is
used for the corresponding automatic tunnel types.

Only one string can represent the automatic tunnel router name per tunnel.
Using this command, therefore, overwrites the existing entry.

The empty string means that automatic lookup is not applied.

Example
The following example configures the global string ISATAP? as the automatic
tunnel router domain name.

console(config)# interface tunnel 1
console(config-if)# tunnel isatap router ISATAP2
console(config-if)# exit

tunnel mode ipv6ip

Use the tunnel mode ipv6ip command in Interface Configuration mode to
configure a static IPv6 tunnel interface. To remove an IPv6 tunnel interface,
use the no form of this command.

Syntax
tunnel mode ipv6ip isatap

no tunnel mode ipv6ip

Parameters

* isatap—Specifies IPv6 automatic tunneling mode as ISATAP to connect
[Pv6 nodes (hosts and routers) within IPv4 networks.
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Default Configuration
IPv6 tunnel interfaces are not configured.

Command Mode
Interface (Tunnel) Configuration mode

User Guidelines
IPv6 tunneling consists of encapsulating IPv6 packets within IPv4 packets for
transmission across an IPv4 routing infrastructure.

The IPv6 interface is automatically enabled on a tunnel when it is configured
as an IPv6 tunnel by the tunnel mode ipv6ip command and the local IPv4 is
defined by the tunnel source command.

The IPv6 interface on an IPv6 tunnel is disabled if the tunnel stops to be an
IPv6 tunnel or the tunnel local IPv4 address is removed and the new IPv4
cannot be chosen.

ISATAP Tunnels

Using this command with the isatap keyword specifies an automatic ISATAP
tunnel. ISATAP tunnels enable transport of IPv6 packets within network

boundaries. ISATAP tunnels allow individual IPv4/IPv6 dual-stack hosts
within a site to connect to an IPv6 network using the IPv4 infrastructure.

ISATAP IPv6 addresses can use any initial Unicast /48 prefix. The final 64 bits
are an interface identifier. Of these, the leading 32 bits are the fixed pattern
0000:5EFE; the last 32 bits carry the tunnel endpoint IPv4 address.

Only the ipv6 address eui-64 command can be used to configured a global

unicast IPv6 on an ISATAP tunnel.

Example
Example 1—The following example configures an ISATAP tunnel:

console(config)# interface vlan 1
console(config-if)# ip address 1.1.1.1 255.255.255.0
console(config-if)# exit

console(config)# interface tunnel 1
console(config-if)# tunnel mode ipv6ip isatap
console(config-if)# tunnel source 1.1.1.1
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console(config-if)# ipv6 address 3ffe:b00:cl18:1::/64 eui-64
console(config-if)# exit

tunnel source

Use the tunnel source Interface Configuration (Tunnel) mode command to
set the local (source) IPv4 address of a tunnel interface. The no form deletes
the tunnel local address.

Syntax
tunnel source {auto / ipv#-address | interface-idy

no tunnel source

Parameters

* auto—The system minimum IPv4 address is used as the local IPv4 address
(IPv4 address of the local tunnel endpoint).

*  ip4-address—Specifies the IPv4 address to use as the local IPv4 address
(IPv4 address of the local tunnel endpoint).

e Interface-id—Interface which the minimum IPv4 address is used as the
local IPv4 address (IPv4 address of the local tunnel endpoint).

Default
No source address is defined.

Command Mode
Interface (Tunnel) Configuration mode

User Guidelines

If the auto or interface-id option is configured once time chosen IPv4 is used
as the tunnel local IPv4 address until it is defined. A new IPv4 interface is only
chosen in the following cases:

*  Atfter reboot.
*  The used IPv4 is removed from the switch configuration.

*  The tunnel mode is changed.
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When the tunnel local IPv4 address is changed the IPv6 interface on the
tunnel is re-enabled that causes removing static IPv6 configuration on the
tunnel (for example, global IPv6 addresses, static IPv6 routes via the tunnel,
etc.).

Example

console(config)# interface tunnel 1
console(config-if)# tunnel source 120.12.3.4
console(config-if)# exit

show ipv6 tunnel

Use the show ipv6 tunnel EXEC mode command to display information on
the ISATAP tunnel.

Syntax
show ipv6 tunnel [all]

Parameters

* all—The switch displays all parameters of the tunnel. If the keyword is not
configured only the tunnel parameters corresponding to its type are
displayed.

Command Mode
User EXEC mode

Example
Example 1. The following example displays information on the ISATAP
tunnel, when the all keyword is not configured:

console# show ipv6 tunnel

Tunnel 2
Tunnel type . ISATAP
Tunnel status :UP
Tunnel Local address type : auto
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na

Tunnel Local lIpv4 address
Router DNS name
Router IPv4 addresses

1.1.1.1 Detected
100.1.1.1 Detected
14.1.100.1 Not Detected

Router Solicitation interval
Robustness
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ISATAP
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IP Routing Protocol-Independent
Commands

ip route

To establish static routes, use the ip route command in global configuration
mode. To remove static routes, use the no form of this command.

Syntax
ip route prefix {mask | /prefix-length} {{ip-address [metric value]}}

no ip route prefix {mask | /prefix-length} |ip-address)

Parameters
»  prefix—IP route prefix for the destination.
e mask—Prefix mask for the destination.

» /prefix-lengtl—Prefix mask for the destination.Specifies the number of
bits that comprise the IP address prefix. The prefix length must be
preceded by a forward slash (/). (Range: 0-32)

*  p-address—IP address of the next hop that can be used to reach that
network.

* metric value—Metric of the route. The default metric is | for the Next
Hop on an In-Band interface and 1 for the Next Hop on OOB. Range:
1-255.

Default Configuration
No static routes are established.

Command Mode
Global Configuration mode
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User Guidelines
Use the no ip route comand without the ip-address parameter to remove all
static routes to the given subnet.

Use the no ip route comand with the zp-address parameter to remove only
one static route to the given subnet via the given next hop.

Example

Example 1—The following example shows how to route packets for network
172.31.0.0 to a router at 172.31.6.6 using mask:

console(config)# ip route 172.31.0.0 255.255.0.0 172.31.6.6 metric
2

Example 2—The following example shows how to route packets for network
172.31.0.0 to a router at 172.31.6.6 using prefix length :

console(config)# ip route 172.31.0.0 /16 172.31.6.6 metric 2

Example 3—The following example shows how to reject packets for network

194.1.1.0:

console(config)# ip route 194.1.1.0 255.255.255.0 reject-route

Example 4—The following example shows how to remove all static routes to
network 194.1.1.0/24:

console(config)# no ip route 194.1.1.0 /24

Example 5—The following example shows how to remove one static route to
network 194.1.1.0/24 via 1.1.1.1:

console(config)# no ip route 194.1.1.0 /24 1.1.1.1
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Ip routing
To enable IP routing, use the ip routing command in global configuration
mode. To disable IP routing, use the no form of this command.

Syntax
ip routing

no ip routing

Parameters
This command has no arguments or keywords.

Default Configuration
IP routing is disabled.

Command Mode
Global Configuration mode

User Guidelines
Use the command to enable IP Routing.

The switch supports one IPv4 stack on in-band interfaces and the OOB port.

The IP stack is always running on the OOB port as an IP host regardless
whether IP routing is enabled.

The switch blocks routing between in-band interfaces and the OOB interface.

In the case when there are two best routes - one via an in-band and one via
the OOB port, the switch will use the route via the OOB port.

DHCP Relay and IP Helper cannot be enabled on the OOB port.

Example The following example enables IP routing

console(config)# ip routing
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show ip route

To display the current state of the routing table, use the show ip route
command in user EXEC or privileged EXEC mode.

Syntax
show ip route [address ip-address { mask [longer-prefixes|} [static | rejected
| icmp | connected]

Parameters

* address jp-address—IP address about which routing information should be
displayed.

e mask—The value of the subnet mask.

* longer-prefixes—Specifies that only routes matching the IP address and
mask pair should be displayed.

* connected—Displays connected routes.
* icmp—Displays routes added by ICMP Direct.
* rejected—Displays rejected routes.

* static—Displays static routes.

Command Mode
User EXEC mode

Privileged EXEC mode

User Guidelines
Use this command without parameters to display the whole IPv6 Routing
table.

Use this command with parameters to specify required routes.

Examples
Example 1. The following is sample output from the show ip route command
when IP Routing is not enabled:

console# show ip route
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Maximum Parallel Paths: 1 (1 after reset)

IP Forwarding: disabled

Codes: > - best, C - connected, S - static, I - ICMP

IP Routing Table - 5 entries

Code [P Route  Distance/ Next Hop Last Time Outgoing
Metric P Address Updated Interface

S>  10.10.0.0/16  1/128  10.119.254.244 00:02:22 vlan2

S>  10.10.0.0/16  1/128  10.120.254.244 00:02:22 vlan3

S> 10.16.2.024 1/128  10.119.254.244 00:02:22 vlan2

C>  10.119.0.0/16 01 0.0.0.0 vlan2

C>  10.120.0.0/16 01 0.0.0.0 vlan3

Example 2. The following is sample output from the show ip route command
when IP Routing is enabled:

console# show ip route

Maximum Parallel Paths: 1 (1 after reset)

IP Forwarding: enabled

Codes: > - best, C - connected, S - static

Codes: > - best, C - connected, S - static

IP Routing Table - 4 entries

Code IPRoute  Distance/ Next Hop Last Time Outgoing
Metric 1P Address Updated Interface

C>  10.159.0.0/16  0/1 0.0.0.0 vlan2
C> 10.170.0.0/16 0/1 0.0.0.0 vlan2
S>  10.175.0.0/16  1/1 10.119.254.240 vlan2
S> 10.180.0.0/16  1/1 10.119.254.240 vlan2

Example 3. In the following example, the logical AND operation is performed
on the address 10.16.0.0 and the mask 255.255.0.0, resulting in 10.16.0.0. On
each destination in the routing table the logical AND operation is also
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performed with the mask and the result is compared with 10.16.0.0. Any
destinations that fall into that range are displayed in the output:

console# show ip route 10.16.0.0 255.255.0.0 longer-prefix

Maximum Parallel Paths: 1 (1 after reset)

IP Forwarding: enabled

Codes: > - best, C - connected, S - static

IP Routing Table - 6 entries

Code IP Route  Distance/ Next Hop Last Time Outgoing
Metric TP Address Updated Interface

S> 10.16.2.0/24 110/128 10.119.254.244 00:02:22 vlan2

S>  10.16.2.64/26 110/128 100.1.14.244  00:02:22 vlanl

S> 10.16.2.128/26 110/128  110.9.2.2 00:02:22  vlan3

S> 10.16.208.0/24 110/128  120.120.5.44  00:02:22  vlan2

S>  10.16.223.0/24 110/128  20.1.2.24 00:02:22  vlan>

S>  10.16.236.0/24 110/129  30.19.54.240  00:02:23  vlan6

show ip route summary

Use the show ip route summary command in User EXEC or Privileged EXEC
mode to display the current contents of the IP routing table in summary
format.

Syntax
show ip route summary

Parameters
N/A.

Command Mode

User EXEC mode
Privileged EXEC mode
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User Guidelines

Example
The following is sample output from the show ip route summary command:

console# show ip route summary

IP Routing Table Summary - 90 entries
35 connected, 25 static

Number of prefixes:

/16: 16, /18: 10, /22: 15, /24: 19
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ACL Commands

ip access-list (IP extended)

Use the ip access-list extended Global Configuration mode command to
name an [Pv4 access list (ACL) and to place the device in IPv4 Access List
Contfiguration mode. All commands after this command refer to this ACL.
The rules (ACEs) for this ACL are defined in the permit ([P ) and deny ([P)
commands. The scrvice-acl input command is used to attach this ACL to an
interface.

Use the no form of this command to remove the access list.

Syntax
ip access-list extended ac/-name

no ip access-list extended ac/-name

Parameters

* acl-name—Name of the IPv4 access list. (Range 1-32 characters)

Default Configuration
No IPv4 access list is defined.

Command Mode
Global Configuration mode

User Guidelines
An [Pv4 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL
or policy maps cannot have the same name.

Example

console(config)# ip access-list extended server
console(config-ip-al)#
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permit (IP)

Use the permit IP Access-list Configuration mode command to set permit
conditions for an [Pv4 access list (ACL). Permit conditions are also known as
access control entries (ACEs). Use the no form of the command to remove
the access control entry.

Syntax

permit protocol {any [ source source-wildcard} {any | destination
destination-wildcard} [dscp number | precedence number/ ftime-range
time-range-name/

[og-input]

permit icmp {any | source source-wildcard} {any | destination destination-
wildcard} [any | icmp-type] [any | icmp-code]] [dscp number | precedence
number/ [time-range time-range-name/

[og-input]

permit zgmp {any [ source source-wildcard} {any [ destination destination-
wildcard} [igmp-type] [dscp number | precedence number/ ftime-range
time-range-name/

[og-input]

permit tep {any [ source source-wildcard} {any |source-port/port-range} {any
| destination destination-wildcard} {any|destination-port/port-range} [dscp
number [ precedence number/ [match-all Iist-of-flags] [time-range time-
range-name/

[og-input]

permit udp {any / source source-wildeard} {any|source-port/port-range}
{any [ destination destination-wildcard} {any|destination-port/port-range}
[dscp number | precedence number/ ftime-range time-range-name/
[og-input]

no permit protocol {any [ source source-wildcard} {any | destination
destination-wildcard} [dscp number | precedence number//time-range time-
range-name/

[og-input]
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no permit rcmp {any [ source source-wildcard} {any [ destination
destination-wildcard} [any [ icmp-type/ [any [ icmp-code/] [dscp number [
precedence number/ ftime-range time-range-name/

[og-input]

no permit fgmp {any | source source-wildcard} {any | destination
destination-wildcard}[igmp-type] [dscp number [ precedence number/
[time-range time-range-name]

[og-input]

no permit tep {any /[ source source-wildcard} {any/source-port/port-
range}{any [ destination destination-wildcard} {any|destination-port/port-
range} [dscp number | precedence number] [match-all list-of-flags] [time-

range time-range-name|

[og-input]
no permit udp {any / source source-wildcard} {any|source-port/port-range}

{any [ destination destination-wildcard} {any|/destination-port/port-range}
[dscp number [ precedence number/ time-range time-range-name/

[og-input]

Parameters

permit protocol—The name or the number of an IP protocol. Available
protocol names are: icmp, igmp, ip, tep, egp, igp, udp, hmp, rdp, idpr, ipv6,
ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipvb:icmp, eigrp, ospf, ipinip,
pim, 12tp, isis. To match any protocol, use the ip keyword.(Range: 0-255)

source—Source 1P address of the packet.

source-wildcard—Wildcard bits to be applied to the source [P address.
Use ones in the bit position that you want to be ignored.

destination—Destination IP address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination [P
address. Use ones in the bit position that you want to be ignored.

dscp number—Specifies the DSCP value.

precedence number—Specifies the IP precedence value.
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iemp-type—Specities an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: echo-reply, destination-
unreachable, source-quench, redirect, alternate-host-address, echo-
request, router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-registration-
request, mobile-registration-reply, domain-name-request, domain-name-

reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

1gmp-type—IGMP packets can be filtered by IGMP message type. Enter a
number or one of the following values: host-query, host-report, dvmrp,
pim, cisco-trace, host-report-v2, host-leave-v2, host-report-v3. (Range:

0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter
range of ports by using hyphen. E.g. 20 - 21. For TCP enter a number or
one of the following values: bgp (179), chargen (19), daytime (13), discard
(9), domain (53), drip (3949), echo (7), tinger (79), ftp (21), ftp-data (20),
gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpe (1110, syslog
(514), tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117), whois
(43), www (80). For UDP enter a number or one of the following values:
biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53),
echo (7), mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns
(137), on500-isakmp (4500), ntp (123), rip (520), snmp (161), snmptrap
(162), sunrpc (111), syslog (514), tacacs-ds (49), talk (517), ttp (69), time
(37), who (513), xdmep (177).(Range: 0-65535).

source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)
match-all /ist-of-flags—List of TCP flags that should occur. If a flag should
be set, it is prefixed by “+”. If a flag should be unset, it is prefixed by “-”
Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh,
-1st, -syn and -fin. The flags are concatenated to a one string. For example:
+fin-ack.

time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)
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* log-input—Specifies sending an informational SYSLOG message about
the packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be

logged.

Default Configuration
No IPv4 access list is defined.

Command Mode
IP Access-list Configuration mode

User Guidelines

If a range of ports is used for source port in an ACE, it is not counted again, if
it is also used for a source port in another ACE. If a range of ports is used for
the destination port in an ACE, it is not counted again if it is also used for
destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used
for destination port.

Example

console(config)# ip access-list extended server
console(config-ip-al)# permit ip 176.212.0.0 00.255.255 any

deny(IP)

Use the deny IP Access-list Configuration mode command to set deny
conditions for IPv4 access list. Deny conditions are also known as access
control entries (ACEs). Use the no form of the command to remove the
access control entry.

Syntax

deny protocol {any [ source source-wildcard} {any | destination destination-
wildcard} [dscp number | precedence number/ ftime-range time-range-
name] [disable-port [log-input |
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deny icmp {any [ source source-wildcard} {any [ destination destination-
wildcard} [any | icmp-type/ [any | icmp-code]] [dscp number | precedence
number/ [time-range time-range-name/ [disable-port [log-input |

deny rgmp {any | source source-wildcard} {any | destination destination-
wildcard} [igmp-type] [dscp number | precedence number/ ftime-range
time-range-name/ [disable-port [log-input |

deny tep {any / source source-wildcard} {any/source-port/port-range }{any |
destination destination-wildcard} {any/destination-port/port-range} [dscp
number [ precedence number] [match-all list-of-flags//time-range time-
range-name] [disable-port [log-input |

deny udp {any / source source-wildcard} {any[source-port/port-range} {any
[ destination destination-wildcard} {any/destination-port/port-range} [dscp
number [ precedence number/ [time-range time-range-name/ [disable-port
[log-input |

no deny protocol {any [ source source-wildcard} {any | destination
destination-wildcard} [dscp number | precedence number/ ftime-range
time-range-name] [disable-port [log-input |

no deny icmp {any [ source source-wildcard} {any | destination destination-
wildcard} [any | icmp-type/ [any | icmp-code]] [dscp number | precedence
number//time-range time-range-name] [disable-port [log-input |

no deny igmp {any [ source source-wildcard} {any | destination destination-
wildcard} [igmp-type/ [dscp number | precedence number/ ftime-range
time-range-name] [disable-port [log-input |

no deny tcp {any / source source-wildeard} {any[source-port/port-
range}{any [ destination destination-wildcard} {any/destination-port/port-
range} [dscp number [ precedence number/ [match-all list-of-flags/ [time-
range time-range-name/ [disable-port [log-input |

no deny udp {any / source source-wildcard} {any[source-port/port-range}
{any [ destination destination-wildcard} {any|destination-port/port-range}
[dscp number | precedence number/ ftime-range time-range-name/

[disable-port [log-input |
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Parameters

protocol—The name or the number of an IP protocol. Available protocol
names: icmp, igmp, 1p, tep, egp, igp, udp, hmp, rdp, 1dpr ipv6, ipvo:rout,

1pv6 frag, idrp, rsvp, gre, esp, ah, ipvO:icmp, eigrp, ospf, ipinip, pim, 12tp,
isis. To match any protocol, use the Ip keyword. (Range: 0-255)

source—Source 1P address of the packet.

source-wildcard—Wildcard bits to be applied to the source [P address.
Use 1s in the bit position that you want to be ignored.

destination—Destination [P address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination [P
address. Use 1s in the bit position that you want to be ignored.

dscp number—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

icmp-type—Specities an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: echo-reply, destination-
unreachable, source-quench, redirect, alternate-host-address, echo-
request, router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-registration-
request, mobile-registration-reply, domain-name-request, domain-name-

reply, skip, photuris. (Range: 0-255)

iemp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

1gmp-type—IGMP packets can be filtered by IGMP message type. Enter a
number or one of the following values: host-query, host-report, dvmrp,
pim, cisco-trace, host-report-v2, host-leave-v2, host-report-v3. (Range:

0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter
range of ports by using hyphen. E.g. 20 - 21. For TCP enter a number or

one of the following values: bgp (179), chargen (19), daytime (13), discard
(9), domain (53), drip (3949), echo (7), finger (79), ftp (21), ftp-data (20),
gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpe (1110, syslog (514),
tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
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www (80). For UDP enter a number or one of the following values: bift
(512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo
(7), mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns
(137), non500-isakmp (4500), ntp (123), rip (520), snmp 161), snmptrap
(162), sunrpc (111), syslog (514), tacacs-ds (49), talk (517), ttp (69), time
(37), who (513), xdmep (177). (Range: 0-65535)

source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)

match-all /ist-of-flags—List of TCP flags that should occur. If a flag should
be set it is prefixed by “+7.1If a flag should be unset it is prefixed by “-”.
Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh,
-1st, -syn and -fin. The flags are concatenated to a one string. For example:
+fin-ack.

time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

disable-port—The Ethernet interface is disabled if the condition is
matched.

log-input—Specifies sending an informational syslog message about the
packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be

logged.

Default Configuration
No IPv4 access list is defined.

Command Mode
IP Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a
range of ports is used for a source port in ACE it is not counted again if it is
also used for source port in another ACE. If a range of ports is used for
destination port in ACE it is not counted again if it is also used for
destination port in another ACE.
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If a range of ports is used for source port, it is counted again if it is also used
for destination port.

Example

console(config)# ip access-list extended server
console(config-ip-al)# deny ip 176.212.0.0 00.255.255 any

ipv6 access-list (IPv6 extended)

Use the ipv6 access-list Global Configuration mode command to define an
[Pv6 access list (ACL) and to place the device in Ipv6 Access-list
Configuration mode. All commands after this command refer to this ACL.
The rules (ACEs) for this ACL are defined in the permit ( [Pv6 ) and deny (
[Pv6 ) commands. The service-acl input command is used to attach this ACL
to an interface.

Use the no form of this command to remove the access list.

Syntax
ipv6 access-list [acl-name/

no ipv6 access-list /acl-name/

Parameters
acl-name—Name of the IPv6 access list. Range 1-32 characters.

Default Configuration
No IPv6 access list is defined.

Command Mode
Global Configuration mode

User Guidelines
[Pv6 ACL is defined by a unique name. IPv4 ACL, 1Pv6 ACL, MAC ACL or

policy maps cannot have the same name.

Every IPv6 ACL has an implicit permit icmp any any nd-ns any, permit icmp
any any nd-na any, and deny ipv6 any any statements as its last match
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conditions. (The former two match conditions allow for ICMPv6 neighbor
discovery.)

The IPv6 neighbor discovery process uses the IPv6 network layer service,
therefore, by default, [IPv6 ACLs implicitly allow IPv6 neighbor discovery
packets to be sent and received on an interface. In IPv4, the Address
Resolution Protocol (ARP), which is equivalent to the IPv6 neighbor
discovery process, uses a separate data link layer protocol; therefore, by
default, IPv4 ACLs implicitly allow ARP packets to be sent and received on an
interface.

Example

Switch (config)# ipv6 access-list acll

Switch(config-ipv6-acl)# permit tcp 2001:0DB8:0300:0201::/64 any
any 80

permit ( IPv6 )

Use the permit command in Ipv6 Access-list Configuration mode to set
permit conditions (ACEs) for IPv6 ACLs. Use the no form of the command
to remove the access control entry.

Syntax

permit protocol {any [{source-prefix/length}{any | destination-
prefix/length} [dscp number | precedence number] [time-range time-range-
name/

[og-input]

permit icmp {any | {source-prefix/length}{any | destination- prefix/length}
{any/icmp-type} {any[icmp-code} [dscp number | precedence number]
[time-range time-range-name/

[og-input]

permit tep {any [ {source-prefix/length} {any [ source-port/port-
range}}{any | destination- prefix/length} {any| destination-port/port-range}
[dscp number | precedence number/ [match-all list-of-flags] [time-range

time-range-name/
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[og-input]

permit udp {any | {source-prefix/length}} {any | source-port/port-
range}}Hany [ destination- prefix/length} {any| destination-port/port-range}
[dscp number [ precedence number//time-range time-range-name/

[og-input]
no permit protocol {any [{source-prefix/length}{any | destination-

prefix/length} [dscp number [ precedence number/ /time-range time-range-
name/

[og-input]
no permit icmp {any / {source-prefix/length}{any | destination-
prefix/length} {any[icmp-type} {any[icmp-code} [dscp number |

precedence number/ [time-range time-range-name/

[og-input]

no permit tep {any [ {source-prefix/length} {any [ source-port/port-
range}}Hany | destination- prefix/length} {any| destination-port/port-range}
[dscp number | precedence number/ [match-all list-of-flags] ftime-range
time-range-name]

[og-input]

no permit udp {any | {source-prefix/length}} {any [ source-port/port-
range}}Hany [ destination- prefix/length} {any/ destination-port/port-range}
[dscp number [ precedence number/ ftime-range time-range-name/

[og-input]

Parameters

*  protocol—The name or the number of an IP protocol. Available protocol
names are: icmp (58), tep (6) and udp (17). To match any protocol, use the
ipv6 keyword. (Range: 0-255)

*  source-prefix/length—The source IPv6 network or class of networks about
which to set permit conditions. This argument must be in the form
documented in RFC 3513 where the address is specified in hexadecimal
using 16-bit values between colons.
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destination-prefix/length—The destination IPv6 network or class of
networks about which to set permit conditions. This argument must be in
the form documented in RFC 3513 where the address is specified in
hexadecimal using 16-bit values between colons.

dscp number—Specifies the DSCP value. (Range: 0-63)
precedence number—Specifies the IP precedence value.

iemp-type—Specities an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: destination-unreachable
(1), packet-too-big (2), time-exceeded (3), parameter-problem (4), echo-
request (128), echo-reply (129), mld-query (130), mld-report (131),
mldv2-report (143), mld-done (132), router-solicitation (133), router-
advertisement (134), nd-ns (135), nd-na (136). (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter
a range of ports by using a hyphen. E.g. 20 - 21. For TCP enter a number or
one of the following values: bgp (179), chargen (19), daytime (13), discard
(9), domain (53), drip (3949), echo (7), finger (79), ftp (21), ftp-data (20),
gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpe (1110, syslog (514),
tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80). For UDP enter a number or one of the following values: biff
(512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo
(7), mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns
(137), non500-isakmp (4500), ntp (123), rip (520), snmp (161), snmptrap
(162), sunrpe (111), syslog (514), tacacs (49), talk (517), titp (69), time
(37), who (513), xdmep (177). (Range: 0-65535)

source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)

match-all /ist-of-flag—List of TCP flags that should occur. If a flag should
be set it is prefixed by “+7.1f a flag should be unset it is prefixed by “-”.
Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh,
-rst, -syn and -fin. The flags are concatenated to a one string. For example:
+fin-ack.

time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)
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*  log-input—Specifies sending an informational SYSLOG message about
the packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be

logged.

Default Configuration
No IPv6 access list is defined.

Command Mode
Ipv6 Access-list Configuration mode

User Guidelines
If a range of ports is used for the destination port in an ACE, it is not
counted again if it is also used for destination port in another ACE.

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a
range of ports is used for a source port in ACE, it is not counted again if it is
also used for a source port in another ACE. If a range of ports is used for
destination port in ACE it is not counted again if it is also used for
destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used
for destination port.

Example
This example defines an ACL by the name of server and enters a rule (ACE)
for tep packets.

console(config)# ipv6 access-list server
console(config-ipv6-al)# permit tcp 3001::2/64 any any 80

deny ( IPv6 )

Use the deny command in Ipv6 Access-list Configuration mode to set permit
conditions (ACEs) for IPv6 ACLs. Use the no form of the command to
remove the access control entry.
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Syntax

deny protocol {any | {source-prefix/length/}{any | destination-
prefix/length} [dscp number | precedence number/ /time-range time-range-
name] [disable-port [log-input |

deny femp {any | {source-prefix/length}{any | destination- prefix/length}
{any[icmp-type} {any[icmp-code} [dscp number | precedence number/
Jtime-range time-range-name/ [disable-port [log-input |

deny tcp {any | {source-prefix/length} {any [ source-port/port-range}}{any
[ destination- prefix/length} {any| destination-port/port-range} [dscp
number | precedence number] [match-all list-of-flags/ [time-range time-
range-name] [disable-port [log-input |

deny udp {any | {source-prefix/length}} {any | source-port/port-
range}}{any [ destination- prefix/length} {any| destination-port/port-range}
[dscp number | precedence number/ ftime-range time-range-name/
[disable-port [log-input |

no deny protocol {any | {source-prefix/length}{any | destination-
prefix/length} [dscp number | precedence number] [time-range time-range-
name] [disable-port [log-input |

no deny semp {any | {source-prefix/length}{any | destination-
prefix/length} {any [icmp-type} {any/icmp-code} [dscp number |
precedence number/ time-range time-range-name] [disable-port [log-input

/

no deny fcp {any | {source-prefix/length} {any | source-port/port-
range}}Hany | destination- prefix/length} {any/ destination-port/port-range}
[dscp number [ precedence number/ [match-all list-of-flags/ time-range
time-range-name] [disable-port [log-input |

no deny udp {any [ {source-prefix/length}} {any [ source-port/port-
range}}any | destination- prefix/length} {any| destination-port/port-range}
[dscp number | precedence number/ ftime-range time-range-name/

[disable-port [log-input |

Parameters

»  protocol—The name or the number of an IP protocol. Available protocol
names are: icmp (58), tep (6) and udp (17). To match any protocol, use the
ipv6 keyword. (Range: 0-255)
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source-prefix/length—The source IPv6 network or class of networks about
which to set permit conditions. This argument must be in the format
documented in RFC 3513 where the address is specified in hexadecimal
using 16-bit values between colons.

destination-prefix/length—The destination [Pv6 network or class of
networks about which to set permit conditions. This argument must be in
the format documented in RFC 3513 where the address is specified in
hexadecimal using 16-bit values between colons.

dscp number—Specifies the DSCP value. (Range: 0-63)
precedence number—Specifies the IP precedence value.

iemp-type—Specifies an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: destination-unreachable
(1), packet-too-big (2), time-exceeded (3), parameter-problem (4), echo-
request (128), echo-reply (129), mld-query (130), mld-report (131),
mldv2-report (143), mld-done (132), router-solicitation (133), router-
advertisement (134), nd-ns (135), nd-na (136). (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter
a range of ports by using a hyphen. E.g. 20 - 21. For TCP enter a number or
one of the following values: bgp (179), chargen (19), daytime (13), discard
(9), domain (53), drip (3949), echo (7), tinger (79), ftp (21), ftp-data 20),
gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpe (1110, syslog (514),
tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80). For UDP enter a number or one of the following values: biff
(512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo
(7), mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns
(137), non500-isakmp (4500), ntp (123), rip (520), snmp (161), snmptrap
(162), sunrpe (111), syslog (514), tacacs (49), talk (517), titp (69), time
(37), who (513), xdmep (177). (Range: 0-65535)

source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)
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* match-all /ist-of-flags—List of TCP flags that should occur. If a flag should
be set it 1s prefixed by “+7.1If a flag should be unset it is prefixed by “-”.
Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh,
-1st, -syn and -fin. The flags are concatenated to a one string. For example:

+fin-ack.

* time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

* disable-port—The Ethernet interface is disabled if the condition is
matched.

*  log-input—Specifies sending an informational syslog message about the
packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be

logged.

Default Configuration
No IPv6 access list is defined.

Command Mode
Ipv6 Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a
range of ports is used for source port in ACE it is not counted again if it is also
used for source port in another ACE. If a range of ports is used for a
destination port in ACE it is not counted again if it is also used for a
destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used
for destination port.

Example

console(config)# ipv6 access-list server
console(config-ipv6-al)# deny tcp 3001::2/64 any any 80
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mac access-list

Use the mac access-list Global Configuration mode command to define a
Layer 2 access list (ACL) based on source MAC address filtering and to place
the device in MAC Access-list Configuration mode. All commands after this
command refer to this ACL. The rules (ACEs) for this ACL are defined in the
permit ( MAC ) and deny (MAC) commands. The service-acl input command
is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
mac access-list extended ac/-name

no mac access-list extended ac/-name

Parameters
acl-name

Specifies the name of the MAC ACL (Range: 1-32 characters).

Default Configuration
No MAC access list is defined.

Command Mode
Global Configuration mode

User Guidelines
A MAC ACL is defined by a unique name. [Pv4 ACL, I[Pv6 ACL, MAC ACL

or policy maps cannot have the same name.

Example

console(config)# mac access-list extended serverl

console(config-mac-al)#permit 00:00:00:00:00:01 00:00:00:00:00:ff
any
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permit ( MAC )

Use the permit command in MAC Access-list Configuration mode to set
permit conditions (ACEs) for a MAC ACL. Use the no form of the command
to remove the access control entry.

Syntax

permit {any / source source-wildcard} {any [ destination destination-
wildcard} [eth-type 0 | aarp | amber | dec-spanning | decnet-iv | diagnostic
/ dsm [ etype-6000] [vlan vian-id] [cos cos cos-wildcard] [time-range time-
range-namejf

[og-input]

no permit {any [ source source-wildcard} {any | destination destination-
wildcard} [eth-type 0 [ aarp | amber | dec-spanning | decnet-iv | diagnostic
/ dsm [ etype-6000] [vilan vian-id] [cos cos cos-wildcard/ ftime-range time-
range-name]

[og-input]

Parameters
*  source—Source MAC address of the packet.

*  source-wildcard—Wildcard bits to be applied to the source MAC address.
Use 1s in the bit position that you want to be ignored.

* destination—Destination MAC address of the packet.

*  destination-wildcard—Wildcard bits to be applied to the destination
MAC address. Use s in the bit position that you want to be ignored.

* eth-type—The Ethernet type in hexadecimal format of the packet.
*  vlan-id—The VLAN ID of the packet. (Range: 1-4094)

* cos—The Class of Service of the packet. (Range: 0-7)

*  cos-wildcard—Wildcard bits to be applied to the CoS.

* time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)
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*  log-input—Specifies sending an informational SYSLOG message about
the packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be

logged.

Default Configuration
No MAC access list is defined.

Command Mode
MAC Access-list Configuration mode

Example

console(config)# mac access-list extended serverl

console(config-mac-al)#permit 00:00:00:00:00:01 00:00:00:00:00:ff
any

deny (MAC)

Use the deny command in MAC Access-list Configuration mode to set deny
conditions (ACEs) for a MAC ACL. Use the no form of the command to
remove the access control entry.

Syntax

deny {any / source source-wildcard} {any | destination destination-
wildcard} [{eth-type 0} aarp | amber | dec-spanning | decnet-1v |
diagnostic | dsm [ etype-6000)] [vlan vian-id] [cos cos cos-wildcard] time-
range time-range-name] [disable-port [log-input |

no deny {any / source source-wildcard} {any | destination destination-
wildcard} [{eth-type 0} aarp | amber | dec-spanning | decnet-1v |
diagnostic | dsm [ etype-6000)] [vlan vian-id] [cos cos cos-wildcard] time-
range time-range-name] [disable-port [log-input |

Parameters

*  source—Source MAC address of the packet.
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*  source-wildcard—Wildcard bits to be applied to the source MAC address.
Use ones in the bit position that you want to be ignored.

* destination—Destination MAC address of the packet.

*  destination-wildcard—Wildcard bits to be applied to the destination
MAC address. Use s in the bit position that you want to be ignored.

* eth-type—The Ethernet type in hexadecimal format of the packet.

*  vlan-id—The VLAN ID of the packet. (Range: 1-4094).

* cos—The Class of Service of the packet.(Range: 0-7).

*  cos-wildcard—Wildcard bits to be applied to the CoS.

* time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

* disable-port—The Ethernet interface is disabled if the condition is
matched.

*  log-input—Specifies sending an informational syslog message about the
packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be

logged.

Default Configuration
No MAC access list is defined.

Command Mode
MAC Access-list Configuration mode

Example

console(config)# mac access-list extended serverl

console(config-mac-al)# deny 00:00:00:00:00:01 00:00:00:00:00:ff
any
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service-acl input

Use the service-acl input command in Interface Configuration mode to bind
an access list(s) (ACL) to an interface.

Use the no form of this command to remove all ACLs from the interface.

Syntax
service-acl input acl-namel [acl-name2] [default-action {deny-any | permit-

anyy|

no service-acl input

Parameters

* acl-name—Specifies an ACL to apply to the interface. See the user
guidelines. (Range: 1-32 characters).

* deny-any—Deny all packets (that were ingress at the port) that do not
meet the rules in this ACL.

*  permit-any—Forward all packets (that were ingress at the port) that do not
meet the rules in this ACL.

Default Configuration
No ACL is assigned.

Command Mode
Interface Configuration mode (Ethernet, Port-Channel,)

User Guidelines
The following rules govern when ACLs can be bound or unbound from an
interface:

* [Pv4 ACLs and IPv6 ACLs can be bound together to an interface.

* A MAC ACL cannot be bound on an interface which already has an [Pv4
ACL or IPv6 ACL bound to it.

* Two ACLs of the same type cannot be bound to a port.
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*  An ACL cannot be bound to a port that is already bound to an ACL,
without first removing the current ACL. Both ACLs must be mentioned at
the same time in this command.

*  When the user binds ACL to an interface, TCAM resources will be
consumed. One TCAM rule for each MAC or IP ACE and two TCAM
rules for each [Pv6 ACE.The TCAM consumption is always even number,
so in case of odd number of rules the consumption will be increased by 1.

Example

console(config)# mac access-list extended server-acl

console(config-mac-al)# permit 00:00:00:00:00:01
00:00:00:00:00:FF any

console(config-mac-al)# exit
console(config)# interface gi0/1

console(config-if)# service-acl input server-acl default-
action deny-any

service-acl input block

Use the service-acl input Interface Configuration mode commands to discard
packets that are classified to specific protocols. Use the no form of those
commands to disable discarding of the packets.

Syntax
service-acl input protocoll [protocolZ ... protocol6)

no service-acl input
Parameters
protocol—Specifies a protocol to filter. Available values are: blockedp,

blockvtp, blockdtp, blockudld, blockpagp, blocksstp, and blockall.

Default Configuration
No protocol is defined.
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Command Mode
Interface Contfiguration mode (Ethernet, Port-Channel)

User Guidelines
If you want to define multiple protocols on the same interface, those
protocols should be defined in the same command.

To change configuration of the protocol filtering for an interface, you should
first remove the current assignment of protocol filtering assignment, and then
assign the new configuration of the protocol filtering.

If Proprietary Protocol Filtering rules are assigned on an interface, the user is
not able to assign ACL or Policy Map or Security suite rules to that interface
and to enable 802.1X Dynamic Policy Assignment to that interface.

If ACL or Policy Map or Security suite rules are assigned to an interface or
802.1X Dynamic Policy Assignment is enabled for an interface, the user is not
able to assign Proprietary Protocol Filtering rules to that interface.

The following table defines the DA and protocol types of the packets that are
subject for discarding per each command:

Command Destination Address Protocol Type
blockedp 0100.0cce.cecc 0x2000
blockvtp 0100.0cce.cecc 0x2003
blockdtp 0100.0cce.cecc 0x2004
blockudld 0100.0cce.cecc 0x0111
blockpagp 0100.0cce.cecc 0x0104
blocksstp 0100.0cce.ceed -

blockall 0100.0cce.cec0 - 0100.0cce.cect -

Example

console(config-if)# service-acl input blockcdp blockvtp
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service-acl output

Use the service-acl output command in Interface Configuration mode to
control access to an interface on the egress (transmit path).

Use the no form of this command to remove the access control.

Syntax
service-acl output acl-namel [ac/-nameZ

no service-acl output

Parameters
acl-name-Specifies an ACL to apply to the interface. See the user guidelines.
(Range: acl-name is from 0-32 characters. Use ™ for empty string)

Default
No ACL is assigned.

Command Mode
Interface Configuration mode(Ethernet, Port-Channel).

User Guidelines
The rule actions: log-input is not supported. Trying to use it will result in an
erTor.

The deny rule action disable-port is not supported. Trying to use it will result
In an error.

IPv4 and IPv6 ACLs can be bound together on an interface.

A MAC ACL cannot be bound on an interface together with an IPv4 ACL or
IPv6 ACL.

Two ACLs of the same type cannot be added to a port.

An ACL cannot be added to a port that is alrecady bounded to an ACL,
without first removing the current ACL and binding the two ACLs together.
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Example
This example binds an egress ACL to a port:

console(config)# mac access-list extended server

console(config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:FF
any

console(config-mac-al)# exit
console(config)# interface gi0/1
console(config-if)# service-acl output server

time-range

Use the time-range Global Configuration mode command to define time
ranges for different functions. In addition, this command enters the Time-
range Configuration mode. All commands after this one refer to the time-
range being defined.

This command sets a time-range name. Use the absolute and periodic
commands to actually configure the time-range.

Use the no form of this command to remove the time range from the device.

Syntax
time-range trme-range-name

no time-range time-range-name
Parameters
time-range-name—Specifies the name for the time range. (Range: 1-32

characters)

Default Configuration
No time range is defined

Command Mode
Global Configuration mode
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User Guidelines

After adding the name of a time range with this command, use the absolute
and periodic commands to actually configure the time-range. Multiple
periodic commands are allowed in a time range. Only one absolute command
is allowed.

If a time-range command has both absolute and periodic values specified,
then the periodic items are evaluated only after the absolute start time is
reached, and are not evaluated again after the absolute end time is reached.

All time specifications are interpreted as local time.

To ensure that the time range entries take effect at the desired times, the
software clock should be set by the user or by SNTP. If the software clock is
not set by the user or by SNTP, the time range ACEs are not activated.

The user cannot delete a time-range that is bound to any features.
When a time range is defined, it can be used in the following commands:

* dotlx port-control

* power inline

* operation time

* permit (IP)

e deny (IP)

e permit (IPv6)

* deny (IPv6)

*  permit (MAC)

* deny (MAQ)

Example

console(config)# time-range http-allowed
console(config-time-range)#periodic mon 12:00 to wed 12:00
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absolute

Use the absolute Time-range Configuration mode command to specify an
absolute time when a time range is in effect. Use the no form of this
command to remove the time limitation.

Syntax
absolute start hh:.mm day month year

no absolute start
absolute end hh:mm day month year

no absolute end

Parameters

* start—Absolute time and date that the permit or deny statement of the
associated function going into effect. If no start time and date are
specified, the function is in effect immediately.

* end—Absolute time and date that the permit or deny statement of the
associated function is no longer in effect. If no end time and date are
specified, the function is in effect indefinitely.

*  hh:mm—Time in hours (military format) and minutes (Range: 0-23, mm:
0-5)

* day—Day (by date) in the month. (Range: 1-31)

* month—Month (first three letters by name). (Range: Jan...Dec)

* year—Year (no abbreviation) (Range: 2000-2097)

Default Configuration
There is no absolute time when the time range is in effect.

Command Mode
Time-range Configuration mode

Example

console(config)# time-range http-allowed
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console(config-time-range)# absolute start 12:00 1 jan 2005
console(config-time-range)# absolute end 12:00 31 dec 2005

periodic
Use the periodic Time-range Configuration mode command to specify a

recurring (weekly) time range for functions that support the time-range
feature. Use the no form of this command to remove the time limitation.

Syntax
periodic day-of-the-week hh:mm to day-of-the-weeck hh:mm

no periodic day-of-the-week hh:mm to day-of-the-week hh:mm

periodic list Ah:mm to hh:mm day-of-the-weekl [day-of-the-weekZ... day-of-
the-week7]

no periodic list Ah:mm to hh:mm day-of-the-weekl [day-of-the-weekZ... day-
of-the-week/]

periodic list Af:mm to hh:mm all

no periodic list Ah:mm to hh:mm all

Parameters

* day-of-the-week—The starting day that the associated time range is in
effect. The second occurrence is the ending day the associated statement
is in effect. The second occurrence can be the following week (see
description in the User Guidelines). Possible values are: mon, tue, wed,
thu, fri, sat, and sun.

*  hh:mm—The first occurrence of this argument is the starting
hours:minutes (military format) that the associated time range is in effect.
The second occurrence is the ending hours:minutes (military format) the
associated statement is in effect. The second occurrence can be at the

following day (see description in the User Guidelines). (Range: 0-23, mm:
0-59)

o [ist day-of-the-weckI—Specities a list of days that the time range is in
cffect.
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Default Configuration
There is no periodic time when the time range is in effect.

Command Mode
Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g.
Thursday-Monday means that the time range is effective on Thursday,
Friday, Saturday, Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g.

“22:00-2:00".

Example

console(config)# time-range http-allowed
console(config-time-range)# periodic mon 12:00 to wed 12:00

show time-range

Use the show time-range User EXEC mode command to display the time
range configuration.

Syntax
show time-range [1’1116-r311ge-113me

Parameters
time-range-name—Specifies the name of an existing time range.

Command Mode
User EXEC mode

Example

console# show time-range
http-allowed
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absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005
periodic Monday 12:00 to Wednesday 12:00

show access-lists

Use the show access-lists Privileged EXEC mode command to display access
control lists (ACLs) configured on the switch.

Syntax
show access-lists [ namel]

show access-liststime-range-active [name/

Parameters
* name—Specifies the name of the ACL.(Range: 1-160 characters).

* time-range-active—Shows only the Access Control Entries (ACEs) whose
time-range is currently active (including those that are not associated with
time-range).

Command Mode
Privileged EXEC mode

Example

console# show access-lists

Standard IP access list 1

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any time-range weekdays
permit 234 172.30.23.8 0.0.0.255 any time-range weekdays

console# show access-lists time-range-active
Extended IP access list ACL1

permit 234 172.30.40.1 0.0.0.0 any

permit 234 172.30.8.8 0.0.0.0 any

Extended IP access list ACL2

752 | ACL Commands



permit 234 172.30.19.1 0.0.0.255 any time-range weekdays

console# show access-lists ACL1
Extended IP access list ACL1
permit 234 172.30.40.1 0.0.0.0 any
permit 234 172.30.8.8 0.0.0.0 any

show interfaces access-lists

Use the show interfaces access-lists Privileged EXEC mode command to
display access lists (ACLs) applied on interfaces.

Syntax
show interfaces access-lists /interface-id/

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port, port-channel or VLAN.

Command Mode
Privileged EXEC mode

Example

console# show interfaces access-lists

Interface ACLs
gio/1 blockcdp, blockvtp
gi0/2 Ingress: serverl

Egress : ip

clear access-lists counters

Use the clear access-lists counters Privileged EXEC mode command to clear
access-lists (ACLs) counters.
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Syntax
clear access-lists counters /interface-id/

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the

following types: Ethernet port or port-channel.

Command Mode
Privileged EXEC mode

Example

console# clear access-lists counters gi0/1

show interfaces access-lists counters

Use the show interfaces access-lists counters Privileged EXEC mode
command to display Access List (ACLs) counters.

Syntax
show interfaces access-lists counters /inferface-id | port-channel-number/

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

Command Mode
Privileged EXEC mode

User Guidelines
The deny ACE hits count includes only ACEs with the log-input keyword.

Because forwarding is done in hardware and counting is done in software, if a
large number of packets match a deny ACE containing a log-input keyword,
the software might not be able to match the hardware processing rate, and
not all packets are counted.
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Example

console# show interfaces access-lists counters

Interface Deny ACE Hits
gio/1 79

gi0/2 9

gi0/3

Number of hits that were counted in global counter (due to lack of
resources) =19
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Quality of Service (Q0oS) Commands

qos

Use the qos Global Configuration mode command to enable QoS on the
device and set its mode. Use the no form of this command to disable QoS on
the device.

Syntax
qos | basic | advanced

no qos

Parameters

*  basic—QoS basic mode. If no option is specified, the QoS mode defaults
to the basic mode.

* advanced—Specifies the QoS advanced mode, which enables the full
range of QoS configuration.

Default Configuration
If qos is entered without any keywords, the QoS basic mode is enabled.

Command Mode
Global Contfiguration mode

Examples
Example 1—The following example enables QoS basic mode on the device.

console(config)# qos

Example 2—The following example enables QoS advanced mode on the
device with the ports-not-trusted option.

console(config)# qos advanced
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show qos

Use the show qos EXEC mode command to display the QoS information for
the device. The trust mode is displayed for the QoS basic mode.

Syntax
show qos

Parameters
N/A

Default Configuration
Disabled Command Mode

Command Mode
Privileged EXEC mode

User Guidelines
Trust mode is displayed if QoS is enabled in basic mode.

Examples

console(config)# show qos

Qos: Disabled

console(config)# show qos

Qos: Basic mode

Basic trust: dscp
console(config)# show gos

Qos: Advanced mode

Advanced mode trust type: cos
Advanced mode ports state: Trusted
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class-map

The class-map command and its subcommands are used to define packet
classification, marking, and aggregate policing as part of a globally-named
service policy applied on a per-interface basis.

A class map consists of one or more ACLs (see ACL, Commands). It defines a
traffic flow by determining which packets match some or all of the criteria
specified in the ACLs.

Use the class-map Global Configuration mode command to create or modify
a class map and enter the Class-map Configuration mode (only possible when
QoS is in the advanced mode).

Use the no form of this command to delete a class map.

All class map commands are only available when QoS is in advanced mode.

Syntax
class-map class-map-name [match-all | match-any/

no class-map class-map-name

Parameters
* class-map-name—Specifies the class map name.

* match-all—Performs a logical AND of all the criteria of the ACLs
belonging to this class map. All match criteria in this class map must be
matched.

* match-any—Performs a logical OR of the criteria of the ACLs belonging to
this class map. Only a single match criteria in this class map must be
matched.

Default Configuration
If neither match-all nor match-any is specified, the match-all parameter is
selected by default.

Command Mode
Global Contfiguration mode
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User Guidelines

The class-map enters Class-map Configuration mode. In this mode, up to
two match commands can be entered to configure the criteria for this class.
Each match specifies an ACL.

When using two match commands, each must point to a different type of
ACL, such as: one IP ACL and one MAC ACL. The classification is by first
match, therefore, the order of the ACLs is important.

Error messages are generated in the following cases:
*  There is more than one match command in a match-all class map
* There is a repetitive classification field in the participating ACLs.

After entering the Class-map Configuration mode, the following
configuration commands are available:

* exit: Exits the Class-map Configuration mode.
» match: Configures classification criteria.

* no: Removes a match statement from a class map.

Example
The following example creates a class map called Class] and configures it to
check that packets match all classification criteria in the ACL specified.

console(config)# class-map classl match-all
console(config-cmap)# match access-group acl-name

show class-map
The show class-map EXEC mode command displays all class maps when QoS

is in advanced mode.

Syntax
show class-map [class-map-name|

Parameters
class-map-name—Specifies the name of the class map to be displayed.
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Command Mode
Privileged EXEC mode

Example
The following example displays the class map for Classl.

console(config)# show class-map
Class Map matchAny classl
Match access-group mac

match

Use the match Class-map Configuration mode command to bind the ACLs
that belong to the class-map being configured. Use the no form of this
command to delete the ACLs.

This command is available only when the device is in QoS advanced mode.

Syntax
match access-group ac/-name

no match access-group acl-name

Parameters
acl-name—Specifies the MAC or I[P ACL name.

Default Configuration
No match criterion is supported.

Command Mode
Class-map Configuration mode.

Example

The following example defines a class map called Classl. Classl contains an
ACL called enterprise. Only traffic matching all criteria in enterprise belong
to the class map.

console(config)# class-map classl
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console(config-cmap)# match access-group enterprise

policy-map
A policy map contains one or more class maps and an action that is taken if

the packet matches the class map. Policy maps may be bound to ports/port-
channels.

Use the policy-map Global Configuration mode command to creates a policy
map and enter the Policy-map Configuration mode. Use the no form of this
command to delete a policy map.

This command is only available when QoS is in advanced mode.

Syntax
policy-map policy-map-name

no policy-map policy-map-name

Parameters
policy-map-name—Specifies the policy map name.

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines

Use the policy-map Global Configuration mode command to specify the
name of the policy map to be created, added to, or modified before
configuring policies for classes whose match criteria are defined in a class
map.

Entering the policy-map Global Configuration mode command also enables
configuring or modifying the class policies for that policy map. Class policies
in a policy map can be configured only if the classes have match criteria
defined for them.

Policy map is applied on the ingress path.
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The match criteria is for a class map. Only one policy map per interface is
supported. The same policy map can be applied to multiple interfaces and
directions.

The service-policy command binds a policy map to a port/port-channel.

Example
The following example creates a policy map called Policyl and enters the
Policy-map Configuration mode.

console(config)# policy-map policyl
console(config-pmap)#

class

Use the class Policy-map Configuration mode command after the policy-map
command to attach ACLs to a policy-map.

Use the no form of this command to detach a class map from a policy map.

This command is only available when QoS is in advanced mode.

Syntax
class class-map-name [access-group acl-namel

no class class-map-name

Parameters

* class-map-name—Specifies the name of an existing class map. If the class
map does not exist, a new class map is created under the specified name.

* access-group acl-name—Specifies the name of an IP or MAC Access
Control List (ACL).

Default Configuration
No class map is defined for the policy map.

Command Mode
Policy-map Configuration mode.
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User Guidelines
This is the same as creating a class map and then binding it to the policy map.

You can specify an existing class map in this command, or you can use the
access-group parameter to create a new class map.

After the policy-map is defined, use the service-policy command to attach it
to a port/port-channel.

Example

The following example defines a traffic classification (class map) called classl
containing an ACL called enterprise. The class is in a policy map called
policyl. The policy-map policyl now contains the ACL enterprise.

console(config)# policy-map policyl
console(config-pmap)# class classl access-group enterprise

show policy-map
Use the show policy-map EXEC mode command to display all policy maps or
a specific policy map.

This command is only available when QoS is in advanced mode.

Syntax
show policy-map |policy-map-name)

Parameters
policy-map-name—Specifies the policy map name.

Default Configuration
All policy-maps are displayed.

Command Mode
Privileged EXEC mode
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Example
The following example displays all policy maps.

console(config)# show policy-map

Policy Map policyl

class classl

set IP dscp 7

Policy Map policy2

class class 2

police 96000 4800 exceed-action drop

class class3

police 124000 96000 exceed-action policed-dscp-transmit

trust

Use the trust Policy-map Class Configuration mode command to configure
the trust state. This command is relevant only when QoS is in advanced,
ports-not-trusted mode. Trust indicates that traffic is sent to the queue
according to the packet’s QoS parameters (UP or DSCP).

Use the no form of this command to return to the default trust state.

This command is only available when QoS is in advanced mode.

Syntax
trust

no trust

Parameters
N/A

Default Configuration
No trust state

Command Mode
Policy-map Class Configuration mode.
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User Guidelines

Use this command to distinguish the QoS trust behavior for certain traffic
from others. For example, incoming traffic with certain DSCP values can be
trusted. A class map can be configured to match and trust the DSCP values in
the incoming traffic.

Trust values set with this command supersede trust values set on specific
interfaces with the qos trust (Interface) Interface Configuration mode
command.

The trust and set commands are mutually exclusive within the same policy
map.

Policy maps, which contain set or trust commands or that have ACL
classification to an egress interface, cannot be attached by using the service-
policy Interface Configuration mode command.

If specifying trust cos, QoS maps a packet to a queue, the received or default
port CoS value, and the CoS-to-queue map.

Example

The following example creates an ACL, places it into a class map, places the
class map into a policy map and configures the trust state using the DSCP
value in the ingress packet.

console(config)# ip access-list extended ipl
console(config-ip-al)# permit ip any any
console(config-ip-al)# exit

console(config)# class-map cl
console(config-cmap)# match access-group ipl
console(config-cmap)# exit

console(config)# policy-map pl
console(config-pmap)# class cl
console(config-pmap-c)# trust cos-dscp
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set

Use the set Policy-map Class Configuration mode command to select the
value that QoS uses as the DSCP value, the egress queue or to set user
priority values.

This command is only available when QoS is in advanced mode.

Syntax
set {dscp new-dscp | queue queue-id | cos new-cos}

no set

Parameters

*  dscp new-dscp—Specifies the new DSCP value for the classified traffic.
(Range: 0-63)

* queue gueue-id—Specifies the egress queue. (Range: 1-8 )

*  cos new-cos—Specifies the new user priority to be marked in the packet.
(Range: 0-7)

Command Mode
Policy-map Class Configuration mode.

User Guidelines
The set and trust commands are mutually exclusive within the same policy
map.

To return to the Configuration mode, use the exit command. To return to the
Privileged EXEC mode, use the end command.

Example

The following example creates an ACL, places it into a class map, places the
class map into a policy map and sets the DSCP value in the packet to 56 for
classes in the policy map called pl.

console(config)# ip access-list extended ipl
console(config-ip-al)# permit ip any any
console(config-ip-al)# exit
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console(config)# class-map cl
console(config-cmap)# match access-group ipl
console(config-cmap)# exit

console(config)# policy-map pl
console(config-pmap)# class cl
console(config-pmap-c)# set dscp 56

police

Use the police Policy-map Class Configuration mode command to define the
policer for classified traffic. This defines another group of actions for the
policy map (per class map).

This command is used after the policy-map and class commands.
Use the no form of this command to remove a policer.

This command is only available when QoS is in advanced mode.

Syntax
police committed-rate-kbps commuitted-burst-byte [exceed-action {drop |
policed-dscp-transmit}]

no police

Parameters

* committed-rate-kbps—Specifies the average traffic rate (CIR) in kbits per
second (bps).(Range: 3-maximal port speed)

* committed-burst-byte—Specifies the normal burst size (CBS) in bytes.
(Range: 3000-19173960)

* exceed-action {drop | policed-dscp-transmit}—Specifies the action taken
when the rate is exceeded. The possible values are:

- drop—Drops the packet.

- policed-dscp-transmit—Remarks the packet DSCP, according to the
policed-DSCP map as configured by the qos map policed-dscp Global

Configuration mode command.
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Default Usage
N/A

Command Mode
Policy-map Class Configuration mode.

User Guidelines
Policing uses a token bucket algorithm. CIR represents the speed with which
the token is added to the bucket. CBS represents the depth of the bucket.

Example

The following example defines a policer for classified traffic. When the traffic
rate exceeds 124,000 kbps and the normal burst size exceeds 9600 bytes, the
packet is dropped. The class is called class] and is in a policy map called
policyl.

console(config)# policy-map policyl
console(config-pmap)#
console(config-pmap-c)# police 124000 9600 exceed-action drop

service-policy

Use the service-policy Interface Configuration (Ethernet, Port-channel)
mode command to bind a policy map to a port/port-channel. Use the no form
of this command to detach a policy map from an interface.

This command is only available in QoS advanced mode.

Syntax
service-policy input policy-map-name

no service-policy input
Parameters

* policy-map-name—Specifies the policy map name to apply to the input
interface. (Length: 1-32 characters)
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Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
Only one policy map per interface per direction is supported.

Example
Example 1—The following example attaches a policy map called Policyl to
the input interface.

console(config-if)# service-policy input policyl

gos aggregate-policer

Use the qos aggregate-policer Global Configuration mode command to
define the policer parameters that can be applied to multiple traffic classes.
Use the no form of this command to remove an existing aggregate policer.

This command is only available when QoS is in advanced mode.

Syntax
qos aggregate-policer aggregate-policer-name committed-rate-kbps excess-
burst-byte | exceed-action {drop | policed-dscp-transmit}]

no qos aggregate-policer aggregate-policer-name

Parameters
* aggregate-policer-name—Specifies the aggregate policer name.

* committed-rate-kbps—Specifies the average traffic rate (CIR) in kbits per
second (kbps). (Range: 3-maximal port speed)

* excess-burst-byte—Specifies the normal burst size (CBS) in bytes. (Range:
3000-19173960)

* exceed-action {drop | policed-dscp-transmit/—Specifies the action taken
when the rate is exceeded. The possible values are:

- drop—Drops the packet.
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- policed-dscp-transmit—Remarks the packet DSCP.

Default Configuration
No aggregate policer is defined.

Command Mode
Global Configuration mode

User Guidelines
Define an aggregate policer if the policer aggregates traffic from multiple
class maps.

Aggregate policers cannot aggregate traffic from multiple devices. If the
aggregate policer is applied to more than one device, the traffic on each
device is counted separately and is limited per device.

Traffic from two different ports on the same device can be aggregated for
policing purposes.

An aggregate policer can be applied to multiple classes in the same policy
map.

An aggregate policer cannot be deleted if it is being used in a policy map. The
no police aggregate Policy-map Class Configuration mode command must
first be used to delete the aggregate policer from all policy maps before using
the no mls qos aggregate-policer command.

Policing uses a token bucket algorithm. CIR represents the speed with which
the token is added to the bucket. CBS represents the depth of the bucket.

Example

The following example defines the parameters of a policer called Policerl that
can be applied to multiple classes in the same policy map. When the average
traffic rate exceeds 124,000 kbps or the normal burst size exceeds 9600 bytes,
the packet is dropped.

console(config)# qos aggregate-policer policerl 124000 9600
exceed-action drop
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show qos aggregate-policer

Use the show qos aggregate-policer EXEC mode command to display
aggregate policers

This command is only available in QoS advanced mode.

Syntax
show qos aggregate-policer [aggregate-policer-namel

Parameters
aggregate-policer-name—Specifies the aggregate policer name.

Default Configuration
All policers are displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays the parameters of the aggregate policer called
Policerl.

console(config)# show gos aggregate-policer policerl
aggregate-policer policerl 96000 4800 exceed-action drop
not used by any policy map

police aggregate

Use the police aggregate Policy-map Class Configuration mode command to
apply an aggregate policer to multiple class maps within the same policy map.
Use the no form of this command to remove an existing aggregate policer
from a policy map.

This command is only available in QoS advanced mode.

Syntax
police aggregate aggregate-policer-name
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no police aggregate aggregate-policer-name

Parameters
aggregate-policer-name—Specifies the aggregate policer name.

Command Mode
Policy-map Class Configuration mode.

User Guidelines

An aggregate policer can be applied to multiple classes in the same policy
map. An aggregate policer cannot be applied across multiple policy maps or
interfaces.

Use the exit command to return to the Configuration mode. Use the end
command to return to the Privileged EXEC mode.

Example
The following example applies the aggregate policer called Policerl to a class
called class] in a policy map called policyl and class2 in policy map policy2.

console(config)# qos aggregate-policer policerl 124000 9600
exceed-action drop

console(config)# policy-map policyl
console(config-pmap)# class classl
console(config-pmap-c)# police aggregate policerl
console(config-pmap-c)# exit

console(config-pmap)# exit

console(config)# policy-map policy2
console(config-pmap)# class class2
console(config-pmap-c)# police aggregate policerl

wrr-queue cos-map

Use the wrr-queue cos-map Global Configuration mode command to map
Class of Service (CoS) values to a specific egress queue. Use the no form of
this command to restore the default configuration.
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Syntax
wir-queue cos-map queue-id cos... cos7

no wir-queue cos-map | gucue-id|

Parameters

* queue-id—Specifies the queue number to which the CoS values are
mapped.

*  cos0... cos7—Specifies up to 8 CoS values to map to the specified queue
number. (Range: 0-7)

Default Configuration
The default CoS value mapping to 8 queues is as follows:

CoS value 0 is mapped to queue 1.
CoS value 1 is mapped to queue 2.
CoS value 2 is mapped to queue 3.
CoS value 3 is mapped to queue 6.
CoS value 4 is mapped to queue 5.
CoS value 5 is mapped to queue 8.
CoS value 6 is mapped to queue 8

CoS value 7 is mapped to queue 7

Command Mode
Global Configuration mode

User Guidelines
Use this command to distribute traffic to different queues.

Example
The following example maps CoS value 4 and 6 to queue 2.

console(config)# wrr-queue cos-map 2 4 6
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wrr-queue bandwidth

Use the wrr-queue bandwidth global Configuration command to assign
Weighted Round Robin (WRR) weights to egress queues. The weight ratio
determines the frequency at which the packet scheduler removes packets
from each queue. Use the no form of this command to restore the default
configuration.

Syntax
wrr-queue bandwidth weijght! weight?... weighting

no wrr-queue bandwidth

Parameters

weight] weightl... weighting the ratio of bandwidth assigned by the WRR
packet scheduler to the packet queues. See explanation in the User
Guidelines. Separate each value by a space. (Range for each weight: 0-255)

Default Configuration
wir is disabled by default. The default wrr weight is '1' for all queues.

Command Mode
Global Configuration mode

User Guidelines

The ratio for each queue is defined as the queue weight divided by the sum of
all queue weights (the normalized weight). This sets the bandwidth
allocation of each queue.

A weight of 0 indicates that no bandwidth is allocated for the same queue,
and the shared bandwidth is divided among the remaining queues. It is not
recommended to set the weight of a queue to a 0 as it might stop
transmission of control-protocols packets generated by the device.

All queues participate in the WRR, excluding the expedite queues, whose
corresponding weight is not used in the ratio calculation.

An expedite queue is a priority queue, which is serviced until empty before
the other queues are serviced. The expedite queues are designated by the
])Ti(’)Fif}'—(]llCllC out I]U]H—(’)f-(lllcucs COI]]I]]aI]d.
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Example
The following assigns WRR values to the queues.

console(config)# priority-queue out num-of-queues 0
console(config)# wrr-queue bandwidth 6 6 6 6 6 6 6 6

priority-queue out num-of-queues

An expedite queue is a strict priority queue, which is serviced until empty
before the other lower priority queues are serviced.

Use the priority-queue out num-of-queues Global Configuration mode
command to configure the number of expedite queues. Use the no form of
this command to restore the default configuration.

Syntax
priority-queue out num-of-queues number-of-queues

no priority-queue out num-of-queues

Parameters

* number-of-queues—Specifies the number of expedite (strict priority)
queues. Expedite queues are assigned to the queues with the higher
indexes. (Range: 0-8 .There must be either 0 wrr queues or more than
one.

If number-of-queues = 0, all queues are assured forwarding (according
to wrr weights) If the number-of-queues = § , all the queues are
expedited (strict priority queues).

Default Configuration
All queues are expedite queues.

Command Mode
Global Configuration mode

User Guidelines
the weighted round robin (WRR) weight ratios are affected by the number of
expedited queues, because there are fewer queues participating in WRR. This
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indicates that the corresponding weight in the wrr-queue bandwidth
Interface Configuration mode command is ignored (not used in the ratio
calculation).

Example
The following example configures the number of expedite queues as 2.

console(config)# priority-queue out num-of-queues 2

traffic-shape

The egress port shaper controls the traffic transmit rate (T'x rate) on a port.

Use the traffic-shape Interface Configuration mode command to configure
the egress port shaper. Use the no form of this command to disable the
shaper.

Syntax
traffic-shape commuitted-rate | committed-burst]

no traffic-shape

Parameters

* committed-rate—Specifies the maximum average traffic rate (CIR) in
kbits per second (kbps). (Range: ,10GE: 64Kbps-maximum port speed))

* committed-burst—Specifies the maximum permitted excess burst size
(CBS) in bytes. (Range: 4096 - 16762902 bytes)

Default Configuration
The shaper is disabled.

Command Mode
Interface (Ethernet) Configuration mode
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Example
The following example sets a traffic shaper on gi0/1 when the average traffic
rate exceeds 64 kbps or the normal burst size exceeds 4096 bytes.

console(config)# interface gi0/1
console(config-if)# traffic-shape 64 4096

traffic-shape queue

The egress port shaper controls the traffic transmit rate (Tx rate) on a queue
on a port.

Use the traffic-shape queue Interface Configuration mode command to
configure the egress queue shaper. Use the no form of this command to
disable the shaper.

Syntax
traffic-shape queue qucue-id committed-rate | committed-burst|

no traffic-shape queue queue-id

Parameters
queue-id—Specifies the queue number to which the shaper is assigned.
(Range: 1-8 ).
* committed-rate—Specifies the average traffic rate (CIR) in kbits per
second (kbps). (Range: 64 kbps—maximum port speed)

* committed-burst—Specifies the excess burst size (CBS) in bytes. (Range:
4096 - 16762902 bytes)

Default Configuration
The shaper is disabled.

Command Mode
Interface (Ethernet) Configuration mode
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Example
The following example sets a shaper on queue 1 on gi0/1 when the average
traffic rate exceeds 124000 kbps or the normal burst size exceeds 9600 bytes.

console(config)# interface gi0/1
console(config-if)# traffic-shape queue 1 64 4096

rate-limit (Ethernet)

Use the rate-limit Interface Configuration mode command to limit the
incoming traffic rate on a port. Use the no form of this command to disable
the rate limit.

Syntax
rate-limit commuitted-rate-kbps [burst committed-burst-bytes/

no rate-limit

Parameters

* committed-rate-kbps—Specifies the maximum number of kilobits per
second of ingress traffic on a port. The range is 3-maximal port speed.

*  burst committed-burst-bytes—The burst size in bytes. (Range:
3000-19173960). If unspecified, defaults to 128K.

Default Configuration
Rate limiting is disabled.

Committed-burst-bytes is 128K.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
Storm control and rate-limit (of Unicast packets) cannot be enabled
simultaneously on the same port.
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Example
The following example limits the incoming traffic rate on gi0/1 to 150,000
kbps.

console(config)# interface gi0/1
console(config-if)# rate-limit 150000

gos wrr-queue wrtd

Use the qos wrr-queue wrtd Global Configuration mode command to enable
Weighted Random Tail Drop (WRTD). Use the no form of this command to
disable WRTD.

Syntax
qos wrr-queue wrtd

no qos wrr-queue wrtd

Parameters
N/A

Default
Disabled

Command Mode
Global Configuration mode

User Guidelines
The command is effective after reset.

Example

console(config)# qos wrr-queue wrtd

This setting will take effect only after copying running configuration
to startup configuration and resetting the device

console(config)#
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show qos wrr-queue wrtd

Use the show qos wrr-queue wrtd Exec mode command to display the
Weighted Random Tail Drop (WRTD) configuration.

Syntax
show qos wir-queue wrtd

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example

console(config)# show qos wrr-queue wrtd
Weighted Random Tail Drop is disabled
Weighted Random Tail Drop will be enabled after reset

show qos interface

Use the show qos interface EXEC mode command to display Quality of

Service (QoS) information on the interface.

Syntax

show qos interface |buffers | queueing | policers | shapers | rate-limit]

[interface-1d]

Parameters

* buffers—Displays the buffer settings for the interface's queues. For GE

ports, displays the queue depth for cach of the queues.

Quality of Service (QoS) Commands

781



* queueing—Displays the queuce's strategy (WRR or EI), the weight for
WRR queues, the CoS to queue map and the EF priority.

* policers—Displays all the policers configured for this interface, their
settings, and the number of policers currently unused (on a VLAN).

* shapers—Displays the shaper of the specified interface and the shaper for
the queue on the specified interface.

* rate-limit—Displays the rate-limit configuration.

* interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port, or Port-channel.

Default Configuration
N/A

Command Mode
Privileged EXEC mode

User Guidelines

If no parameter is specified with the show qos interface command, the port
QoS mode (DSCP trusted, CoS trusted, untrusted, and so on), default CoS
value, DSCP-to-DSCP- map (if any) attached to the port, and policy map (if
any) attached to the interface are displayed. If a specific interface is not
specified, the information for all interfaces is displayed.

In case of Policers, Shapers and Rate Limit - only the ports which are not in
the default configuration will be showed.

Examples
Example 1—The following is an example of the output from the show qos
interface queueing command for 4 queues.

Ethernet gi0/0/1
wrr bandwidth weights and EF priority:

gid-weights Ef - Priority
1 - N/A ena- 1
2 - N/A ena- 2
3 - N/A ena- 3
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4 - N/A

Cos-queue map:

cos-qid
0-1
1-1
2-2
3-3
4 -3
5-14
6 -4
7-4

Example 2 —The following an example of the output from the show qos

ena- 4

interface buffers command for § queues

console(config)# show qos interface buffers gi0/1
gi0/1
Notify Q depth:

buffers gi0/1

Ethernet gi0/1

gid threshO0 threshl thresh2

1

0O ~NOoO O~ WNDN

100
100
100
100
100
100
100
100

100
100
100
100
100
100
100
100

80
80
80
80
80
80
80
80
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Example 3—This is an example of the output from the show qos interface
shapers command.

console(config)# show qos interface shapers gi0/1
gi0/1

Port shaper: enable

Committed rate: 192000 bps

Committed burst: 9600 bytes

Target Target
QID Status Committed Committed
Rate [bps] Burst [bytes]
1 Enable 100000 17000
2 Disable N/A N/A
3 Enable 200000 19000
4 Disable N/A N/A
5 Disable N/A N/A
6 Disable  N/A N/A
7 Enable 178000 8000
8 Enable 23000 1000
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Example 4—This is an example of the output from show qos interface
policer

console(config)# show qos interface policer giO/1

Ethernet gi0/1

Class map: A

Policer type: aggregate
Commited rate: 192000 bps
Commited burst: 9600 bytes
Exceed-action: policed-dscp-transmit
Class map: B

Policer type: single
Commited rate: 192000 bps
Commited burst: 9600 bytes
Exceed-action: drop

Class map: C

Policer type: none
Commited rate: N/A
Commited burst: N/A
Exceed-action: N/A

Example 5—This is an example of the output from show qos interface rate-
limit

console(config) # show qos interface rate-limit gi0/1

Port rate-limit [kbps]| Burst [Bytes]

gio/1 3000 3000

console(config)# show qos interface rate-limit gi0/1

Port rate-limit [kbps] Burst [Bytes]
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gos wrr-queue threshold

Use the qos wrr-queue threshold Global Configuration mode command to
assign queue thresholds globally. Use the no form of this command to restore
the default configuration.

This command is only available in QoS advanced mode.

Syntax
qos wrr-queue threshold gigabitethernet tengigabitethernet queue-1d
threshold-percentage

no qos wrr-queue threshold gigabitethernet gueue-id

Parameters

* gigabitethernet—Specifies that the thresholds are to be applied to Gigabit
Ethernet ports.

* tengigabitethernet—Specifies that the thresholds are to be applied to 10
Gigabit Ethernet ports.

* queue-id—Specifies the queue number to which the tail-drop threshold is
assigned.

* threshold-percentage—Specifies the queue threshold percentage value.

Default Configuration
The default threshold is 80 percent.

Command Mode
Global Configuration mode

User Guidelines
If the threshold is exceeded, packets with the corresponding Drop Precedence
(DP) are dropped until the threshold is no longer exceeded.

Example
The following example assigns a threshold of 80 percent to WRR queue 1.

console(config)# qos wrr-queue threshold gi0/1 80

786 | Quality of Service (QoS) Commands



gos map policed-dscp

Use the qos map policed-dscp Global Configuration mode command to
configure the policed-DSCP map for remarking purposes. Use the no form of
this command to restore the default configuration.

Syntax
qos map policed-dscp dscp-fist to dscp-mark-down

no qos map policed-dscp [dscp-Iist]

Parameters

*  dscp- list—Specifies up to 8 DSCP values, separated by spaces. (Range:
0-63)

* dscp-mark-down—Specifies the DSCP value to mark down. (Range: 0-63)

Default Configuration
The default map is the Null map, which means that each incoming DSCP
value is mapped to the same DSCP value.

Command Mode
Global Contfiguration mode

User Guidelines
The original DSCP value and policed-DSCP value must be mapped to the

same queue in order to prevent reordering.

Example
The following example marks incoming DSCP value 3 as DSCP value 5 on
the policed-DSCP map.

console(config)# qos map policed-dscp 3 to 5
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gos map dscp-queue

Use the qos map dscp-queue Global Configuration mode command to
configure the DSCP to queue map. Use the no form of this command to
restore the default configuration.

Syntax
qos map dscp-queue dscp-list to queue-id

no qos map dscp-queue [ dscp-/ist|

Parameters
*  dscp-list—Specifies up to § DSCP values, separated by spaces. (Range: 0-
03)
* queue-id—Specifies the queue number to which the DSCP values are
mapped.

Default Configuration
The default map for 8 queues is as follows.

DSCP value (0 1-8 9-15  116,24,40,|17-23 |25-31 [33-39 |32,41-47
48-63
Queue-ID 2 1 3 7 4 5 6 8

Command Mode
Global Configuration mode

Example
The following example maps DSCP values 33, 40 and 41 to queue 1.

console(config)# qos map dscp-queue 33 40 41 to 1

gos map dscp-dp

Use the qos map dscp-dp Global Configuration mode command to map the
DSCP values to Drop Precedence. Use the no form of this command to
restore the default configuration.
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This command is only available in QoS advanced mode.

Syntax
qos map dscp-dp dscp-fist to dp

no qos map dscp-dp [dscp-/ist]

Parameters

*  dscp-list—Specifies up to 8§ DSCP values, with values separated by a
space. (Range: 0-63)

* dp—Specifies the Drop Precedence value to which the DSCP values are
mapped. (values: 0,2) where 2 is the highest Drop Precedence).

Default Configuration
All the DSCPs are mapped to Drop Precedence 0.

Command Mode
Global Configuration mode

Example
The following example maps DSCP values 25, 27 and 29 to Drop Precedence
2.

console(config)# qos map dscp-dp 25 27 29 to 2

gos trust (Global)

Use the qos trust Global Configuration mode command to configure the
system to the basic mode and trust state. Use the no form of this command to
return to the default configuration.

Syntax
qos trust {cos [ dscp}

no qos trust
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Parameters

*  cos— Specifies that ingress packets are classified with packet CoS values.
Untagged packets are classified with the default port CoS value.

* dscp—Specifies that ingress packets are classified with packet DSCP
values.

Default Configuration
CoS is the default trust mode.

Command Mode
Global Configuration mode

User Guidelines
This command can be used only in QoS basic mode.

Packets entering a QoS domain are classified at its edge. When the packets
are classified at the edge, the switch port within the QoS domain can be
configured to one of the trusted states because there is no need to classify the
packets at every switch within the domain.

Use this command to specify whether the port is trusted and which fields of
the packet to use to classify traffic.

When the system is configured with trust DSCP, the traffic is mapped to the
queue by the DSCP-queue map.

When the system is configured with trust CoS, the traffic is mapped to the
queue by the CoS-queue map.

For an inter-QoS domain boundary, configure the port to the DSCP-trusted
state and apply the DSCP-to-DSCP-mutation map if the DSCP values are
different in the QoS domains.

Example
The following example configures the system to the DSCP trust state.

console(config)# qos trust dscp
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gos trust (Interface)

Use the qos trust Interface Configuration (Ethernet, Port-channel) mode
command to enable port trust state while the system is in the basic QoS
mode. Use the no form of this command to disable the trust state on each
port.

Syntax
qos trust

no qos trust

Parameters
N/A

Default Configuration
Each port is enabled while the system is in basic mode.

Command Mode
Interface (Ethernet) Configuration mode

Example
The following example configures gi0/1 to the default trust state.

console(config)# interface gi0/1
console(config-if)# qos trust

(os cos

Use the qos cos Interface Configuration (Ethernet, Port-channel) mode
command to define the default CoS value of a port. Use the no form of this
command to restore the default configuration.

Syntax
qos cos default-cos

no qos cos
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Parameters

default-cos—Specifies the default CoS value (VPT value) of the port. If the
port is trusted and the packet is untagged, then the default CoS value
become the CoS value. (Range: 0-7)

Default Configuration
The default CoS value of a port is 0.

Command Mode
Interface (Ethernet) Configuration mode

User Guidelines
Use the default CoS value to assign a CoS value to all untagged packets
entering the interface.

Example
The following example defines the port gi0/1 default CoS value as 3.

console(config)# interface gi0/1
console(config-if)# qos cos 3

gos dscp-mutation

Use the qos dscp-mutation Global Configuration mode command to apply
the DSCP Mutation map to system DSCP trusted ports. Use the no form of
this command to restore the trusted port with no DSCP mutation.

Syntax
qos dscp-mutation

no qos dscp-mutation

Parameters
N/A

Default Configuration
Disabled
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Command Mode
Global Configuration mode

User Guidelines

Apply the DSCP-to-DSCP-mutation map to a port at the boundary of a
Quality of Service (QoS) administrative domain. If two QoS domains have
different DSCP definitions, use the DSCP-to-DSCP-mutation map to
translate a set of DSCP values to match the definition of another domain.
Apply the map to ingress and to DSCP-trusted ports only. Applying this map
to a port causes IP packets to be rewritten with newly mapped DSCP values at
the ingress ports. If applying the DSCP mutation map to an untrusted port,
to class of service (CoS), or to an IP-precedence trusted port.

Global trust mode must be DSCP or CoS-DSCP In advanced CoS mode,

ports must be trusted.

Example
The following example applies the DSCP Mutation map to system DSCP
trusted ports.

console(config)# qos dscp-mutation

gos map dscp-mutation

Use the qos map dscp-mutation Global Configuration mode command to
configure the DSCP to DSCP Mutation table. Use the no form of this
command to restore the default configuration.

Syntax
qos map dscp-mutation n-dscp to out-dscp

no qos map dscp-mutation [z2-dscp)

Parameters

* in-dscp—Specifies up to 8§ DSCP values to map, separated by spaces.
(Range: 0-63)

*  out-dscp—Specifies up to 8 DSCP mapped values, separated by spaces.
(Range: 0-63)
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Default Configuration
The default map is the Null map, which means that each incoming DSCP
value is mapped to the same DSCP value.

Command Mode
Global Configuration mode

User Guidelines
This is the only map that is not globally configured. It is possible to have
several maps and assign each one to a different port.

Example
The following example changes DSCP values 1, 2, 4, 5 and 6 to DSCP
Mutation Map value 63.

console(config)# qos map dscp-mutation 1 2 4 5 6 to 63

show qos map

Use the show qos map EXEC mode command to display the various types of
QoS mapping.

Syntax
show qos map [dscp-queue | dscp-dp | policed-dscp | dscp-mutation]

Parameters
* dscp-queue—Displays the DSCP to queue map.
* dscp-dp—Displays the DSCP to Drop Precedence map.
* policed-dscp—Displays the DSCP to DSCP remark table.
*  dscp-mutation—Displays the DSCP-DSCP mutation table.

Default Configuration
Display all maps.

Command Mode
Privileged EXEC mode
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Example
The following example displays the QoS mapping information
console(config)# show gos map dscp-queue
Dscp-queue map:
dl :d20 1 2 3 4 5 6 7 8 9
0 01 01 01 01 01 01 01 01 01 01
1 01 01 01 01 01 01 02 02 02 02
2 : 020202020202 020202 02
3 : 020203030303 03030303
4 03 03 03 03 03 03 03 03 04 04
5 04 04 04 04 04 04 04 04 04 04
6

clear gos statistics

Use the clear qos statistics EXEC mode command to clear the QoS statistics
counters.

Syntax
clear qos statistics

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example clears the QoS statistics counters.

console(config)# clear qos statistics
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gos statistics policer

Use the qos statistics policer Interface Configuration (Ethernet, Port-
channel) mode command to enable counting in-profile and out-of-profile.
Use the no form of this command to disable counting.

This command is relevant only when policers are defined.

Syntax
qos statistics policer policy-map-name class-map-name

no qos statistics policer policy-map-name class-map-name

Parameters
*  policy-map-name—Specifies the policy map name.

* class-map-name—Specifies the class map name.

Default Configuration
Counting in-profile and out-of-profile is disabled.

Command Mode
Interface (Ethernet) Configuration mode

Example
The following example enables counting in-profile and out-of-profile on the
interface.

console(config)# interface gi0/1
console(config-if)# qos statistics policer policyl classl

gos statistics aggregate-policer

Use the qos statistics aggregate-policer Global Configuration mode
command to enable counting in-profile and out-of-profile. Use the no form of
this command to disable counting.
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Syntax
qos statistics aggregate-policer aggregate-policer-name

no qos statistics aggregate-policer aggregate-policer-name

Parameters
aggregate-policer-name

Specifies the aggregate policer name.

Default Configuration
Counting in-profile and out-of-profile is disabled.

Command Mode
Global Configuration mode

Example
The following example enables counting in-profile and out-of-profile on the
interface.

console(config)# qos statistics aggregate-policer policerl

gos statistics queues

Use the qos statistics queues Global Configuration mode command to enable
QoS statistics for output queues. Use the no form of this command to disable
QoS statistics for output queues.

Syntax
qos statistics queues set {queue [ all} {dp [ all} {interface [ all}

no qos statistics queues set

Parameters
* set—Specifies the counter set number.
* interface—Specifies the Ethernet port.
* queue—Specifies the output queue number.

* dp—Specifies the drop precedence. The available values are: high, low.
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Default Configuration
Set 1: All interfaces, all queues, high DP.

Set 2: All interfaces, all queues, low DP.

Command Mode
Global Configuration mode

User Guidelines
There are no user guidelines for this command.

If the queue parameter is all, traffic in cascading ports is also counted.

Example
The following example enables QoS statistics for output queues for counter
set 1.

console(config)# qos statistics queues 1 all all all

show qos statistics

Use the show qos statistics EXEC mode command to display Quality of
Service statistical information.

Syntax
show qos statistics

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode
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User Guidelines

Up to 16 sets of counters can be enabled for policers. The counters can be

enabled in the creation of the policers.

Use the qos statistics queues Global Configuration mode command to enable

QoS statistics for output queues.

Example

The following example displays Quality of Service statistical information.

console(config)# show qos statistics

Policers
Interface  Policy map Class Map In-profile

——————— bytes
—————————————————— Classl ——————————— 5433
gio/1 Policyl Class2 7564575 52
gio/1 Policyl Classl 8759 3214
gion/2 Policyl Class2 746587458 23
gi0/2 Policyl 5326

Policerl 7985687

Output Queues

Interface  Queue DP
gi0/1 2 High
gi0/2 All High

Out-of-profile bytes

121322

Total packets TD packets
799921 1.2%
5387326 0.2%
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DNS Client Commands

clear host

Use the clear host command in privileged EXEC mode to delete dynamic
hostname-to-address mapping entries from the DNS client name-to-address
cache.

Syntax
clear host { hostname | *}

Parameters

*  hostname—Name of the host for which hostname-to-address mappings
are to be deleted from the DNS client name-to-address cache.

* *—Specifies that all the dynamic hostname-to-address mappings are to be
deleted from the DNS client name-to-address cache.

Default Configuration
No hostname-to-address mapping entries are deleted from the DNS client
name-to-address cache.

Command Mode
Privileged EXEC mode

User Guidelines

To remove the dynamic entry that provides mapping information for a single
hostname, use the hostname argument. To remove all the dynamic entries,
use the * keyword.

To define a static hostname-to-address mappings in the DNS hostname
cache, use the ip host command.

To delete a static hostname-to-address mappings in the DNS hostname
cache, use the no ip host command.
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Example
The following example deletes all dynamic entries from the DNS client
name-to-address cache.

console# clear host *

ip domain lookup

Use the ip domain lookup command in Global Configuration mode to
enable the IP Domain Naming System (DNS)-based host name-to-address
translation.

To disable the DNS, use the no form of this command.

Syntax
ip domain lookup

no ip domain lookup

Parameters
N/A

Default Configuration
Enabled.

Command Mode
Global Configuration mode

Example
The following example enables DNS-based host name-to-address translation.

console(config)# ip domain lookup

ip domain name

Use the ip domain name command in Global Configuration mode. to define
a default domain name that the switch uses to complete unqualified
hostnames (names without a dotted-decimal domain name).
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To delete the static defined default domain name, use the no form of this
command.

Syntax
ip domain name name

no ip domain name

Parameters

name—Default domain name used to complete unqualified host names. Do
not include the initial period that separates an unqualified name from the
domain name. Length: 1-158 characters. Maximum label length of each
domain level is 63 characters.

Default Configuration
No default domain name is defined.

Command Mode
Global Configuration mode

User Guidelines

Any IP hostname that does not contain a domain name (that is, any name
without a dot) will have the dot and the default domain name appended to it
before being added to the host table.

Domain names and host names are restricted to the ASCII letters A through
Z (case-insensitive), the digits 0 through 9, the underscore and the hyphen. A
period (.) is used to separate labels.

The maximum size of each domain level is 63 characters. The maximum
name size is 158 bytes.

Example
The following example defines the default domain name as
‘www.website.com’.

console(config)# ip domain name website.com
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ip domain polling-interval
Use the ip domain polling-interval command in Global Configuration mode
to specify the polling interval.

Use the no form of this command to return to the default behavior.

Syntax
ip domain polling-interval seconds

no ip domain polling-interval

Parameters
seconds—Polling interval in seconds. The range is from (2*(R+1)*T) to
3600.

Default Configuration
The default value is 2 * (R+1) * T, where

* Risa value configured by the ip domain retry command.

* Tis a value configured by the ip domain timeout command.

Command Mode
Global Configuration mode

User Guidelines

Some applications communicate with the given IP address continuously.
DNS clients for such applications, which have not received resolution of the
IP address or have not detected a DNS server using a fixed number of
retransmissions, return an error to the application and continue to send DNS
Request messages for the IP address using the polling interval.

Example
The following example shows how to configure the polling interval of 100
seconds:

console(config)# ip domain polling-interval 100
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ip domain retry

Use the ip domain retry command in Global Configuration mode to specify
the number of times the device will send Domain Name System (DNS)
queries when there is no replay.

To return to the default behavior, use the no form of this command.

Syntax
ip domain retry number

no ip domain retry

Parameters
number—Number of times to retry sending a DNS query to the DNS server.
The range is from 0 to 16.

Default Configuration
The default value is 1.

Command Mode
Global Configuration mode

User Guidelines
The number argument specifies how many times the DNS query will be sent
to a DNS server until the switch decides that the DNS server does not exist.

Example
The following example shows how to configure the switch to send out 10
DNS queries before giving up:

console(config)# ip domain retry 10

ip domain timeout

Use the ip domain timeout command in Global Configuration mode to
specify the amount of time to wait for a response to a DNS query.
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To return to the default behavior, use the no form of this command.

Syntax
ip domain timeout seconds

no ip domain timeout

Parameters
seconds—T1ime, in seconds, to wait for a response to a DNS query. The range
is from 1 to 60.

Default Configuration
The default value is 2 seconds.

Command Mode
Global Configuration mode

User Guidelines
Use the command to change the default time out value. Use the no form of
this command to return to the default time out value.

Example
The following example shows how to configure the switch to wait 50 seconds
for a response to a DNS query:

console(config)# ip domain timeout 50

ip host

Use the ip host Global Configuration mode command to define the static
host name-to-address mapping in the DNS host name cache.

Use the no form of this command to remove the static host name-to-address
mapping.

Syntax

ip host hostname addressl | addressZ2...addressS)

no ip host name ip host name [address]...addressS)
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Parameters

*  hostname—Name of the host. (Length: 1-158 characters. Maximum label
length of each domain level is 63 characters).

*  addressI—Associated host IP address (IPv4 or IPv6, if IPvO stack is
supported).

*  addressZ...address&—Up to seven additional associated IP addresses,
delimited by a single space (IPv4 or IPv6, if IPv6 stack is supported).

Default Configuration
No host is defined.

Command Mode
Global Configuration mode

User Guidelines
Host names are restricted to the ASCII letters A through Z (case-insensitive),
the digits 0 through 9, the underscore and the hyphen. A period (.) is used to
separate labels.

An IP application will receive the IP addresses in the following order:
1. IPv6 addresses in the order specified by the command.
2. IPv4 addresses in the order specified by the command.

Use the no format of the command with the address]...address§ argument to
delete the specified addresses. The entry is deleted if all its addresses are
deleted.

Example
The following example defines a static host name-to-address mapping in the
host cache.

console(config)# ip host accounting.website.com 176.10.23.1
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ip name-server

Use the ip name-server command in Global Configuration mode to specify
the address of one or more name servers to use for name and address
resolution.

Use the no form of this command to remove the static specified addresses.

Syntax
ip name-server serverl-address | server-addressZ...erver-addressS)

no ip name-server [server-addressl...server-addressS)

Parameters
*  server-addressI—IPv4 or IPv6 addresses of a single name server.

*  server-addressZ...server-address&—IPv4 or IPv6 addresses of additional
name servers.

Default Configuration
No name server IP addresses are defined.

Command Mode
Global Configuration mode

User Guidelines
The preference of the servers is determined by the order in which they were
entered.

Each ip name-server command replaces the configuration defined by the
previous one (if one existed).

Example
The following example shows how to specify IPv4 hosts 172.16.1.111,
172.16.1.2, and IPv6 host 2001:0DBS::3 as the name servers:

console(config)# ip name-server 172.16.1.111 172.16.1.2
2001:0DB8::3
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show hosts

Use the show hosts command in privileged EXEC mode to display the default
domain name, the style of name lookup service, a list of name server hosts,
and the cached list of hostnames and addresses.

Syntax
show hosts [all | hostnamel]

Parameters

* all—The specified host name cache information is to be displayed for all
configured DNS views. This is the default.

*  hostname—The specified host name cache information displayed is to be
limited to entries for a particular host name.

Command Mode
Privileged EXEC mode

Default Configuration
Default is all.

User Guidelines
This command displays the default domain name, a list of name server hosts,
and the cached list of host names and addresses.

Example
The following is sample output with no parameters specified:

console# show hosts

Name/address lookup is enabled
Domain Timeout: 3 seconds

Domain Retry: 4 times

Domain Polling Interval: 10 seconds
Default Domain Table

Source Interface Preference Domain
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static website.com

dhcpv6é  vlan 100 1 ggtca.com
dhcpve vlan 100 2 company .com
dhcpve vlan 1100 1 pptca.com

Name Server Table
Source Interface Preference IP Address

static 1 192.0.2.204

static 2 192.0.2.205

static 3 192.0.2.105

DHCPv6 vlan 100 1 2002:0:22AC::11:231A:0BB4
DHCPv4 vian1 1 192.1.122.20

DHCPv4 vian 1 2 154.1.122.20

Casche Table

Flags: (static/dynamic, OK/Ne/??)

OK - Okay, Ne - Negative Cache, ?? - No Response
Host Flag Address;Age...in preference order

examplel.company.com (dynamic, OK) 2002:0:130F::0A0:1504:0BB4;1
112.0.2.10 176.16.8.8;123 124 173.0.2.30;39

example2.company.com (dynamic, ??)
example3.company.com (static, OK) 120.0.2.27
example4._company.com (dynamic, OK) 24 173.0.2.30;15
example5.company.com (dynamic, Ne); 12
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MLD Snooping Commands

ipv6 mld snooping (Global)

The ipv6 mld snooping Global Configuration mode command enables IPv6
Multicast Listener Discovery (MLD) snooping. To disable IPv6 MLD
snooping, use the no form of this command.

Syntax
ipv6 mld snooping

no ipv6 mld snooping

Parameters
N/A

Default Configuration
IPv6 MLD snooping is disabled.

Command Mode
Global Configuration mode

Example
The following example enables [Pv6 MLD snooping.

console(config)# ipv6 mld snooping

ipv6é mld snooping vian

Use the ipv6 mld snooping vlan Global Configuration mode command to
enable MLD snooping on a specific VLAN. Use the no form of this command
to disable MLD snooping on a VLAN interface.
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Syntax
ipv6 mld snooping vlan v/an-id

no ipv6 mld snooping vlan vian-id

Parameters
*  vlan-id—Specifies the VLAN.

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
MLD snooping can only be enabled on static VLANS.
MLDv1 and MLDv2 are supported.

To activate MLD snooping, bridge multicast filtering must be enabled by the
bridge multicast filtering command.

The user guidelines of the bridge multicast mode command describe the
configuration that can be written into the FDB as a function of the FDB
mode, and the MLD version that is used in the network.

Example

console(config)# ipv6 mld snooping vlan 2

ipv6 mld snooping querier

Use the ipv6 mld snooping querier Global Configuration mode command to
enable globally the MLD Snooping querier. Use the no form of this command
to disable the MLD Snooping querier globally.

Syntax
ipv6 mld snooping querier
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no ipv6 mld snooping querier

Parameters
N/A

Default Configuration
Enabled

Command Mode
Global Configuration mode

User Guidelines

To run the MLD Snooping querier on a VLAN, you have enable it globally
and on the VLAN.

Example
The following example disables the MLD Snooping querier globally:

console(config)# no ipv6 mld snooping querier

ipv6 mld snooping vian querier

Use the ipv6 mld snooping vlan querier Global Configuration mode
command to enable the Internet MLD Snooping querier on a specific VLAN.

Use the no form of this command to disable the MLD Snooping querier on a
VLAN interface.

Syntax
ipv6 mld snooping vlan vian-id querier

no ipv6 mld snooping vlan v/an-id querier

Parameters
*  vlan-id—Specifies the VLAN.

Default Configuration
Disabled
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Command Mode
Global Configuration mode

User Guidelines
The MLD Snooping querier can be enabled on a VLAN only if MLD
Snooping is enabled for that VLAN.

Example
The following example enables the MLD Snooping querier on VLAN 1:

console(config)# ipv6é mld snooping vlan 1 querier

ipv6 mld snooping vlan querier election

Use the ipv6 mld snooping vlan querier election Global Configuration mode
command to enable MLD Querier election mechanism of an MLD Snooping
querier on a specific VLAN. Use the no form of this command to disable
Querier election mechanism.

Syntax
ipv6 mld snooping vlan v/an-id querier election

no ipv6 mld snooping vlan vian-id querier election

Parameters
*  vlan-id—Specifies the VLAN.

Default Configuration
Enabled

Command Mode
Global Configuration mode

User Guidelines
Use the no form of the ipv6 mld snooping vlan querier election command to
disable MLD Querier election mechanism on a VLAN.
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If the MLD Querier election mechanism is enabled, the MLD Snooping
querier supports the standard MLD Querier election mechanism specified in
RFC2710 and RFC3810.

If MLD Querier election mechanism is disabled, MLD Snooping Querier
delays sending General Query messages for 60 seconds from the time it was
enabled. During this time, if the switch did not receive an IGMP query from
another Querier - it starts sending General Query messages. Once the switch
acts as a Querier, it will stop sending General Query messages if it detects
another Querier on the VLAN. In this case, the switch will resume sending
General Query messages if it does hear another Querier for Query Passive
interval that equals:

<Robustness>*<Query Interval> + 0.5* <Query Response Interval).

See the ipv6 mld robustness, ipv6 mld query-interval, and ipv6 mld query-max-
response-time commands for configurations of these parameters.

It is recommended to disable MLD Querier election mechanism if there is an
[PMv6 Multicast router on the VLAN.

Example
The following example disables MLD Snooping Querier election on VLAN 1:

console(config)# no ipv6 mld snooping vlan 1 querier
election

ipvé mld snooping vlan querier version

Use the ipv6 mld snooping vlan querier version Global Configuration mode
command to configure the IGMP version of an IGMP querier on a specific
VLAN. Use the no form of this command to return to the default version.

Syntax
ipv6 mld snooping vlan v/an-id querier version {1 /2}

no ipv6 mld snooping vlan v/an-id querier version

Parameters
*  vlan-id—Specifies the VLAN.
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* querier version {1 /2}—Specifies the MLD version.

Default Configuration
MLDvI.

Command Mode
Global Configuration mode

Example
he following example sets the version of the MLD Snooping Querier VLAN 1
to 2:

console(config)# ipv6 mld snooping vlan 1 querier version
2

ipv6 mld snooping vlan mrouter (Global)

Use the ipv6 mld snooping vlan mrouter Global Configuration mode
command to enable automatic learning of Multicast router ports. Use the no
form of this command to remove the configuration.

Syntax

ipv6 mld snooping vlan v/an-id mrouter learn pim-dvmrp

no ipv6 mld snooping vlan v/an-id mrouter learn pim-dvmrp

Parameters
*  vian-id—Specifies the VLAN.

*  pim-dvmrp—Learn Multicast router port by PIM, DVMRP and MLD

messages.

Default Configuration

Learning pim-dvmrp is enabled.

Command Mode

Global Configuration mode
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User Guidelines

Multicast router ports can be configured statically with the bridge multicast
forward-all command.

You can execute the command before the VLAN is created.

Example

console(config)# ipv6 mld snooping vlan 1 mrouter learn
pim-dvmrp

ipvé mld snooping vian mrouter interface

Use the ipv6 mld snooping mrouter interface Global Configuration mode
command to define a port that is connected to a Multicast router port. Use
the no form of this command to remove the configuration.

Syntax

ipv6 mld snooping vlan v/an-id mrouter interface interface-list

no ipv6 mld snooping vlan v/an-id mrouter interface interface-list

Parameters
*  vlan-id—Specifies the VLAN.

* Interface-list—Specifies a list of interfaces. The interfaces can be from one
of the following types: port or port-channel.

Default Configuration
No ports defined

Command Mode

Global Configuration mode

User Guidelines

This command may be used in conjunction with the bridge multicast
forward-all command, which is used in older versions to statically configure a
port as a Multicast router.

MLD Snooping Commands | 817



A port that is defined as a Multicast router port receives all MLD packets
(reports and queries) as well as all Multicast data.

You can execute the command before the VLAN is created and for a range of
ports as shown in the example.

Example

console(config)# interface gi0/1

console(config-if)# ipv6 mld snooping vlan 1 mrouter
interface gi0/1-4

ipv6 mld snooping vlan forbidden mrouter

Use the ipv6 mld snooping vlan forbidden mrouter Global Configuration
mode command to forbid a port from being defined as a Multicast router port
by static configuration or by automatic learning. Use the no form of this
command to remove the configuration.

Syntax
ipv6 mld snooping vian vian-id torbidden mrouter interface intertace-list

no ipv6 mld snooping vlan vian-id forbidden mrouter interface interface-list

Parameters
*  vlan-id—Specifies the VLAN.

* interface-list—Specifies list of interfaces. The interfaces can be of one of
the following types: Ethernet port or Port-channel.

Default Configuration
No forbidden ports by default

Command Mode

Global Configuration mode

818 | MLD Snooping Commands



User Guidelines

A port that is forbidden to be defined as a Multicast router port (mrouter
port) cannot be learned dynamically or assigned statically.

The bridge multicast forward-all command was used in older versions to
forbid dynamic learning of Multicast router ports.

You can execute the command before the VLAN is created.

Example

console(config)# ipv6 mld snooping vlan 1 forbidden
mrouter interface gi0/1

ipvé mid snooping vlan static

Use the ipv6 mld snooping vlan static Global Configuration mode command
to register a IPv6-layer Multicast address to the bridge table, and to add
statically ports to the group. Use the no form of this command to remove
ports specified as members of a static Multicast group.

Syntax
ipv6 mld snooping vlan v/an-id static ipv6-address interface [interface-list|

no ipv6 mld snooping vlan v/an-id static ipv6-address interface [interface-
Iist|

Parameters
*  vilan-id—Specifies the VLAN.

* ipvb6-address—Specifies the IP multicast address

* interface-list—Specifies list of interfaces. The interfaces can be from one
of the following types: Ethernet port or Port-channel.

Default Configuration

No Multicast addresses are defined.

Command Mode
Global Configuration mode
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User Guidelines

Static multicast addresses can only be defined on static VLANG.
You can execute the command before the VLAN is created.
You can register an entry without specifying an interface.

Using the no command without a port-list removes the entry.

Example

console(config)# ipv6 mld snooping vlan 1 static FF12::3
gio/1

ipv6 mld snooping vlan immediate-leave

Use the ipv6 mld snooping vlan immediate-leave Global Configuration
mode command to enable MLD Snooping Immediate-Leave processing on a
VLAN. When an MLD Leave Group message is received from a host, the
system removes the host port from the table entry. After it relays the MLD
queries from the Multicast router, it deletes entries periodically if it does not
receive any MLD membership reports from the Multicast clients.

MLD snooping Immediate-Leave processing allows the switch to remove an
interface that sends a leave message from the forwarding table without first
sending out MAC-based general queries to the interface.

Use the no format of the command to return to disable MLD Snooping

Immediate-Leave processing.

Syntax
ipv6 mld snooping vlan v/an-id immediate-leave

no ipv6 mld snooping vlan v/an-rd immediate-leave

Parameters
vian-id—Specifies the VLAN ID value. (Range: 1-4094)

Default Configuration
Disabled
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Command Mode
Global Configuration mode

User Guidelines
You can execute the command before the VLAN is created.

Example

console(config)# ipv6 mld snooping vlan 1 immediate-leave

show ipv6 mld snooping groups

The show ipv6 mld snooping groups EXEC mode command displays the
multicast groups learned by the MLD snooping.

Syntax

show ipv6 mld snooping groups [vlan vian-id| [address ipv6-multicast-
address) [source ipvo-address)

Parameters
* vlan v/an-1d—Specifies the VLAN ID.

* address pv6-multicast-address

Specities the IPv6 multicast address.

* source ipv6-address—Specifies the IPv6 source address.

Command Mode
User EXEC mode

Default Configuration
Display information for all VLANs and addresses defined on them.

User Guidelines

To see the full multicast address table (including static addresses), use the
show bridge multicast address-table command.

The Include list contains the ports which are in a forwarding state for this
group according to the snooping database. In general, the Exclude list
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contains the ports which have issued an explicit Exclude for that specific
source in a multicast group.

The Reporters That Are Forbidden Statically list contains the list of ports that
have asked to receive a Multicast flow but were defined as forbidden for that
multicast group in a multicast bridge.

m NOTE: Under certain circumstances, the Exclude list may not contain accurate
information; for example, in the case when two Exclude reports were received on
the same port for the same group but for different sources, the port will not be in the
Exclude list but rather in the Include list.

Example

The following example shows the output for show ipv6 mld snooping groups.

console# show ipv6 mld snooping groups

VLAN  Group Address Source Address Include Ports Exclude Ports
1 FF12::3 FE80::201:C9FF:FE40:8001 gi0/1

1 FF12::3 FE80::201:C9FF:FE40:8002  gi0/2

19 FF12::8 FE80::201:C9FF:FE40:8003  gi0/4

19 FF12::8 FEB80::201:C9FF:FE40:8004  gi0/1 gi0/2

MLD Reporters that are forbidden statically:

VLAN  Group Address Source Address Ports
1 FF12::3 FE80: :201:C9FF:FE40:8001 gi0/3
19 FF12::8 FE80::201:C9FF:FE40:8001 gi0/4

show ipv6 mld snooping interface

The show ipv6 mld snooping interface EXEC mode command displays the
IPv6 MLD snooping configuration for a specific VLAN.

Syntax
show ipv6 mld snooping interface vian-id
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Parameters
*  vilan-id—Specifies the VLAN ID.

Default Configuration
Display information for all VLANS.

Command Mode
User EXEC mode

Example

The following example displays the MLD snooping configuration for VLAN
1000.

console# show ipv6 mld snooping interface 1000
MLD Snooping is globally enabled
MLD Snooping Querier is globally enabled
VLAN 1000
MLD Snooping is enabled
MLD snooping last immediate leave: enable
Automatic learning of multicast router ports is enabled
MLD Snooping Querier is enabled
MLD Snooping Querier operation state: is running
MLD Snooping Querier version: 2
MLD Snooping Querier election is enabled
MLD snooping robustness: admin 2 oper 2
MLD snooping query interval: admin 125 sec oper 125 sec

MLD snooping query maximum response: admin 10 sec oper 10
sec

MLD snooping last member query counter: admin 2 oper 2

MLD snooping last member query interval: admin 1000 msec
oper 500 msec

Groups that are in MLD version 1 compatibility mode:
FF12::3, FF12::8
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show ipv6 mld snooping mrouter

The show ipv6 mld snooping mrouter EXEC mode command displays
information on dynamically learned Multicast router interfaces for all VLANs
or for a specific VLAN.

Syntax

show ipv6 mld snooping mrouter [interface vian-id|

Parameters
* interface vian-id—Specifies the VLAN ID.

Default Configuration
Display information for all VLANSs.

Command Mode
User EXEC mode

Example

The following example displays information on dynamically learned
Multicast router interfaces for VLAN 1000:

console# show ipv6é mld snooping mrouter interface 1000

VLAN Dynamic Static Forbidden

1000  gi0/1 gi0/2 gi0/3-4
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MLD Commands

ipv6 mld last-member-query-count

To configure the Multicast Listener Discovery (MLD) last member query
counter, use the ipv6 mld last-member-query-count command in interface
configuration mode. To restore the default value, use the no form of this
command.

Syntax
ipv6 mld last-member-query-count count

no ipv6 mld last-member-query-count

Parameters
count—The number of times that group- or group-source-specific queries are
sent upon receipt of a message indicating a leave. (Range: 1-7)

Default Configuration
A value of MLD Robustness variable.

Command Mode
Interface configuration

User Guidelines
Use the ipv6 mld robustness command to change the MLD last member
query counter.

Example
The following example changes a value of the MLD last member query
counter to 3:

interface vlan 1
ipv6 mld last-member-query-count 3
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ipv6 mld last-member-query-interval

To configure the Multicast Listener Discovery (MLD) last member query
interval, use the ipv6 mld last-member-query-interval command in interface
configuration mode. To restore the default MLD query interval, use the no
form of this command.

Syntax
ipv6 mld last-member-query-interval milliseconds

no ipv6 mld last-member-query-interval

Parameters

*  milliseconds—Interval, in milliseconds, at which MLD group-specific host
query messages are sent on the interface. (Range: 100-25500).

Default Configuration
The default MLD last member query interval is 1000 milliseconds.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Use the ipv6 mld last-member-query-interval command to configure the
MLD last member query interval on an interface.

Example
The following example shows how to increase the MLD last member query
interval to 1500 milliseconds:

console(config)# interface vlan 100

console(config-if)# ipv6 mld last-member-query-interval
1500

console(config-if)# exit
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ipv6é mld query-interval

To configure the frequency at which the switch sends Multicast Listener
Discovery (MLD) host-query messages, use the ipv6 mld query-interval
command in interface configuration mode. To return to the default
frequency, use the no form of this command.

Syntax
ipv6 mld query-interval seconds

no ipv6 mld query-interval

Parameters

*  seconds—Frequency, in seconds, at which the switch sends MLD query
messages from the interface. The range is from 1 to 31744.

Default Configuration
The default MLD query interval is 125 seconds.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines

Use the ipv6 mld query-interval command to configure the frequency at
which the MLD querier sends MLD host-query messages from an interface.
The MLD querier sends query-host messages to discover which multicast
groups have members on the attached networks of the router.

The query interval must be bigger than the maximum query response time.

Example
The following example shows how to increase the frequency at which the
MLD querier sends MLD host-query messages to 180 seconds:

console(config)# interface vlan 100
console(config-if)# ipv6 mld query-interval 180
console(config-if)# exit
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ipvé mld query-max-response-time

To configure the maximum response time advertised in Multicast Listener
Discovery (MLD) queries, use the ipv6 mld query-max-response-time
command in interface configuration mode. To restore the default value, use
the no form of this command.

Syntax
ipv6 mld query-max-response-time seconds

no ipv6 mld query-max-response-time

Parameters

*  seconds—Maximum response time, in seconds, advertised in MLD
queries. (Range: 0-31744)

Default Configuration
10 seconds.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
This command controls the period during which the responder can respond
to an MLD query message before the router deletes the group.

This command controls how much time the hosts have to answer an MLD
query message before the router deletes their group. Configuring a value of
fewer than 10 seconds enables the router to prune groups faster.

The maximum query response time must be less than the query interval.

m NOTE: If the hosts do not respond fast enough, they might be pruned inadvertently.
Therefore, the hosts must know to respond faster than 10 seconds (or the value you
configure).
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Example
The following example configures a maximum response time of 8 seconds:

console(config)# interface vlan 100
console(config-if)# ipv6 mld query-max-response-time 8
console(config-if)# exit

ipvé mld robustness

To configure the Multicast Listener Discovery (MLD) robustness variable,
use the ipv6 mld robustness command in interface configuration mode. To
restore the default value, use the no form of this command.

Syntax
ipv6 mld robustness count

no ipv6 mld robustness

Parameters

*  count—The number of expected packet loss on a link. Parameter range.
(Range: 1-7).

Default Configuration
The default value is 2.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines
Use the ipv6 mld robustness command to change the MLD robustness
variable.

Example
The following example changes a value of the MLD robustness variable to 3:

console(config)# interface vlan 1
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console(config-if)# ipv6 mld robustness 3
console(config-if)# exit
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Port Features

Overview

The network ports of the switch are divided into internal and external ports.
The internal ports are connected to blade servers cards through the mid-plan
of the chassis.

Supported Features on Ports

Feature VRTX 1G

External 1G Ports Internal 1G Ports
Administrative Port Status  |Supported Supported
(Shutdown)
Port Speed 10/100/1000 Mbits/sec | 1000 Mbits/sec
Duplex Full/Half Full Only
Auto Negotiation Supported Supported
Flow Control Auto/Enable/Disable Auto/Enable/Disable
MDIX Auto/MDI/MDIX N/A
Green Ethernet Supported N/A
Cable Diagnostic Supported N/A

In the CLI, an acknowledgment message is displayed to indicate when the
features above are not supported, as shown below:

Example 1: This example shows the error message received when a non-
supported feature is requested.

console(config)# interface gil/l
console(config-if)# green-ethernet short-reach
The feature is not supported on the internal port gil/l
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console(config-if)#

Example 2: This example shows that running the command that disables
short-reach on an internal port is ignored (there is no reaction by the system).

console(config)# interface gil/l
console(config-if)# no green-ethernet short-reach
console(config-if)#

Example 3: This example shows the error message received when a non-
supported feature is requested on range of ports:

console(config)# interface gil/l-4
console(config-if-range)# green-ethernet short-reach
The feature is not supported on the internal port gil/l.
The feature is not supported on th internal port gil/2.
The feature is not supported on the internal port gil/3.
The feature is not supported on the internal port gil/4
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